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 tnemtimmoc eht yb dediug si )R( tsurT anahskihS iriganahcnuhcidA irS ,4791 ni dehsilbatsE

rednu ,ecnellecxe ot  J luoS eniviD siH fo sgnisselB eht nahsuhbamdaP urugdaga   irS irS irS

 .rD ijimawS ahaM ahtanarahdagnagalaB  fo stnenopmoc eerht trapmi ot nevig si ecnatropmI .

 noitacude –  sah tsurt eht ,noisiv siht htiW .stneduts fo sdeen lacisyhp & lautirips ,lautcelletni

 naht erom gnitifeneb ,yrtnuoc eht ssorca stinu lanoitacude 005 detrats  hkal eno  yreve stneduts

 .raey eserP imda gnieb si tsurt eht ,yltn P feihC eht yb deretsin ,ffitno   irS irS irS sseniloH siH

.rD  ijimawS ahaM ahtanadnanalamriN . htaeneB  itsnI fo puorG SGB ,tsurt eht  sah snoitut

hgir snoitutitsni ynam dehsilbatse t  erP ,loohcS hgiH ,yresruN morf egelloC ytisrevinU  ,

ganaM ,cidevruyA ,ycamrahP  lacideM ,gnireenignE ,tneme  .rD irS irS dereveR ,.cte

 yltnegilid sah snoitutitsnI fo puorG SGB & BJS ,rotceriD gniganaM ,ijimawS htanhskarP

.tsurT anahskihS irigahcnuhcihdA irS htiw detaicossa  

02 raey eht ni dehsilbatse si TIBJS  urugdagaJ ,luos enivid sih fo sgnisselb eht htiw 10

ahaM ahtanarahdagnagalaB .rD irS irS irS nahsuhbamdaP  S  iriganahcnuhcidA irS fo ijimaw

 anahshkihS 05 eht gnoma eno si TIBJS .tsurT  eht yb deganam gnieb snoitutitsni lanoitacude 0

rps ssorca gnidaerpS .tsurt  eneres larutan tsdima detacol si TIBJS eht ;dnal fo serca 05 gnilwa

 morf mk 41 ,erehpsomta urulagneB   ayaravsevsiV ot detailiffa si TIBJS .iregneK raen ,ytic

T ivagleB ,ytisrevinU lacigolonhce   .ihleD weN ,ETCIA yb devorppa dna  .oN deknar si TIBJS

 ni 1 tanraK ,aka  ggnE etavirP detailiffa UTV gnomA(   ;)segelloC  aidnI htuos ni 5.oN deknaR

tseuQ ataD aidnI lla no desab -  yevrus ’hcraeser aidem rebyC –  neeb sah TIBJS .5102 yaM

,ETCIA ,UTV yb ”akatanraK ni etutitsnI tnemecalP dna gniniarT tnellecxE sa deruonoh  

,IAMC  IA  .tvoG ,U  fo  lanoitan eht nwo sah noitutitsni ehT .aidnI  gnirud drawa ytilibayolpme

3102 -  .41  yb detiderccA  CAAN  htiw ‘A’ 7102 raey eht gnirud APGC 22.3 edarg  .  

 6 sreffo noitutitsni ehT   etaudarg rednu 7 ,semmargorp   dna semmargorp etaudarg tsop
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 eht gnirud noitutitsni eht ni dehsilbatse saw tnemtrapeD gnireenignE dna ecneicS retupmoC
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rg suodnemert ehT  retupmoC fo dleif eht ni htwo ecneicS   tsap eht revo ygolonhceT dna

 ot si ecnerefnoc eht fo laog ehT  .scipot suoirav ni snoitacilppa gnignellahc ot del sah sedaced

 rof seirtsudni dna seitisrevinu ,snoitasinagro tnereffid morf snosrep lacinhcet rehtegot gnirb

a secneirepxe dna saedi gnignahcxe meht gnom . 
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p fo rettam a si tI  eht taht edir retupmoC  a ecneicS  si tnemtraped gnireenignE dn

 gnizinagro “14 ht   no ecnerefnoC lanoitaN  ,gnitupmoC tnegilletnI detargetnI

CIICN ytiruceS dna noitacinummoC - 02 91 ” irb ta smia hcihw  rehtegot gnign

strepxe yrtsudni dna slanoisseforp ,srehcraeser   yrtnuoc eht ssorca setats lla morf

 ohw ,aidnI ni snoitutitsni dna seirtsudni rojam morf setageled denwoner dna

.stnempoleved lacigolonhcet tsetal eht tuoba ssucsid dna etarebiled  

tnedifnoc ma I   ecnadiug elba eht rednu taht  rotcerid gniganam eht fo  dereveR    

irS  irS  .rD  htanhsakarP  ijimawS  ta dna  P eht fo pihsredael cimanyd eht  lapicnir

eht fo   egelloc .rD  ujarattuP  ot erusopxe mumixam gnirb lliw sruovaedne hcus ,

 anera lanoitan ni noitutitsni eht  eht teem ot dna shtgnerts morf worg ot ti rof

.worromot fo segnellahc  

 epoh dna eettimmoc gnizinagro eht ot noitaicerppa ym sserpxe ot ekil dluow I

 dna ,stroffe wen noipmahc ot deripsni niamer ,hcum nrael stnapicitrap eht

eccus erutuf ruoy gnirahs ot timmoc  eht hsiw dna ytinutroppo yreve ta sess

sseccus dnarg a ecnerefnoc . 
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ecxe ma I  eht lla taht wonk ot dalg yllanoitp stnemtraped  o  fo etutitsnI BJS f

T C lanoitaN gnitcudnoc era ygolonhce  no supmac sti ta ecnerefno 4 ht  9102 YAM . 

 taht eton ot detnetnoc ma I retupmoC   dna ecneicS  si tnemtraped gnireenignE

gnizinagro ni devlovni ylevitca  “ 41 th  detargetnI no ecnerefnoC lanoitaN

CIICN ytiruceS dna noitacinummoC ,gnitupmoC tnegilletnI - ”9102   fo mia eht htiw

 morf strepxe yrtsudni dna slanoisseforp ,sralohcs hcraeser rehtegot gnignirb

ni rojam morf strepxe eht dna yrtnuoc eht ssorca setats eniltnorf  aidnI ni seirtsud

.gnireenigne dna ecneics retupmoc fo srotces tnereffid fo sknilretni eht ssucsid ot  

 stnapicitrap eht ot erusopxe tnellecxe na edivorp lliw mroftalp siht taht epoh I

 hcraeser dna sralohcs   .saera hcraeser rieht no egdelwonk rieht trapmi ot  ma I

 sraey eht ni stneve reggib hcum esacwohs ot elba eb lliw noitutitsni eht taht erus

 elba eht rednu sthgieh retaerg ot noitutitsni eht fo eman eht ekat dna emoc ot

 lapicnirp eht fo pihsredael cimanyd dna ecnadiug rD . ujarattuP .  yM

 detraehelohw ot sehsiw   ,srezinagro eht  snoitarebiled luftiurf eht rof stnapicitrap

.sseccus dnarg a ecnerefnoc eht dna  
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idA irS fo sigea eht rednu semoc ygolonhceT fo etutitsnI BJS c  iriganahcnuh

 anahskihS i detrats saw dna tsurT ht n 81 tsap eht roF .1002 raey e   eht ecnis sraey

 eht esiar ot gnivirts neeb evah ew ,noitpecni sdradnats   fo ytilauq eht fo smret ni

htgnerts ytlucaf eht sa llew sa stneduts eht  . naM knaht ot ekil dluow I  fo tnemega

idA irS c  anahskihS iriganahcnuh idnel rof tsurT .slevel lla ta troppus gn  

 mi ma I  fo tnemtrapeD taht yppah ylesnem retupmoC   & ecneicS si gnireenignE  

 gnisinagro “ 41 ht   ,gnitupmoC tnegilletnI detargetnI no ecnerefnoC lanoitaN

CIICN ytiruceS dna noitacinummoC - 9102 ” no  4 ht  9102 ,yaM  ecnerefnoc ehT .

b ot smia  ot seitinutroppo edivorp dna foor eno rednu seigoloedi tnereffid gnir

 siht fo semeht ehT .stnemecnavda lacigolonhcet tnecer no saedi egnahcxe

 evitcepsorp eht evig ot saera hcraeser tnaveler fo evitacidni era ecnerefnoc

tuoba snoitisoperp evitavonni srohtua    .noissucsid fo tibma eht  

 

non dna gnihcaet ,DOH eht etalutargnoc osla I -  dna stneduts ,sffats gnihcaet

 I .sseccus dnarg a ecnerefnoc siht gnikam ni segelloc rehto morf stnapicitrap

lanoitidnocnu rieht rof strepxe dna sreweiver ,srotubirtnoc eht lla knaht   troppus

 .ecnerefnoc eht sdrawot  
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 evah efil yliad no seigolonhcet sti dna retupmoc no ytilibadneped eht yad hcaE

 .ylsuomrone desaercni neeb A gnitupmoc tnegilletni eht ni stnemecnavd  

 sdrawot detcerid era seitivitca  eht fo tnemtfilpu dna stnemecnavda cimonoce

yteicos  .  meht neewteb noitacinummoc dna ytivitcennoc smetsys fo ytiliba ehT

 a degaruocne evah segnellahc esehT .egnellahc gib a si yleruces dna yltnegilletni

hcet evitavonni suoirav no krow ot srehcraeser rof tol .seigolon  

“ sihT 41  ht lanoitaN   ,gnitupmoC tnegilletnI detargetnI no ecnerefnoC

CIICN ytiruceS dna noitacinummoC - ”9102   no ecnerefnoc euqinu a si

 retfA .yrtnuoc eht dnuora morf srepap 28 detcartta sah gnitupmoC tnegilletnI

pap hcihw ni ssecorp weiver reep eht  yllanif ,sreweiver owt yb deweiver saw re
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 yrtsudni eht fo srebmem dna sralohcs hcraeser ,snaicimedaca morf srehcraeser

 segnellahc eht gnidnatsrednu wolla ot yrtnuoc eht ssorca  eseht ni decaf

 siht fo esu ekam ot stnapicitrap eht lla hsiw I .evitcepsrep lacigolonhcet

sseccus tnarg a ecnerefnoc siht ekam dna ytinutroppo  

 margorP lacinhceT ,eettimmoC yrosivdA eht etalutargnoc ot ekil dluow I

grO dna srotanidrooC ecnerefnoC ,eettimmoC  rof srebmeM eettimmoC gnizina

 dna gnihcaet eritne eht ot lufknaht ma I .ecnerefnoC siht gnizinagrO yllufsseccuS

 ni stroffe dna troppus rieht rof tnemtrapeD ESC fo srebmem ytlucaf gnihcaet non

 .sseccus a ecnerefnoc siht gnikam dna sgnideecorp siht gnignirb   
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 hcraeser dna rohtua fo tseretni eht ni dehsilbup gnieb si gnideecorp
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Abstract— One of the critical issues in today’s scientific world 
is the need to tackle climate change. A major contributor to 
global warming is vehicular emissions. India ranks third in the 
world’s list of vehicular emissions with 596 million tons of 
greenhouse gases being produced at a 43% rate of increase each 
year. According to the present system, all vehicles need to get a 
periodic emission and an annual fitness check for safety and 
road-worthiness. Even then, the objective of cutting down 
pollution is unachieved to a large extent due to lapses at various 
levels. The system to track the vehicles that are failing to meet 
norms is non-existent.  The main aim of this paper is to identify 
and analyze the various existing solutions and methods which 
exist to monitor and control the vehicular emissions. And this 
paper also presents the basic sensor requirements for 
understanding the implementation aspects in vehicular emissions. 
 

Keywords—Vehicular Emission; ThingSpeak; Data Analysis; 
Report Generation; Internet of Things; Raspberry Pi; Predictive 
Model; Participatory Sensing. 

I. INTRODUCTION 

 
Vehicular emission is an important concern for every 

country of the world, especially for a developing country like 
India. A major contributor to global warming is vehicular 
emissions. India ranks third in the world’s list of vehicular 
emissions with 596 million tons of greenhouse gases being 
produced at a 43% rate of increase each year. India’s carbon 
dioxide emissions had been projected to increase at a rate of 
6.3% by 2018. The 2018 Global Carbon Project report 
attributes this increase to strong economic growth of around 
8% per year. [1]  
Currently the Bharat Stage IV Emission Norms is in place, 
which is equivalent to the European emission standards. 
Bharat Stage Emission Norms VI is to be enforced by 2020 
which focuses on “On-Board Diagnostics (OBD)”. [2] It 
mainly aims to reduce the carbon footprint from individual 
vehicles and creating awareness on pollution levels in public. 
 
Presently, all vehicles need to undergo a periodic emission and 
an annual fitness check for safety and road-worthiness in the 
pollution under control (PUC) centers, where the vehicle 
under inspection is examined for the emission levels by using 
the sensing tools approved by the pollution control board. The 
image of the vehicle’s number plate is captured to start the 
session. After which, the examiner issues an emission 
certificate which will certify the emission from the vehicle is 
within the range. It will also contain other parameters such as 

the vehicle number, owner’s name, validation period and 
many other parameters. 
 
The objective of reducing pollution is not achieved to a large 
extent by the present system due to lapses at every level due to 
mismanagement and negligence of every stakeholder 
involved. A system to track the vehicles failing to meet 
emission norms is non-existent. Therefore, there is an 
undeniable need for technological advancements in the 
methods used to validate a vehicle on the grounds of emission. 
 
This paper presents a comprehensive study on the recent 
trends in achieving On-Board Diagnostics to tackle vehicular 
emissions. The results and learning gleaned from various 
sources are summarized to give a clear understanding of the 
use of Internet of Things, Machine Learning and Cloud 
Computing to solve this problem. Section I gives a concise 
introduction to the problem. Section II presents a summary of 
the papers surveyed. Section III illustrates a comparative study 
of the papers that have been surveyed. Section IV presents the 
key technologies for On-Board Diagnostics. Section V draws 
logical conclusions regarding the trends in monitoring and 
controlling vehicular emissions. 

II. LITERATURE SURVEY 

This section presents a detailed discussion on the various 
papers surveyed on the domain of monitoring vehicular 
emissions. 
 

Gupta et al., proposed a system assuming road lanes are in 
coordinate geometry. It uses Arduino for processing the sensor 
data, ADC to convert the analog signal to digital signal, 
Raspberry Pi to control the camera at the signal light and 
ZigBee networks to connect the sensors. The model collects 
sensor data from the sensors placed in the vicinity of the 
traffic signal. The defaulter vehicle is identified by capturing 
the image of the number plate, employing DIP for the further 
process on Microsoft Azure or Amazon Web Services. [3] 

 
Saha et al., presents a project which employs Raspberry Pi 

3B, MQ135 Gas Sensor to sense NH3, NOx, Smoke and CO2 
gases, M393 as sound sensor. The Internet connectivity 
needed for the functionality of the IoT system is made 
available from the mobile data, the associated SIM card is 
embedded into the system. It also suggested to notify the user 
through mail. It also provides a web interface to the user for 
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analyzing the emissions from the vehicle. [4] 
 
Kulkarni et al., in their project use the ARM 7 processor to 

process the data collected near the exhaust of the vehicles by 
the smoke sensor MQ2. If the maximum threshold is violated 
then the vehicle is brought to halt by manipulating the fuel 
injector. The driver is notified about the halt action by a 
buzzer sound indicating motor shut down. The model also 
includes an LCD to display the pollution levels. Notification is 
sent to the nearby pollution control office through SMS. [5] 

 
 Mehta et al., implemented an air quality detection, 
analysis and prediction system using the cloud domain. The 
system would propose an alternate route to the user where he 
would encounter least pollution. The analysis of the pollution 
level in a particular area was achieved using sensors, video 
processing and pattern matching algorithms. Edge and contour 
detection algorithms are incorporated to classify the identified 
objects as vehicles. [6] 
 

Chandrasekaran, et al., proposed a system which employed 
semiconductor sensor to detect the gases from the vehicle. The 
sensing module is specifically placed near to the exhaust of 
the vehicle to read accurate pollutant values. The system has 
predefined values of tolerance for the sensor values, on 
violation of the threshold the system is initialed to halt by 
manipulating the fuel supply to the engine thereby providing 
the user with ample time to park the vehicle. The user is also 
sent the location of the nearest service station location to get 
the vehicle serviced. [7] 

 
Samsudin et al., in their project leveraged the ThingSpeak 

cloud to log the data from the humidity and temperature 
sensors mounted on the Raspberry Pi device. DHT11 
Temperature and Pressure sensors were used. The main focus 
was on data visualization using the ThingSpeak cloud. It also 
demonstrated the utilization of the Twitter API to post tweets 
directed at the user in case the threshold value is crossed. [8] 

 
Kumar et al., proposed an air pollution controlling system 

using Raspberry Pi and Arduino. Various sensors like 
DSM501A, DHT22, BMP180, MQ9 and MQ135 have been 
used to detect particulate matter, Temperature, Humidity and 
Pressure Carbon Monoxide and Carbon Dioxide. The 
visualization of the pollution level and the monitoring was 
achieved using the Device Centric Analysis feature of the IBM 
Watson IOT Platform [9] 

 
Mhatre et al., implemented a humidity and temperature 

monitoring system using Arduino UNO and Raspberry Pi. It 
used ThingSpeak to visualize the data so collected. It 
demonstrates how to connect sensors to a cloud using a 
wireless setup. [10] 

 
Sheorey et al., built a prototype to demonstrate collision 

avoidance system on highway. The prototype used sensors to 
monitor the state of the vehicle and regulate its speed. It 

executed controlling mechanism on the vehicle by 
manipulating the axle. After the vehicle crossed the tolerance 
level of the system, it would be brought to halt using the 
aforementioned mechanism. [11] 

 
Devi et al., in in their paper spoke about integrating the 

cutting-edge technologies such as WSN, ZigBee and Cloud. 
They propose a methodology to monitor vehicular emission 
using cloud. The system used Amazon Web Services for the 
cloud aspect of their proposed system. It also generated a 
comprehensive report of the emission level and produced it to 
the pollution control board. The board would further notify the 
user of the same in appropriate method. [12]   

 
Kiruthika, R et al., proposed an IoT-based system that   

attempts to solve the problem of environmental pollution.  It 
uses various sensors like gas density, humidity, temperature 
and soil moisture interfaced with a Raspberry Pi device.  The 
observations are taken at periodic intervals. The machine 
learning model predicts upon the newly collected data to 
suggest relevant solutions to any problems that are detected. 
There is a reporting mechanism in place that will keep the 
users informed of the results of the prediction. [13] 

 
Reshi et al., proposed a vehicular pollution monitoring 

platform, which uses Wireless Sensor Networks. It measures 
the concentration of different types of pollutants produced by 
the vehicle. This module is proposed to be placed inside the 
vehicle for accuracy.  [14] 

 
Siregar et al., proposed a paper to detect various gases in 

urban area. The system proposed bound the WSN technology, 
3G network and Wasp Motean open source sensing node 
together to create a firm system. The data is processed on-
board and the result is communicated to the cloud and the 
storage unit using appropriate protocols. It also mentions 
about a web interface where the user is notified the violation 
of the rules. [15]  

 
Caya et al., implemented a system using a Raspberry Pi, 

Gizduino mini microcontroller. It basically uses the dust 
sensor to record the suspended particulate matters and gas 
sensors to record CO emissions levels. After the computation 
is performed on the data that is read from the sensor, a 
notification is sent via email to the intended user informing 
him about the values read. [16]  

 
Phala et al., in this project implements a real-time 

monitoring system using MQ2 and humidity sensor. These 
sensors are placed inside the vehicle to read an accurate value. 
The vehicle is evaluated against the predefined values of 
threshold. If the values are violated, then the defaulter vehicle 
is brought to halt using the fuel injection manipulation 
technique. The user of the system is provided with a web user 
interface to monitor and track his vehicles emission levels. It 
also speaks of reporting mechanism to the higher authority in 
regular interval. [17] 
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III. COMPARATIVE ANALYSIS  

This section presents the detailed analysis carried out for the 
identified survey papers in Section II. These analyses are 
classified according to the specific domain of the identified 
papers in terms of their features, inferences and identified 
future enhancements.  
 

Table-1 presents the comparative analysis of all the papers 
which are related to the utilization of ThingSpeak. 
Table 1: Analysis based on utilization of ThingSpeak 

Paper Salient Features Inference Future 
Enhancements 

[8] 

Humidity 
sensor, 
Temperature 
sensor 
ThingSpeak 
Twitter API 

Connect 
Raspberry Pi 
and 
ThingSpeak 

Control 
mechanism for 
the system 

[10] 
Arduino UNO 
Raspberry Pi 
ThingSpeak 

Connect 
Sensor and 
Cloud via a 
wireless 
setup. 

Implement a 
control 
mechanism. 

[13] 

IoT, 
WSN 
Raspberry Pi 
Cloud 
ThingSpeak 
Data Analysis 
Population 
Density. 

Real time 
analysis of 
sensor data 

Extend 
ThingSpeak 
capabilities to 
produce 
elaborate and 
verbose web 
interfaces.  

 

Table-2 summarizes the salient features of all the papers 
related to various halting mechanism for the vehicle. 
Table 2: Analysis based on different halting mechanisms. 

Pape
r  

Salient 
Features 

Inference Future 
Enhancements 

[5] MQ2 
ARM-7 
Fuel Injection 
Manipulation 
Buzzer 
LED Display. 

Halt vehicle 
using 
software. 

Revocation of 
the vehicle, 
Data Collection, 
Analysis.  

[7] Semiconductor 
sensor 
Buzzer 
GPS 
ATMEL 89S52 
Fuel Injector. 

Halt vehicle 
using Fuel 
Manipulation.  

Incorporate 
Analysis and 
Predictive 
Model. 

[11] Regulate 
speed, state of 
the vehicle 
Axle 
Manipulation. 

Halt vehicle 
by Axle 
Manipulation 

Mechanical 
Control over the 
vehicle. 

[17] WSN 
GSM module 

Halt vehicle 
using Fuel 

Verbose way to 
halt and identify 

Sensor Array 
Sink Node 
Server. 

Injection 
Manipulation. 

constraints in 
implementation 

 
Table-3 summarizes the salient features of all the papers 

related to analysis on the collected sensor data. 
Table 3: Summary of papers related to analysis on the 
collected data. 

Paper  Salient Features Inference Future 
Enhancement 

[4] Raspberry Pi 3B 
MQ135 
M393 
GSM 
GPRS 

Predictive 
models can be 
built. 

Cloud based 
analysis. 

[6] Edge Algorithm 
Contour 
Detection 
Algorithm 
Blob analysis 
Video Processing 
Pattern 
Recognition 

Real-time 
monitoring 
system. 

Decentralized 
analysis and 
centralized 
monitoring.  
 

 
Table-4 summarizes the salient features of all the papers 

incorporating the reporting mechanism. 
Table 4: Summary of papers based on reporting 
mechanism. 

Paper  Salient Features Inference Future 
Enhancement 

[12] WSN 
Zigbee 
Cloud based 
monitoring 
ARM 
microcontroller 

 

Transfer real-
time data to 
cloud using 
Zigbee 
network 
 

Generate report 
on the analyzed 
data, implement 
conceptual model.  

[13] IoT 
WSN 
Raspberry Pi 
Cloud 
ThingSpeak Data 
Analysis 
Population 
Density.  

Real time 
analysis of 
sensor data, 
Report 
generation. 

Reduce 
dependency on 
population 
density. 

[17] WSN 
GSM module 
Sensor Array 
Sink Node 
Server. 

Halt vehicle 
using the 
Fuel Injection 
Manipulation, 
Report higher 
Authority. 

Provide a User 
Interface. 

 
 

Table-5 summarizes the salient features of all the papers 
incorporating different mechanism to identify the defaulter 
vehicles. 

 
Table 5: Summary of papers on the basis of the 
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mechanism used to identify the defaulting vehicle. 
Paper  Salient 

Features 
Inference Future 

Enhancement 
[3] WSN 

Zigbee 
Cloud based 
monitoring 
ARM 
microcontroller 

Transfer real-
time data to 
cloud using 

Zigbee 
network 

 

Generate report 
on the analyzed 

data, 
implement 
conceptual 

model.  
[6] Edge 

Algorithm 
Contour 
Detection 
Algorithm 
Blob analysis 
Video 
Processing 
Pattern 
Recognition 

Real-time 
monitoring 

system. 
Identify the 
vehicle after 

Video 
Processing. 

Intra vehicle 
sensing.  

 

Learning from the Analysis: 

The literature survey and analysis throw light on various 
technologies that can work together to achieve the mark of 
reading accurate data and acting upon them accordingly. 
Technologies such as image processing and video processing 
can be employed along with on-board sensors such as MQ7, 
MQ135, MQ9, MQ2 and dust sensors. Drastic actions can be 
implemented as actions on the emission data, this can include 
halting the vehicle. Various mechanisms can be used to 
manipulate the functionality of the vehicle, fuel manipulation 
and axel manipulation are some of them to mention. 

 
From the cloud aspect, various vendors available in the 

market to provide the compute, storage and visualization of 
the data so collected from the vehicles. Some of them are IBM 
Watson, Amazon Web Services and ThingSpeak which is used 
specifically to visualize the data in terms of graph and plots.  

IV. KEY TECHNOLOGIES FOR ON-BOARD DIAGNOSTICS. 

 
1) ThingSpeak:  

ThingSpeak is a Cloud platform that is open-source and helps 
in connecting IoT devices and retrieving data from them. It 
facilitates the transfer of readings from sensors via the HTTP 
protocol over the Internet or via a Local Area Network. It logs 
the sensor values from the application and help in visualizing 
the data with appropriate graphs. 
 

2)  MQ7 sensor:  

 
Figure 1: MQ7 Sensor 

MQ7 is a sensor to detect the levels of carbon monoxide 
(CO) in the air. A typical MQ7 sensor can detect CO-gas 
concentrations in the range of 20 to 2000ppm. 
 
3) MQ135 sensor: 

 
Figure 2: MQ135 Sensor 

 It is a gas sensor with wide detection scope. It has fast 
response and is highly sensitive to the emissions. It 
operates at a voltage of +5V. It is capable of detecting 
NH3, NOx, alcohol, Benzene, smoke, CO2, etc. 
 
4) Raspberry Pi: 

 
Figure 3: Raspberry Pi 

It is a 64-bit ARM based SBC (Single by Raspberry Pi 
Foundation. It runs Debian based Linux operating system 
named Raspbian and ports of many other OSes exist for 
this SBC. It also houses a Bluetooth and Wi-Fi modules 
on board.  
 
5) MQ9:  

 

Figure 4: MQ9 Sensor 

It is a combustible gas sensor useful to detect gas leakage. 
It’s made up of highly sensitive SnO2 material, which has 
lower conductivity in clear air. It is highly sensitive to 
gases such as methane, LPG and propane.  
 

V. CONCLUSION 

On a broader aspect there are various methods and techniques 
available to monitor and control the vehicular emissions. All 
of these are individual entities which are powerful and capable 
for functioning to its fullest. The data so collected from the 
sensor after the analysis are not being utilized to its fullest, 
this data can be put to good use in terms of trend analysis, 
predictive analysis and to generate useful reports of the same. 
Currently the monitoring system and the controlling system 
are bound together to achieve a functional unit. The efficiency 
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of this model can be improved many folds by incorporating 
the aforementioned technologies of predictive analysis and 
trend analysis. 
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Abstract— The mutation of the kidney can be perceived by 
sonographic pictures. The kidney may have deformities like 
kidney damage, change in its area and may additionally show 
up because of the shaping of stones. For doing medical 
procedure it is extremely basic to decide the particular and 
deliberate district of stone in the kidney. The sonographic 
pictures are of low inconsistency and have an undesirable 
commotion. This can prompt troubles in recognizing the issue. 
Hence pre-preparing of sonographic pictures are done to 
dispose of undesirable clamor. First reclamation is completed 
to limit the undesirable clamor and filtration is accomplished 
for smoothening. Also, ordinarily the histogram examination is 
accomplished for improvement. The resultant picture is 
partitioned into equivalent tomahawks utilizing level set 
division. Level set division includes impetus and strong term 
separately, which helps in contrasting and removing the 
highlights of kidney zones. We utilize FCM calculation and 
applying wavelet technique helps in getting the vitality levels 
from which the stones in kidney can be perceived. These 
vitality levels are extremely one of a kind from typical vitality 
level and are prepared by Multilayer Perceptron and Back 
Propagation Artificial Neural Networks to decide the 
assortment of stone .This encourages us to distinguish the 
stones in the kidney at beginning time and even exact moment 
stones can likewise be perceived. This technique encourages us 
with the precision of 97-98%. 
 

Catchphrases—Level Set Segmentation, Multilayer 
Perceptron, Kidney stone, and Back Propagation, Wavelet 
Method, and Sonographic pictures, Energy levels, Fuzzy c-
implies Clustering. 
 
 

I. INTRODUCTION 
 

Kidney stone aggravation is one of the bet for the life in 
everywhere throughout the world, and most individual with stone 
framing in kidney early don't concern it as illness and it hurts the 
appendage (organ) relentlessly. Before watch disorders, most 
personover-expand by incessant kidney breakdown because of diabetes 
mellitus and hypertension, glomerulonephritis and so forth. Since 
kidney failing can be perilous, determination of irritation in 

 
the untimely stages is basic. The as of now accessible alternatives 

incorporate sonographic picture which is one of the non-intrusive 

minimal effort, broadly utilized imaging methods for diagnosing 
kidney sicknesses [l]. Stun wave lithotripsy (SWL), percutaneous 
nephrolithotomy (PCNL), relative super immersion (RSS) are the 
procedures to test pee. The Robertson Risk Factor Algorithms (RRF 
An) are open and are utilized for laparoscopic medical procedure, 
 

these calculations are held for remarkable [15].Special cases. 
Hyaluronan has a focal job in various procedures that can 
eventually prompt renal stone sickness, including pee focus, Uric 
corrosive, Salt structure precious stone, crystallization hindrance, 
gem maintenance, Magnesium ammonium phosphate and amino 
acid [16]. 
 

Mohammad Shorif Uddin ,Tanzila Rahman, proposed decrease of 
dot commotion and division from sonographic pictures are talked 
about. This aides in distinguishing the locale of intrigue which likewise 
upgrade picture quality[1].The kidney US pictures were isolated into 
four divergent classifications: ordinary, bacterial contamination, cystic 
sickness, kidney stones, in light of dark dimension co-event lattice 
(GLCM),which was proposed by wan Mahani Hafizah. From these 
classes specialists distinguish that the kidney is typical or unusual [2]. 
Gladis Pushpa had proposed Hierarchical Self Organizing Map 
(HSOM) for cerebrum tumors utilizing division, wavelets bundles, and 
the outcomes were right up to most extreme 97% [3]. Norihiro 
Koizumi proposed high power centered ultrasound (HIFU) procedure, 
utilized for pulverizing tumors and stones [4, 13]. The numerous 
highlights for anomalies ID and fake neural system (ANN) for 
grouping and the outcomes says that the most extreme effectiveness is 
about 90.47%, and precision 86.66% which was proposed by 
bommanna raja [5].The Non-obtrusive blend of renal utilizing beat 
cavitation US treatment proposed stun wave lithotripsy (ESWL) has 
turned into a standard for the treatment of calculi situated in the kidney 
and ureter [10]. Mohammad E. Abou EI-Ghar anticipated area of 
urinary stones with unenhanced processed tomography (CT) utilizing 
half-radiation (low) portion contrasted and the standard portion and of 
the 50 patients, 35 patients had a solitary stone while the remainder of 
them had numerous stones[ II]. So as to fathom the nearby minima and 
division issue the thord Andersson, Gunnar Lathen proposed changed 
slope inquiry and level set division [12].The 
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Emmanouil Skounakis proposed layouts based method with 
precision of 97.2% and mutation in kidneys at an exactness of 
96.1% [13]. 
 

The paper proceeds as follows: In section II Issue declaration 
defined, section III methodology, in section IV image segmentation 
to locate the kidney stone, in section V calculation of energy 
boosting for segmentation, in section VI wavelets based energy 
extraction, in section VII artificial neural networks classifiers used 
is described, in section VIII experiments results are discussion and 
in the last section we conclude the paper with future work. 
 

II. PROBLEM STATEMENT 
 

The flawed working of kidney movement could be 
unsafe forever, so finding the kidney stone in the earlier stage is 
fundamental. So as to convey out careful movement to clean up 
kidney stone it is important to recognize the kidney stone. The 
ultrasonic pictures of kidney include mottle crash and are of 
discouraged inconsistency which empowers the spotting of kidney 
anomaly a requesting obligation. As a response the specialist may 
have issue to break down the unassuming kidney stones and their 
assortment effectively. To subject this issue a changed dimension 
set segment to distinguish spot of the stone, Wavelets remain by 
band to excert the stamina zone of the stone and MLP-BP ANN 
calculations for requesting is normal and considered [9]. 
 

III METHODOLOGY 
 
Fig.1. indicates all out strategies utilized for kidney stone location. 

It comprises of the accompanying squares Kidney picture 
Directory, Pre-handling, Segment, Wavelet planning and ANN 

Classification.  
 

Kidney Picture  
Directory  

 
 

Pre-handling 
 

 
Segment 

 

 
Wavelet  
planning 

 

 
ANN  

Classification 
 

Fig:1: Block Diagram of proposed method 
 

A. Kidney Picture Directory 
 

The 500 kidney picture of MRI of all together for 
example standard and sporadic/surprising kidney are made 
from different wellbeing administration focuses of different 
sufferers and are spared in registry. Interesting picture is 
gotten to from the catalog and unleash to stone recognizable 
proof. 
B. Image Pre-handling 

 
The 500 kidney picture of MRI of all together for example 

standard and unpredictable/strange kidney are created from 
different wellbeing administration focuses of different sufferers 
and are spared in catalog. Extraordinary picture is gotten to from 
the index and unleash to stone ID 
` 

Fig.2. indicated pre-preapring of sonographic picture which 
comprises of the accompanying advances: 
 

1. Picture Renovation 
 

2.Smoothing and honing 
 

3.Contrast upgrade Kidney picture.  
 

Kidney image 
 
 

Picture renovation 

 
Smoothning and honing 

 
Contrast upgrading 

 
pre-handlingFigof.2.:Prepicture-p 

 
 
 

1.Picture Renovation 
 

The real capacity of picture remodel is to reduce the 
weakening such an incite over the span of acquisition of kidney 
picture examination. At present here structure being proper area, 
level set action do pre-possessed. Away influencing activity as 
concerns game plan circular segment signal, shape smoothens, 
reduce withstand eventually disappears [1]. 
 

2. Smoothing and Honing 
 

Straightforwardly towards recover most noteworthy settlement 
now by and large dimensional alongside consistency concern, 
Gabor channel stay reused that progression during the time spent 
restricting pass channel since the constrained adjoining redundancy 
circulation[4]. The run of the mill disparity ascribed to the 
Gaussian conduct would do diverse to familiarize force of fix 
 

3. Contrast Upgrading 
 

To update difference and to increase steady concentraion 
circle diagram comparision is thought about. The present 
increase can suffer reused on full picture or lump of an image. 
Here specific association, augment the contrariety of pictures is 
done by modifying the models in a genuineness picture, with 
the goal that the histogram of the resultant picture for the most 
part contend a specific disperse chart. The yeild earth shattering 
is of comparative data class as the given flag. 

 
IV. PICTURE SEGMENTATION 

 
Figure.3. displays the level set breaking approach needed to bisect 
the place of kidney stone. recommended task contains of two 
altered declivity declivity form. Initially is using a momentum term 
and second is based on resilient propagation (Rprop) term. 
intention of the segmentation is to overcome difficulties involved 
in energy function. The energy function depends on properties of 
the pictures such as gradients, curvatures, energy levels and 
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regularization terms, e.g. flatening constraints. These are simple, 
but effective modifications of the basic method are directly 
compatible with any type of level set implementation. The first 
proposed method is based on a modification which essentially adds 
a momentum to themotion in so lution space [15, 19]. 
 

This arouse the physical properties of propulsion and often 
allows the search to neglect local vertex and huge footsteps in 
helpful way. In order to avoid the complication of inclination 
descent search, Rprop provides a modification which uses ones 
adaptive step sizes and the signs of the inclination components. 
 

1.Propulsion term 
 

Rotating to inclination descent with propulsion will adopt a 
search vector according to: 
 

al = -  (1-m) fl + mal-1  ----------------------------------------- (1) 
 

Where  is the learning rate and m  [0, 1] is the propulsion. 

Note that m = 0 gives standard inclination descent al = - fl, while 
m = 1 gives "infinite momentum" al= al-1 

 
2. Rprop term 
 

The hindrances of standard tendency descent(SID) is 
overwhelmed by joining versatile advance sizes l considered new 
qualities in which each measurement will have one new esteem for 
example diminish (l)=dim(xl). The tendency size is never utilized 
in Rprop. The new principle considers just the indications of the 
halfway subordinates. Another favorable position of Rprop, which 
is critical in functional use, is the bulkness of its parameters; Rprop 
will work out of the crate in numerous applications utilizing just 
the standard estimations of its parameters [18, 20] . 
 
We will presently portray the Rprop calculation quickly, however 
for execution subtleties of Rprop we allude to [23. 21]. For Rprop, 
we pick a pursuit vector sl as indicated by: 
 

sl = -sign (f)l * l   ----------------------------------------- (2) 
 

Where l is a vector containing the current new-qualities and 
sign (.) the component astute sign capacity. 
 

V. ENERGY BOOSTING FOR SEGMENTATION 
 

The division difficulties can be drawn nearer by utilizing the 
analytics of varieties where vitality capacities is characterized 
speaking to the target of the trouble. The extraordinary to the 
utilitarian are discovered utilizing the Euler-Lagrange condition 
[10, 22] which is utilized to infer conditions of movement, and the 
relating vitality tendency, for the shape [17]. Utilizing these 
tendency, a tendency plunge look in shape space is performed to 
discover an answer for the division issues. Consider, for instance, 
the inference of the weighted area depicted by the accompanying 
utilitarian: 
 

f(p) = p g(x,y) dxdy -------------------------------------------- (3) 
 

Where p is a 1D bend installed in a 2D space,   p is the  
district within p, and g(x, y) is a scalar capacity. This utilitarian is 
utilized to expand some amount given by g(x, y) inside p. In the 
event that g(x, y) = 1 for instance, the zone will be augmented. Computing the primary variety of Eq. 1 yields the development condition:  

p/t = -g(x,y) ----------------------------------------------------- (4) 
 

 

Where  is the bend typical. Utilizing g(x, y) = 1 which is 
consistent stream the negative typical way. The bend is frequently 
verifiably spoken to by the zero dimension of a period subordinate 
marked separation work, known as the dimension set capacity. The 
dimension set strategy was presented by Osher and Sethian [6]. 
Formally, a bend p is portrayed by: 
 

p = {x: (x, t) = 0}. 
 

The bend p is advanced in time utilizing a lot of fractional 
differential conditions (PDEs). A movement condition for a 
parameterized bend 
 

:p/t =  is in general translated into at the level set equation 

/t = || 
 

Eq. 2 gives the commonplace at level set condition: 
 

p/t = -g(x,y) ||--- ------------------------------------------(5)  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig:3.Level set segmentation of kidney stone detection 
 

VI. WAVELET PROCESSING 
 

The sectioned pictures which has from past square is connected 
to wavelet preparing square. It incorporates of Daubechies channel 
(DbI2), Symlets channel (symI2) and Biorthogonal channel 
(bi03.7, bi03.9 and bi04.3). Daubechiesjilter (Db12) in this the 
number 12 alludes to the quantity of evaporating minutes. 
Essentially, the higher the quantity of evaporating minutes, the 
smoother the wavelet (and longer the wavelet channel) and the 
length of the wavelet (and scaling) channel is multiple times that 
number [3]. Symletsfilter (symI2) extricate highlights of kidney 
picture and dissect discontinuities and sudden changes contained in 
signs, one of the twelfth - request Symlets wavelets is utilized. 
Biorthogonalfilter (bi03. 7, bi03.9 and bi04.4) channel's wavelet 
vitality marks were considered and midpoints of even and vertical 
coefficients subtleties were determined. Each channel will give 
distinctive vitality levels or vitality highlights. These vitality 
highlights will demonstrate noteworthy distinction, if there is any 
stone is available in the specific district or area. The ID of sort of 
stone is depicted in next area. 

 
VII. ANN CLASSIFICATION 
 

In ANN Classification two designs are utilized to be specific, 
Multilayer Perceptron and back spread which are portrayed in 
detail in the accompanying areas. 
 

1. Multilayer Perceptron (MLP) 
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A multilayer perceptron is a feed forward counterfeit neural 
system calculation that maps sets of vitality esteems acquired 
from wavelets subbands vitality extraction appeared in the 
tablel. These vitality esteems are nourished to include layer and 
increased with introductory loads as in condition (6). The back 
spread is altered form of straight perceptron in which it utilizes 
at least three concealed layers with nonlinear initiation work. 
The back engendering is the most broadly connected learning 
calculation for multilayer perceptron in neural systems and it 
utilizes angle drop to limit the squared mistake between the 
system yield esteem and wanted yield an incentive as in 
condition (7). These mistake signals are utilized to compute the 
weight refreshes which speak to intensity of information learnt 
in the system [7]. Multilayer Perceptron with Back Propagation 
(MLP-BP) are the fundamental calculations. In light of the 
writing review, MLP-BP calculation was observed to be 
superior to anything the others as far as precision, speed and 
execution [14]. The stages associated with ANN are forward 
stage and in reverse stage as appeared in fig4. In back 
engendering, loads are refreshed after each example and by 
taking one example m at once as pursues: 
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 tset eciffo erolpxe ;seitivitisnes ,yrotsih laidemer
 eruces rof sdohtem yb derahs era sdroceR .cte ,semoctuo

rutcurts noitamrofni  sredivorp rof elbissecca era dna se
 si drocer hcaE .noitces etavirp dna nepo htob morf
 taht stseggus hcihw ,troper elbaegnahc eno detaroprocni
 krow on htiw emit emos retfa segnahc ezilaer nac sorp

.noitacilper noitamrofni fo drazah on dna krow aera  
 

c sRHE  setadpu dna snoitinomda reggirt esiwekil na
 kcart ro tset bal rehtona teg ot thguo tneitap a nehw
 gniwollof neeb sah tneitap a rehtehw kcehc ot snoitulos
 na era RHE taht tcaf eht fo etips nI .stseuqer s’tsilaiceps

llits snoitan suoremun ,thguoht elbidercni   ot elttab
 yhtroweton a edam sah .S.U .meht etucexe yletelpmoc
 sa sRHE gnicarbme scinilc lacidem fo %49 htiw pmuj
 sllaf llits UE eht tey ,etagitsevni HCETIH siht rep
 yb detfard etadnam regae na ,yam ti sa taht eB .dniheb

rofsnart dluohs noissimmoC naeporuE  0202 yb :ti m
 krowemarf drocer gniebllew naeporuE detaroprocni

.ytilaer a otni nrut ot thguo   
 laeR - gnitrelA emiT

 
 

 ni noitanimaxe noitamrofni eguh fo secnatsni suoiraV
 ssenlufesu lacitirc eno erahs seitilicaf lanicidem – 

lc ycnegreme nI .gnimrala suounitnoc  lacinilC ,scini
 snoitagitsevni gnimmargorp )SDC( troppuS noisiceD

gniebllew gnihsinruf ,tops eht no atad cituepareht  

2 
 
 
 

 evitpircserp no elttes yeht sa lesnuoc htiw stsilaiceps
.seciohc   

 sah hcihw ,silop amhtsA fo taht si ledom rehtonA
i ezilitu ot nugeb SPG htiw srelahn -  os srekcart derewopme

 laudividni na no htob snrettap amhtsa ezingocer ot sa
.secalupop reggib ta rednag a gnikat dna noisnemid  

 
 tnemegagnE tneitaP gnicnahnE

 

 
 sa stneitap laitnetop ,htrofecneh dna sreyub suoremuN

f msaisuhtne na evah won fo  taht stegdag tnaillirb ro
 gnizod ,seslup rieht ,ekat yeht noissergorp hcae drocer
 atad laicurc sihT .yltnetsisnoc ,htrof os dna ,seitisneporp
 ot noitamrofni elbatcart rehto htiw denibmoc eb nac
 tnassecnI .gnidih sregnad gniebllew laitnetop ezingocer

 peels  rof drazah a galf nac eslup desiar a dna noitavirped
 era stneitaP .elpmaxe rof ssenlli yranoroc erutuf
 nwo rieht fo gnivresbo eht htiw detaicossa yletamitigel
 egarevoc lacidem morf secrof gnitavitom dna ,gniebllew

 efil fo yaw dilos a dael ot meht hsup nac  gnivig :.g.e(
.)sehctaw dwerhs gnizilitu slaudividni ot kcab hsac  

 
 recnaC eruC tsuJ thgiM ataD giB

 
 

 atad citnagig fo egasu eht fo ecnatsni gnitavitpac rehtonA
 reilraE .margorp tohsnooM recnac eht si noitcetorp laicos ni

diserP ,mret dnoces sih fo raf etiuq  fo thguoht amabO tne
 fo sraey 01 gniveihca fo tegrat eht dah margorp siht
 taht retnec eht nwod ssenlli gnihsilbatseer sdrawot yawdaeh

.emit  
 

 no atad fo laed taerg a esu nac srehcraeser laidemeR
 suoregnad fo setar yrevocer dna snalp tnemtaert

ap tnempoleved  sdem dna selpmaxe dnif ot redro ni stneit
 a sa tnemhsilpmocca fo setar gnisirprus tsom eht evah taht
 stniop tpurba feirb rennam ekil ni nac atad sihT .elur lareneg
 a si hcihw ,enimarpiseD taht gnidnif ,ecnatsni rof ,tseretni fo

ceps xif pleh nac ,tnalumits  gninetaerht gnul fo stros cifi
.tnempoleved  

 
 ylevissergorp sretnuocne fo stros eseht ekam ot ,sseldrageR

rof ,snoitaicossa tnereffid morf sesabatad mlac ,elbaliava   
 dna ,seitisrevinu ,seitilicaf lanicidem ,ecnatsni

.pu detaicossa eb ot thguo seiporhtnalihp   
 erachtlaeH ni scitylanA evitciderP

 
 

 noitanimaxe evitpecrep nees ylevitatirohtua evah eW
 sraey owt sngised egdelwonk ssenisub tseb eht fo eno sa
 tsap raf eveihca snoitacilppa laitnetop eht tey ,wor a ni

 eht ,sbaL mutpO .no retal rehtruf hcum dna ssenisub  SU
 ssecxe ni fo sRHE detalumucca sah ,krowten etagitsevni
 suoiciduj rof esabatad a ekam ot stneitap noillim 03 fo
 fo tnemevom eht evorpmi lliw taht stegdag noitanimaxe

.thguoht  
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 ssenisub snoitartsinimda cituepareht fo laog ehT
pxe elbane ot si gninrael  nevird atad no elttes ot stre

 .tnemtaert 'stneitap evorpmi dna sdnoces edisni snoisiced
 na egreme ot thguo ereht fi tnatropmi ylralucitrap si sihT
 ,sevitarran evitarotser xelpmoc htiw stneitap fo tneve

i dluow stegdag weN .snoitidnoc tnereffid gniretnuocne  n
 ,elpmaxe rof ,noisivne ot ytiliba eht evah rennam ekil
 ot detcurtsni eb ylsuht dna ,setebaid fo lirep ni si hcihw
 eht thgiew ro sgnineercs lanoitidda ot sdrager ni esu ekam

.srotartsinimda  
 
 ytiruceS ecnahnE dna duarF ecudeR

 

 
med evah snoitagitsevni wef A  siht taht detartsno

 retnuocne ot dnuob %002 si yrtsudni cificeps
 ehT .yrtsudni rehto emos naht skaerb noitamrofni
 ylgnizama si noitamrofni laudividni :cisab si nosaer
 .sessenisub ticilli eht no evitcudorp dna tnacifingis

s evah dluow kaerb yna ,erom s'tahW  .stluser lanoitasne
 seussi ytiruces etanni sah noitamrofni eguh ,ylsuoivbO
 eht ekam lliw ti gnizilitu taht leef ynam dna
 .era won fo sa yeht naht sselrewop erom snoitaicossa
 ,elpmaxe rof ,ytiruces ni sessergorp ,yam ti sa taht eB

rif ,noitavonni noitpyrcne  noitcefni ot elitsoh ,sllawe
 rof tnemeriuqer taht rewsna ,htrof os dna ,gnimmargorp
 yllareneg thguorb segatnavda eht dna ,ytiruces retaerg

.sregnad eht ssaprus  
 

 dna noitatneserpersim llatserof pleh nac ti ,revoeroM
bataeper ,latnemadnuf a ni sesac esab ffo  .rennam el

 fo gnildnah eht senilmaerts pleh noitagitsevnI
 sngis wohs ot stneitap gnirewopme ,smialc noitcetorp
 latnerap dna sesac rieht no snruter tnemevorpmi fo
 rof sretneC eht ,elpmaxe roF .rekciuq diap era serugif

eht dias secivreS diacideM dna eracideM  revo deraps y
.raey a ylno ni sekaf ni noillim 7.012$  

 
 enicidemeleT

 
 

 ,sraey 04 revo rof elbissecca neeb sah enicidemeleT
 oediv enilno fo egassap eht htiw ,yadot ylno yawyna
 ti sah ,elbaraew dna ,secived etomer ,sADP ,sgnirehtag

otni emoc ot ytiliba eht dah   mret ehT .worg lluf a
 snoitazinagro lacinilc etomer fo tropsnart eht stseggus

.tnempoleved gnisu   
 eht gninnigeb dna sgnirehtag cisab rof desu si tI
 evitarotser dna ,gnihctaw tneitap etomer ,noitagitsevni

ounitnoc emoS .stsilaiceps ytirepsorp rof gniraperp  ylsu
 yregruselet nioj egasu sserpxe –  mrofrep nac strepxe

 atad ydaets kciuq dna stobor fo esu eht htiw sgnikatrednu
 noiger elbarapmoc a ni gnieb yllacisyhp tuohtiw tropsnart
 dider evig ot enicidemelet esu snaicinilC .tneitap a htiw

lfed dna snalp tnemtaert er ro noitazilatipsoh tce -
.noitatsetta  

 

 stisiV RE yrassecennU tneverP ot yaW A
 

 suomrone gnizilitu ytilativ dna hsac ,emit gnirapS
 era secivres namuh rof noitagitsevni noitamrofni
 uoy ot desolcsid ew erehw oiranecs a enigamI .latnemadnuf

ps eht hguorht taht  ni RE eht detisiv ydal eno ,sraey 3 fo na
 ni ytilaer a si ecnatsmucric tahT .semit elpitlum fo ssecxe
 secneirepxe ohw ydal a erehw ,ainrofilaC ,dnalkaO
 na ot tnew esusim ecnatsbus dna ytilibatsni lacigolohcysp

o scinilc ycnegreme doohrobhgien fo tnemtrossa  a n
.eludehcs raluger yllacitcarp  

 
 gnieb saw ehs ,teY .snoitnetni doog dah enoyrevE“
 dna seitilicaf esusim ecnatsbus evitcnitsid eerht ot dedulla
 dah ehs dna ,sretnec ssenllew lacigolohcysp esrevid owt

tiw gnilaed htob stsilaiceps s'evitucexe eht sesac owt  h
 saw ti ;tneitap eht rof lufwa tsuj ton saw tI .gnigdol
 owt eht rof stessa elbaulav fo esusim a yllanoitidda

”.scinilc  
 
.2   gninrael enihcam tnereffid fo sisylanA

sehcaorppa   
 eb nac gnipoleved si tekram eht woh ,yrtsudni nI

e noitamrofni gnizilitu detapicitna  noitatcepxE .noitanimax
 era stnemele evitcnitsiD .snoitaluclac IA gnizilitu dehsinif si
 reilrae eb ot thguo erehT .noitatcepxe gnikam ni dehcraeser
 ledom tsacerof eht hcihw tuoba ssalc eht tuoba noitamrofni

ninrael fo sdnik owT .ssenisub ot nwod gnitteg si  g
 dna detcerid era secivres namuh ni dezilitu sehcaorppa
 fo erusaem laitnatsbus eganam oT .gninrael desivrepusnu
 laed ot syaw esaerced ytilanoisnemid ylppa ew ,sthgilhgih
 esaerced ytilanoisnemiD .sthgilhgih tnatropmi eriuqca htiw

eltniop eht htiw sesnepsid  etarelecca ot sthgilhgih ss
 eht nI .]1[ eciohc esicerp rof tsacerof dna noitaluclac
 noitamrofni evitcnitsid ,repap fo tnemges gniynapmocca

.deniltuo era sehcaorppa gninim  
 

noitaulavE dna noitceleS erutaeF .A   
erp noitamrofni ,tsrif tA - demrofrep si gnildnah   hsinimid ot

 pudeeps ot noitamrofni evititeper dna noitommoc eht
 dna gniraperp otni detalosi si tesatad eht sA .noitaluclac
 eht rof dezilitu si tesbus noitaraperp eht ,stesbus gnitset
 tesbus ,hcus sA .noitanimreted dna noitcartxe tnenopmoc

lhgih nevig morf  era sthgilhgih esehT .nesohc era sthgi
 rof ,sthgilhgih cirtemoeg dna seuh ,ecrof lexip morf nettog
 era sthgilhgih esehT .]2[ sepahs dna segde ,smrof ,elpmaxe
 .sthgilhgih duol dna ssecxe fo dne rof dezilitu yllanoitidda

 ledom rof pleh lliw noissergorp sihT  evitcnitsiD .noitadicule
 tnemele laedi eriuqca ot dezilitu eb nac seigolodohtem

.tesbus  
 hcraes etelpmoC

 
 

 yrev tI .tnemegnarra tseb eht serusne tiusrup sihT
 laedi gnidnif rof detcennoc eb yam llew
 .seussi noitamrofni suomrone fo tnemegnarra

dohtem citsirueH  dnuob dna hcnarb ekil seigolo
eht stimil  ecaps tnenopmoc eritne gnikool
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 hcraes laitneuqeS

 
 

 si ygolodohtem citsirueh ,tnuh fo dnik siht nI
 morf rehtie skees ygolodohtem sihT .]3[ detcennoc
 tnenopmoc dilavni ro seitilibapac fo tsil eritne

edi teg ot tesbus  ro gnidulcni yb tnemegnarra la
 dedulcnI .yletarapes ,sthgilhgih gnitaucave
 detaucave dna dellepxe eb t'nac sthgilhgih
 ygolodohtem sihT .dedulcni eb t'nac sthgilhgih
 ,esac yna nI .tnemegnarra laedi rof erusne ton seod

u sdniw ygolodohtem siht fo tnemegnarra  yhtrow p
.emit gnildnah ssel fo esuaceb  

 hcraeS modnaR
 

 
 .tiusrup siht nigeb ot nesohc era serutaef modnaR
 dehsilpmocca eb nac tnemegnarra laedi ybraeN
 yrartibra fo noitucexE .ytiralugerri gnizilitu
 htiw gnitaroprocni yb dednapxe eb nac yriuqni

l evitucesnoc  ekil tesbus ralugerri fo ega rof koo
er -  epols nigeb ralugerri dna gninehtgnerts detcane

.noitaluclac gnibmilc   
 era taht seulav sedulcni pets noitaulave erutaeF
 ticilpxe nopu gniyler tesbus thgilhgih ot detnioppa

c gnizilitu devloser si edutilimiS .airetirc  ssal
 lairetammi gnidniF .tnemegnarra rof skram
 ehT .gnipuorg ni dnarre tluciffid a si sthgilhgih
 dooG“ :smialc tnemssessa tnenopmoc gnivird aedi
 detalerroc ylhgih serutaefniatnoc stesbus serutaef
 .]4[ ”rehto hcaehtiw detalerrocnu tey ,ssalc htiw

u ylnommoC  noitaulave erutaef rof des
.sehcaorppa dirbyh dna ,retlif ,repparwera   

 laedi evig ot yticapac sah hcaorppa repparW
 reifissalc rof denut eb nac hcihw tnemegnarra
 esoohc ot gnikees smrofrep noitaluclaC .gninrael

oitadnuof no tnedneped tesbus tnemele cificeps  n
 stnemercni tsoc lanoitatupmoC .]21[ )2 .giF( krow

yreve ta gninnur tpek si noitaluclac ecnis   
 hgih sedulcni ygetarts sihT .sisahpme
 rof etairporppa ton dna esnepxe lanoitatupmoc

.seussi noitamrofni eguh fo erac gnikat   
 
 
 
 
 
 
 
 

hcaorppa repparW :2 .giF  
 

 ecnacifingis ediced ot dezilitu eb nac dohtem retliF
 t'nsi noitaerc tesbuS .)3 .giF( sthgilhgih esohc neewteb
 lanoitnevnoc ,ylsuhT .gninrael reifissalc rof dezilitu

gninut noitaluclac ticilpxe naht rehtar detaerc si emoctuo   
.]5[  ot tuo snrut ssenelbanosaer stI   fo erac gnikat rof hgih eb

 rettih smrofrep ygolodohtem sihT .seussi noitamrofni eguh
l seigolodohtem tnereffid naht ]6[ rotamitse stiart feileR eki  

.]6[   

 
 
 
 
 
 
 
 

hcaorppa retliF :3 .giF   
 ekam dna sthgilhgih no tnemssessa eveihca sdohtem dirbyH

sbus tnenopmoc a  ni meht gnoma tseb eht gnikcip yb te
 fo stros suoirav neewteb noitanimaxE .sesahpme rehtruf
 fo gninrael laedi rof demrofrep si stesbus sthgilhgih
 deriuqca evah sehcaorppa erutxiM .]7[ noitaluclac
 tI .seigolodohtem tnereffid dna detsartnoc sa ecnacifingis

i  morF .ssenevitceffe dna emit gnoma ffo egnahcxe sedulcn
 ygolodohtem etairporppa erom si ti ,elgna secivres namuh
 citamelborp fo tnetxe si erehT .seigolodohtem tnereffid naht

.]8[ tnemegnarra  

 
noitacifissalC .B   

t dna noitamrofni tupni sredro ledom gnipuorG  si ssalc tegra
 .]61[ nosaer gnitset dna gniraperp rof reifissalc yb dezilitu
 si noitamrofni ssalc tegrat ;noitaluclac IA ot nevig si ofnI
 reifissalc yb eciohc thgir gnimrofrep rof nevig yllanoitidda
 no tnedneped noitamrofni ofni fo sthgilhgih edulcni taht
 fo ekaw eht nI .ssalc tegrat rof etartsnomed reifissalc
 tupni hcihw ni gniyrt si egats txen ,reifissalc fo gniraperp
 tegrat tuoba noitatcepxe mrofrep ot nevig si noitamrofni
 suomrone fo emulov ni tnemercni fo esuaceB .ssalc

a gnipuorg gnitsixe ,noitamrofni  wef a evah sehcaorpp
 .]1[ esnepxe gniraperp hgih edulcni dna stnemidepmi
 lanicidem ni smetsys tnemegnarra dezilitu yliranidrO
 ,enihcam rotcev retslob ,eert eciohc era ecaps secivres

k ,metsys laruen -  naiseyaB dna ,robhgien tsesolc
.]9[ ygolodohtem   

eciohc A   rof dezilitu erutcurts ekil eert a si eert
 rof detcennoc si eert eciohC .]01[ noitaziretcarahc
 cisab sti fo esuaceb semoctuo kciuq dna esicerp gnisaercni
 citnagig htiw eert eciohc poleved ot drah s’tI .erutcurts

tcaf eht fo thgil ni noitamrofni fo erusaem   laed taerg a taht
 ylraluger tsom si eert eciohC .ti dliub ot deriuqer si emit fo
 lacitirc rof aera secivres lanicidem ni hcaorppa redro
 skaeps 4 .giF .tnarelot ot eman ssalc tuo gnilod yb gnikniht

.eert eciohc elpmaxe na ot   
 
 
 
 
 
 
 
 
 
 
 
 

:4 .giF  cifissalC eert noisiced yb noita
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 ledom lautcaf a si )MVS( enihcaM rotceV troppuS
 seciohc no gnilttes rof tneiciforp si MVS .redro rof dezilitu
 yllanoitpecxe si MVS .xedni lanoitamrofni evisnapxe no
 suomrone ni snoitacilppa ecaps itlum yleuqinu lufesu

c noitamrofni  dna etacirtni yllacifitneics si MVS .noitidno
 laimonib ro dereggatS .]11[ yltsoc lanoitatupmoc

.]21[ MVS gnizilitu demrofrep eb nac noitaziretcarahc  
 

 IA gnitsixe gnoma ygolodohtem tnelaverp tsom si MVS
 reggib no sesabed MVS fo noitucexe ehT .smetsys

mrofni  .noitamrofni reision fo esirpmoc taht sexedni lanoita
 kciuq yllanoitpecxe noitatcepxe smrofrep ygetarts sihT
 tnedneped enod si noitatcepxE .]31[ gniraperp ot tneuqesbus
 ni noisivid smrofrep taht rotcev retslob dna enalp repyh no

T .ecaps lanoisnemid rehgih  ,noitamrofni duol fo eussi taeb o
 retteb gnitteg rof serudecorp IA rehto htiw denioj si MVS
 si noitaziretcarahc MVS setacidni 5 .giF .]41[ semoctuo
 yramotsuc nI .pihsredael cisab rof enalp repyh yb ot nekops

o trap deyartrop )NN( krowteN larueN ,sdohtem IA  .yteirav f
 neewteb decnalab era snioj gnitaicossa fo sdaol ,NN nI
 yllareneg tsom si NN .meetse laedi gniveihca litnu snoruen

)PLM( nortpecreP reyalitluM si gnikniht lacitirc rof dezilitu   
.]51[   si NN ,htiw nigeb oT .dnim namuh ekil skrow tI

c mrofrep ot deraperp  fo hsinif retfA .noitaziretcarah
.noitamrofni ofni no demrofrep si gnitset ,gniraperp   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

enihcam rotcev troppus yb noitacifissalC :5 giF  
 

 emit noitaluclac si NN gnizilitu fo edisnwod tnacifingiS
cen yromeM .xedni lanoitamrofni evisnetxe rof  ytisse

 xedni lanoitamrofni fo ezis sa stnemercni esiwekil
 semoctuo laedi gnisaercni rof etairporppa si NN .stnemercni
 reggib rof ytinutroppo erom seriuqer ti revewoh
 flah dna flah eviecer ot evah si erehT .xedni lanoitamrofni

atupmoc timil htiw laed ot yaw  NN gninioj yb emit lanoit
 lanoitatupmoc fo eussi taeb htiw laed ot syaw tnereffid htiw

.]61[ xedni lanoitamrofni reggib rof emit  
 

 tnempoleved eht si )NNC( krowteN larueN lanoitulovnoC
 sekat taht metsys laruen reyalitlum a si NNC .NN fo epyt

ot noitubirtnoc   dluohs ereht fi yawynA .erutcurts rotcev
 slexov ro slexip serutcip lanicidem fo ecnerrucco na esira

itlum dradnats nI .ecruos atad era - ,metsys laruen reyal  

bus htiw dralretni sreyal lanoitulovnoC -  reyal gnitcepsni
 si reyal detaicossa yletelpmoc yb deusrup  rettih ot dednetni

 sa serutcip D3 ro D2 gnitpecca yb atad laitaps fo noitazilitu
.]71[ noitamrofni  

 
K-  ledom gnipuorg cisab a si )NNK( ruobhgieN tseraeN

eman ssalc gnitsixe fo ruobhgien tsesolc rep sa skrow taht   
.]81[  sid ot deretsiger si k fo noitamitse ,NNK nI  revoc

 tsesolc fo rebmun ot skaeps k erehw ruobhgien tsesolc
.sruobhgien  

 
 era snoitaluclac tnemecnavda ,semoctuo tcaxe eriuqca oT
 sehsinruf NNK .esnepxe lanoitatupmoc timil ot detcennoc
 ni ygetarts naiseyaB dna detsartnoc nehw semoctuo retteb

lppa tnereffid  detacidni sa skrow ygetarts naiseyaB .snoitaci
 yllacifitneics sevig sisehtopyh seyaB .sisehtopyh seyaB yb
 a fo ytilibarenluv eht revocsid ot stnemurtsni dednuorg
 naiseyaB ,noitcelloc lanoitamrofni reggib roF .ledom

etcarahc ni retteb mrofrep nac reifissalc  sseleliuG .noitazir
 nehw tsuj ssentcaxe hgih evig ledom naiseyaB
 ledom lautcaf a si tI .suomonotua era smeetse scitsiretcarahc
 lla tcepxe ygolodohtem sihT .noisicerp hgih sevig dna
 sihT .rehtona eno yb detacidni sa suomonotua era sebircsa

ep nac reifissalc erp yb rehtie ecnarusni laicos ni llew mrofr -
erp tuohtiw ro gniraperp - .gnildnah   

gniretsulC .C   
 ot rehtegot noitamrofni elbarapmoc era spuorg gniretsulC
 ni tsrif ta nevig t'nsi eman ssalc tegraT .spuorg ekam

 edisni edutilimis rehgih stsixe erehT .gnihcnub  .hcnub emas
 neewteb ssenesolc rewol evah sehcnub evitcnitsiD
 era taht seigolodohtem yramotsuC .sesucof noitamrofni
 draccaJ era serusaem ytilibarapmoc rof dezilitu gnieb
 dna noitarapes naedilcuE ,noitcennoc nosraeP ,erusaem

meriuqer on si erehT .]91[ enisoC  tuoba atad tsap rof tne
 si tI .gnipuorg retfa krow ot deriuqer si noitamrofni
 hcihw ni noitamrofni yarraorcim no gniylppa rof elbanosaer
 .la te aipaT .seitilauq tuoba deriuqer si atad on tsomla
 noitamrofni noitalucitra no noitaluclac yratidereh detucexe

ot   ni atad ot kaeps ot yticapac sah tI .]02[ ti nwod kaerb
 laedi gnitaerc yb atad hcum gnisol tuohtiw erutcurts laminim
 erehT .]12[ noitamrofni suomrone ot ecnerefer htiw spuorg
 gnipuorg dediviD .noitaluclac gnipuorg etanretla na stsixe

n denifederp sedulcni .sehcnub fo rebmu  
 

 otni degnarra si xedni lanoitamrofni ,dohtem siht nI
 tnemges diov fo enon si erehT .slecrap fo rebmun denifederp
 sihT .puorg eno ylesicerp htiw ecalp a sah noitamrofni dna
 no tnedneped degnarra yllanoitidda eb nac ygolodohtem

rtnec puorg K ,.e.i ,serusaem ytilibarapmoc dna dio -  sdiodeM
K dna - K nI .snaeM -  rehtar dezilitu era sdiodem ,sdiodeM

 tsixe taht diodem si hcnub a fo esoprup sucoF .diortnec naht
 gnihcnub detcennoc .la te guicleB .xedni lanoitamrofni ni

ngilam mosob fo noitacifitnedi rof  retteb teg ot htworg tna
.]22[ ssentcaxe  
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erp ot tnatropmi t'nsi ti ,gnihcnub dellevel suoirav nI -

 elpicnirp owt era erehT .]12[ spuorg fo rebmun eziretcarahc
 fo ecnerefed htiw gnihcnub dellevel suoirav fo sessalc

pu esab a si metsys evitaremolggA .gnikrow   ni ygetarts
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 yb dehsilpmocca eb nac sehcnub fo rebmun  niaga dna revo
.noitaluclac siht gninnur   era taht seigolodohtem yramotsuC

 draccaJ era serusaem ytilibarapmoc rof dezilitu gnieb
 dna noitarapes naedilcuE ,noitcennoc nosraeP ,erusaem
 tuoba atad tsap rof tnemeriuqer on si erehT .]91[ enisoC

er si noitamrofni  si tI .gnipuorg retfa krow ot deriuq
 hcihw ni noitamrofni yarraorcim no gniylppa rof elbanosaer
 .la te aipaT .seitilauq tuoba deriuqer si atad on tsomla
 noitamrofni noitalucitra no noitaluclac yratidereh detucexe

s ot yticapac sah tI .]02[ ti nwod kaerb ot  ni atad ot kaep
 laedi gnitaerc yb atad hcum gnisol tuohtiw erutcurts laminim
 erehT .]12[ noitamrofni suomrone ot ecnerefer htiw spuorg
 gnipuorg dediviD .noitaluclac gnipuorg etanretla na stsixe

.sehcnub fo rebmun denifederp sedulcni  
 

 
ekil ygolodohtem sihT  ecno taht edisnwod laer sah esiw
bus otni etarapes si hcnub -  ot derehtag eb t'nac eseht ,spuorg
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Abstract— This project aims at presenting the concept of fruit 
quality management. In recent years automatic vision based 
technology has become more potential and are more important 
to many areas including agricultural fields and food industry. 
The desired system determines the quality of fruits by its color, 
size. Sorting tons of fruits manually is a time consuming, costly, 
and an inaccurate process and to developed in order to increase 
the quality of food products made from fruits. The sorting 
process depends on capturing the image of the fruit and 
analyzing this image using image processing techniques to 
discard defected fruits. Color is most striking feature for 
identifying disease and maturity of the fruit. The main 
emphasis is to do the quality check with a short span of time so 
that maximum number of fruits can be scrutinized for quality 
in minimum amount of time. The absolute reference point is 
the way to perceives and interpret the quality of fruit. The 
present assessment of fruit quality requires new tools for size 
and color measurement and capturing the fruit side view 
image, some fruit characters is extracted by using detecting 
algorithms. This system performs the sorting using MATLAB 
software and gives some advantages over traditional practices.  

Keywords—Fruit mangement, color, size, insert (key words) 

 
I. INTRODUCTION  

In India the ever-increasing population, losses in handling 
and processing and the increased expectation of food 
products of high quality and safety standards, there is a need 
for the growth of accurate, fast and objective quality 
determination of food and agricultural products. Agriculture 
is one of the largest economic sectors and it plays the major 
role in economic development of our country. In our country 
the ever-increasing population, losses involved in processing 
and the increasing demand of fruits of high quality with 
good appearance, there is a need for the development of 
accurate, fast and focused quality determination of food and 
agricultural products like fruits and vegetables. Whereas 
grading is done based on the overall quality features of fruits 
by considering a number of attributes like shape, size, color 
etc. 
 
Classification is necessary for the quality evaluation of 
Agricultural produce like fruits and vegetables. Fresh market 
fruits like Apples, Oranges, and Banana are graded into 
categories based on several factors such as color, shape, size 
and presence defects or bruises, blemishes on it. Fruit 
market is getting highly selective, requiring their suppliers 

 
 
 
to distribute the fruits of high standards of quality and 
presentation as well. So there is an increasing need to supply 
quality fruits within a short period of time has given rise to the 
development of automated Grading of fruits to improve the 
quality. As the major source of national income is from 
agriculture, it becomes the backbone of every countries 
Economy. India ranks first among the other countries in the 
world, in the production of milk, pulses, jute and jute-like 
fibers; second in cereal crops, cotton, vegetables and fruits 
production; and is one of the leading producers of spices and 
plantation crops as well as fisheries and poultry. 
 
If the overall production is good then it will directly 
increase the annual income of the cultivators and ultimately 
the national income of the country. Therefore currently 
researchers are trying to develop innovative and automated 
methods using science and technology to increase the 
production of agricultural industry. 

 
Generally, the quality of fruit shape, color and size, default 
and so on cannot be evaluated on line by the traditional 
methods. The development of image processing technology 
and computer software and hardware, it becomes more 
attractive to detect fruits’ quality by using vision detecting 
technology. At present, most existing fruit quality detecting 
and grading system have the disadvantage of low efficiency, 
low speed of grading, high cost and complexity. So it is 
significant to develop high speed and low cost fruit size 
detecting and grading system. 
 
Mostly, they provide two choices for grading either by color 
and size. In first case, we are going to sort circular shaped 
fruits according color and grading is done according to size. 
The proposed automated classification and grading system 
is designed to combine three processes such as feature 
extraction, sorting according to color and grading according 
to size. Software development is highly important in this 
color classification system and for finding size of a fruit. 
The entire system is designed over MATLAB software to 
inspect the color and size of the fruit. 
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II. LITERATURE SURVEY 
 
Hongshe Dang, Jinguo Song, Qin Guo [1] have proposed 
fruit size detecting and grading system based on image 
processing. The system takes ARM9 as main processor and 
develops the fruits size detecting program using image 
processing algorithms on the QT/Embedded platform. 
Authors in [2] have proposed system which finds size of 
different fruits and accordingly different fruits can be sorted 
using fuzzy logic, here author proposed matlab for the 
features extraction and for making GUI. John B. Njoroge. 
Kazunori Ninomiya. Naoshi Kondo and Hideki Toita [3] 
have developed an automated grading system using image 
processing where the focus is on the fruit’s internal and 
external defects. The system consists of six CCD cameras. 
Two cameras are mounted on the top,two on the right and 
another two cameras mounted on the left of the fruit. X-ray 
imaging is used for inspecting the biological defects. Image 
processing is used to analyze the fruit’s features; size, color, 
shape and the grade is determined based on the features. The 
developed system is built from a combination of advanced 
designs, expert fabrications and automatic mechanical 
control. J. V. Frances, J. Calpe, E. Soria, M. Martinez, A. 
Rosado, A.J. Serrano, J. Calleja, M. Diaz [4] presented a 
procedure to improve the performance, whether increasing 
speed or accuracy, of the load-cell-based weighting 
subsystem in a fruit sorting and grading machine to achieve 
an accuracy of + l gram. Wong Bing Yit, Nur Badariah 
Ahmad Mustafa, Zaipatimah Ali, Syed Khaleel Ahmed, 
Zainul Abidin Md Sharrif [5] proposed new MMS-based 
system design and developed with signal processing for fruit 
grading for consumers. The prototype network architecture, 
integration of wireless messaging system with signal 
processing between mobile consumers for development 
purposes was studied, proposed and designed. Here in all 
above work the grading is done by considering each 
attributes separately. This paper suggest an integrating 
system which provides different options for grading fruits 
i.e. either according to color and size or weight and finally 
by using GSM module system can send message 
automatically to consumer or to head office to know about 
the grading process progress. 
 

III. SYSTEM OVERVIEW 
 

This automated system is designed to overcome the 
problems of manual techniques. Here the hardware model is 
designed which contains conveyor system, grading assembly 
which contains two container in either direction of the 
model which servo motor is connected for moving in 
clockwise or anticlockwise direction, digital camera, UDM 
sensor, Arduino uno, LCD display on field, and grading 
assembly. The block diagram of a system is shown in Figure 
1.  

The image could be captured using a regular digital 
camera. The system arrangement is done as shown below 
the basic aim is to obtaining the fruit’s features. The system 
consists of several steps like feature extraction, sorting and 
grading. As proposed in [1], to avoid shadow, two annular 
lights are used to supply well- distributed light. The white 
background color in image is easier to extract the fruit edge 
characters later. So the background is set white in whole 

 
process of image capture. The light and camera location is 
as shown in Figure 2.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: Block diagram  
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 2: Fruit system light and camera location.1-light; 2-

light; 3-Web camera; 4-conveyor belt; 5-fruit 
 

IV. FRUIT SIZE AND COLOR DETECTION 
 
A. Processing flow  

Take apple as the processing example, according to [1], the 
apple size is its diameter, which is the longest distance in 
the apple’s cross section. So the detecting program is  
focused on how to calculate the diameter in an apple side 
view image. The fruit image size detecting and grading 
processing flow is shown in Fig. 3.  
 
 
 

 
Figure 3: processing flow 

B. Colour Detection 

 
In the process of fruit color is detected according to 

RGB values, here fruits are sorted according to color and 
size. So for e.g. two fruits are considered say tomato having 
red color and guava having green color, so in this step work 
is going to find out color of a fruit by using RGB values of 
an image taken from the camera, this image can be 
processed by using Matlab software and accordingly color 
can be detected i.e. green or red. 
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Color detection algorithm:  
1) Start  
2) Read the input color image using imread fuction.  
3) Read the input pixel of color image in three 

different planes (RGB) and store it into 
three variable r, g, b.  

4) Read the small region of fruit to detect color 
of fruit.  

5) Store in different variable r1, g1, b1.  
6) Calculate the mean of r1, g1, b1 and store 

into variable r2, g2, b2.  
7) Compare the value with threshold.  
8) If g2>threshold, Color detected is green.  
9) If r2>threshold, Color detected is Red. 

10) End 

 
C. Edge Detection  

Once color is detected, there is a need to find out size of  
a fruit. The size of circular shaped fruit is its diameter [1]. 
The edge extraction is key factor for size detecting. After 
gray image, the most powerful edge-detection method that 
finds edge is the canny method. The Canny method differs 
from the other edge-detection methods in that it uses two 
different thresholds (to detect strong and weak edges), and 
includes the weak edges in the output only if they are 
connected to strong edges. This method is therefore less 
likely than the others to be fooled by noise, and more likely 
to detect true weak edges.  
 
 
 
 
 
 
 
 
 
 

 
Figure 4: Edge detection 

 
Fruit Size detecting algorithm:  

In order to calculate this diameter, the fruit’s natural 
symmetry is considered, so the fruit size detecting algorithm 
based on its symmetry mainly contains two parts: finding 
the center coordinate of fruit’s shape in image and finding 
fruit’s axis in image. The algorithm is described as follows:  

1) Finding the center coordinate of fruit’s shape in 
image: The center coordinate can be easily calculated once 
finding the edge sequence points. Suppose the finding edge 
sequence points is q (xi, yi), i=1,…,n. the center coordinate 
of fruit’s shape is (cx , cy), it can be calculated by (1) and  
(2) as in [1]:  

 
 

2) Finding the fruit’s axis in image: After get the center 
coordinates of fruit’s shape in image, the diameter sequence 
from the edge point to the center can be also acquired, that 
is p( j) . j=1,…, n. and then it’s even points selected from p(  

 
can be divided in two parts by h, and then calculating the g, 
which is described by (3).  

 
 
 
 

The direction of r (h) is the fruit’s axis in image while the g 
getting its minimum. Following the below method, the 
fruit’s axis point and center point is found in image as 
shown in Figure. 6. Once known the axis point and the 
center point, a line through the center point which is vertical 
to the line from axis point to center point will be crossed 
with the edge sequences, two edge points that on the line 
will be searched. Suppose the two points is (x1, y1) and (x2, 
y2) in order to improving the system’s speed, the diameter is 
calculated by (4) directly, this diameter value can 
approximately indicates the fruit’s real maximal diameter in 
image. From the detecting result in Figure 8, this method 
can find the axis point accurately in a fruit image. And also, 
it still can find the two points while the fruit’s location 
changed. So this method can satisfy the fruit size detecting 
on line which its location changed often.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 5: Fruit’s axis point and the center point location 
 

E. Fruit Size Grading 
 

According to apple state criterion, size grading is judged by 
the detected diameter of an apple, [6] the criterion is shown 
as the table 1.  

Criteria Diameter 
Big Fruit >=60mm 

Small Fruit <=50mm 

 
V. CONCLUSION 

 
The proposed system is a demo version, so for a large 

scale production the number of cameras and length of 
conveyor system can be modified. This work presents the 
integrated techniques for sorting and grading of different 
fruits. Generally image capture is a big challenge as there is 
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a chance of high uncertainty due to the external lighting 
conditions, so we are taking the advantage of gray scale 
image which are less effected to the external environment 
changes as well as beneficial for finding size of a fruit. Same 
way while collecting fruit from conveyor system weight can 
be the other important quality parameters for the sorting and 
grading of fruits. So the weight measurement of a fruit can 
be added to the design for further categorization of fruits. 
Speed and efficiency of a system can be further improved by 
using other advance microcontroller for the same purpose. 
 
 

FUTURE SCOPE 
 

Further design can be modified by increasing size of 
conveyor belt so that it is possible to perform quality 
inspection of large fruit than apple, and increase accuracy of 
the system so that it can differentiate between artificial , 
hybrid color from original fruit color. 
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 fo egdelwonK lacinhceT eht gnivorpmI rof looT A
tnemssessA evitamroF citamotuA htiw stnedutS  

 
adwoG B ihturhS 1 C B nahoM , 2 M ilaruM , 3 M navaP , 4 iluduM nayaraN , 5 

 nI adnanakeviV gnireenignE dna ecneicS retupmoC fo tnemtrapeD ,urulagneB ,ygolonhceT fo etutits  aidnI  
 

adwog.b.ihturhS{ 1 900nahomadwog , 2 52nayinumilarum , 3 ujnam12navap , 4 iludumramuknayaran , 5 moc.liamg@}  

 
tcartsbA --- gnireenignE eht niart ot si tcejorp siht gniod fo tpecnoC  

 troppus ot ylniam dnuorgkcab cimedaca rieht no desab stneduts
k eht tfilpu dna  evititepmoc eht ecaf ot deriuqer si taht egdelwon

 fo sseccus ehT .smargorp gniniart lufsseccus gnidivorp yb dlrow
 edivorp oT .ssecorp hcaorppa dezilartnec a no seiler margorp eht
 .stpecnoc lacinhcet eht nrael ot stneduts eht rof mroftalp erawtfos

ilppa ehT  hcus margorp eht fo tcapmi llarevo eht senimaxe noitac
 ot ytilibA )3 .gninrael tneduts ni tseretnI )2 snoitaraperP )1 :sa
 eht no ygolonhceT .ssenevitceffe llarevO )4 .snoitseuq ot dnopser

elohw eht osla dna tenalp eht gnidael dna gnisir si dnah rehto   
lrow  ylemertxe si ygolonhcet ton elihw ,ygolonhcet no gnikool si d

 tsetal eseht hctam ot sah stneduts eht ,oS .evivrus ot elbissop ton
yad egdelwonk eht gniniag yb seigolonhcet gnidnert - yb -  gnola yad

no setartnecnoc ylniam eltit tcejorP .stnemssessa gnivlos htiw   eht
 hcihw mroftalp erawtfos a htiw dedivorp neeb era yeht ,stneduts
 ekil seigolonhcet fo esu evitceffE .stneduts eht niart dluow
 ylkeew ro yliad nO .tcejorp ruo dliub ot desu si gninraeL enihcaM

eknil era soediv dna scipot lacinhcet detseggus fo tes sisab  rieht ot d
 sksat yllacidoirep dna krow ot sah stneduts eht ,slaitnederc nigol
 eht no desab yllacitamotua dedarg dna dengissa eb lliw
 ot si tnemssessa evitamrof fo laog ehT .tneduts fo ecnamrofrep

ac taht kcabdeef gniogno edivorp ot gninrael tneduts rotinom  eb n
 ot stneduts dna gnihcaet rieht evorpmi ot srotcurtsni yb desu
 llarevo eht sretsemes lla fo dne eht tA .gninrael rieht evorpmi
 eb nac siht ,detagergga eb lliw ti dna detnuoc eb lliw noitaulave

icifeneb artxe evig yam hcihw slaiciffo ynapmoc eht yb nees  rof la
 noitacilppa eht suhT .evird tnemecalp dnetta ohw stneduts eht
 tserof modnaR .snoitareneg gnimocpu rof stneduts eht sniart
 eerT noisiceD dna esaB evïaN htob fo noitanibmoc a si mhtirogla

a seuqinhcet eht htob noitacifissalc dna noissergeR .smhtirogla  er
 ekam ot su pleh lliw hcihw ,mhtirogla tserof modnaR eht ni desu
 eht etareneg ot retsaf dna evitceffe ,evitomotua noitaulave eht

.etadidnac eht rof ssecorp rehtruf  

 
sdrowyeK — evitamroF ,gninraeL enihcaM ,hcaorppA dezilartneC  

tnemssessA , .tseroF modnaR  
 

.I  NI NOITCUDORT  

 A NOMMOC  nihtiw dna sloohcs ynam ni gnicaf eussi    seitisrevinu
 ni emeht niaM .stnatsissa gnihcaet rof  tnemeriuqer  gnisaercni  reve  eht  si

no fo mrof eht sekat gniniart tseb eht taht si erutaretil eht - eht -  ecitcarp boj
fles no sucof a htiw - fer  ni  nworg  eb  ot  sah  noitcafsitas  tnedutS  .noitcel

.tnemnorivne  noitacude  evititepmoc  eht  ot  eud  ecnatropmi  

 
 wen a fo ecnegreme eht ot detniop evah seiduts suoiraV
 laudividni na ,yllaitnessE .snoitazinagro ni eliforp lanoisseforp

forp siht htiw  ,.g.e ,egdelwonk fo sepyt suoirav sah eli
 ;gnitupmoc ni ylralucitrap ,lacigolonhcet ;lanoitarepo
 ,yllanif ,dna ;laicos ;noitartsinimda dna tnemeganaM
 si lanoisseforp fo epyt wen siht fo ecnegreme ehT .lanoitome

emoctuo elbativeni na si tI :latnedicnioc ton   a ot tfihs eht fo
 fo sdnik suoirav fo noitacilppa ehT ”.]1[ yteicoS egdelwonk“
 a deyalp syawla sah smelborp fo egnar a evlos ot egdelwonk
 ehT .eraflew laicos dna tnempoleveD cimonoce ni elor lartnec

ewoh ,yteicos egdelwonk eht fo tpecnoC nredom ylevitaler  ,rev
 launam naht rehtar ,egdelwonk hcihw ni yteicos a ot srefer
 ecruos tnatropmi tsom eht si ,latipac dna ,slairetam war ,krow
 rehgih fo txetnoc eht nI .tnempoleved laicos dna cimonoce fo
 eht sa dootsrednu eb yam ecnetepmoc a ,noitacude

liks fo noitanibmoc  dna ,seulav ,sedutitta ,egdelwonk ,sl
 ni ecnamrofrep roirepus ro/dna evitceffe niprednu taht seitiliba
 eht ot nevig si ecnedecerp revewoH .aera lanoisseforp a
 dna cimedaca htob ni ,esruoc lacinhcet eht fo gninrael

eenigne rof laicurc dna ,efil lanoisseforp .]6[ gnir  
 

tnemetatS melborP  .A  
 

 soiranecs tnerruc htiw laed ot si tcejorp eht fo laog laedi ehT
 ro evlos ot elba eb tonnac ohw stneduts eht yb gnicaf era hcihw
 .stcepsa lacinhcet ot tcepser htiw sksat dlrow laer eht kcarc

 sdael hcihw sisylana gnitroppuS  eht pleh ot laicifeneb ot
 rotinom nac hcihw mroftalp erawtfos a gnidivorp yb stneduts

:yb dehsilpmocca eb nac slaudividni eht fo ecnamrofrep eht  
 

 .sksat lacinhcet niatrec gniviG
 .demrofrep sksat eht gnirusaeM
 .ksat eht gnizylanA
 ts fo gnirotneM lacidoireP .stnedu

 
 eb nac stneduts eht taht eruza nac ew sgniht eseht lla gniod yB
 eb nac dna sksat evitcepsrep TI eht ,gnilaed ni evlovni ot elba

.dlrow eht ecaf ot denethgilne  
 

tcejorP eht fo epocS dna evitcejbO .B  
 

 ehT laog   fo tnemssessa evitamrof  s rotinom ot si  dna stnedut
 tnemevorpmi rieht rof slairetam deriuqer erom teg ot meht pleh
 eroM .esruoc eht ni ssergorp rieht kcehc dna scipot gnikcal ni

 ,yllacificeps :stnemssessa evitamrof  yfitnedi stneduts pleh  
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 taht saera tegrat dna sessenkaew dna shtgnerts rieht  erom deen

 era stneduts erehw ezingocer ot seitlucaf pleh .krow drah
.yletaidemmi smelborp sserdda dna gnilggurts  

 
 kcabdeef dna tnemssessa evitamroF ot tneduts eht swolla  

 elihw sevitcejbo gninrael deificeps fo gnidnatsrednu etalumrof
t no kcabdeef gniviecer  rieht ni tsissa ot ssergorp rieh

 fo noitacilppa eht htiw ;tcejbus detegrat a ta tnemevorpmi
 gniksa tneduts eht( yriuqni :gnidulcni seigetarts evitamrof
 ot rotcurtsni eht yb dedivorp( kcabdeef etaidemmi ,)snoitseuq

fles ,)tneduts eht - mtsujda dna ,noitcelfer  lanoitcurtsni eht ot stne
 eht fo gnidnatsrednu dna esnopser stneduts eht no desab ssecorp

.dohtem tnerruc  
 

 evitamrof sihT .ssecorp noitacude eht ot lativ si tnemssessA
 eht ediug ot srehcaet eht yb desu eb nac euqinhcet tnemssessa

aw tnereffid a ni stneduts  dnif dna ksat detcepser rieht hcaer ot y
.meht rof dedeen lliks deriuqer eht  

 
  ,srotcurtsni eht morf kcabdeef eviecer stneduts eht sA

fles yeht -  elihw ssergorp rieht ssessa dna tcelfer
 tsum stneduts ;evorpmi yam yeht woh gninimreted

ht ni degagne eb ylevitca  eveihca ot gninrael rie
.semoctuo evitisop

  detroper ,la te senvaH yb detcudnoc saw taht hcraeseR
 erom saw kcabdeef stneduts gnivig fo ecitcarp eht taht
 eht sesrev thguat gnieb tcejbus eht no tnedneped

tcejbus eht hcihw ni loohcs eht ro noitpecer s’tneduts  
.thguat gnieb si

  eht evag rehtruf hcraeser eht ni devlovni stneduts ehT
 gnirud kcabdeef ot setaler ti sa kcabdeef gniwollof
 setaler ecitcarp kcabdeef :moorssalc eht ni noitcurtsni
 laudividni eht fo sfeileb dna edutitta lanoitacude eht ot

aidemmi ,rehcaet  ot detaler stcejbus fo weiver et
 eht fo noitpecrep eht dna ,tset a retfa snoitcerroc

.tneduts eht yb kcabdeef
  lufesu yrev eb nac kcabdeef dna tnemssessa evitamroF

 evitcepsrep ruo poleved ew sa moorssalc eht ni
 esruoc eht hcaet ew sa ezylana dna sesruoc

ed  lairetam eht gninrael si ssalc eht llew woh gninimret
 era ew yaw eht ni egnahc rof deen eht dna detneserp
 ro ,thguat gnieb lairetam eht ro esruoc eht gnihcaet

.htob

.C  tcejorP eht fo ecnatropmI  
 
T :edulcni tnemssessa evitamrof fo stifeneb eh  
 

 gninrael denifeD  .slaog
 .rogir desaercnI
 .tnemeveihca cimedaca devorpmI
 .noitavitom tneduts decnahnE
 .tnemegagne tneduts desaercnI
 .kcabdeef detegrat dna desucoF
 .secneirepxe gninrael dezilanosreP
 fleS - .srenrael detaluger

.II  WEIVER ERUTARETIL  
 

serudecorP fo tnempoleveD  .A  melborP ssessA ot  
 

 eb yam ecnetepmoc a ,noitacude rehgih fo txetnoc eht nI
 ,sedutitta ,egdelwonk ,slliks fo noitanibmoc eht sa dootsrednu
 roirepus ro/dna evitceffe niprednu taht seitiliba dna ,seulav

krow eht fo mia ehT .aera lanoisseforp a ni ecnamrofrep  
 a ssessa ot serudecorp fo tes a ngised ot saw ereh detroper
 rof cisab si taht ,gnivlos melborp ,.e.i ,ecnetepmoc elbarefsnart
 rof laicurc dna ,efil lanoisseforp dna cimedaca htob ni ,gninrael

dellorne stneduts 17 fo latot a devlovni yduts ehT .gnireenigne  
 ehT .seiduts rieht fo segats tnereffid owt ta seitisrevinu eerht ta
 na dedulcni ecived tnemssessa eht fo sesahp tnempoleved
 eht fo ngised eht ,stecaf sti dna ecnetepmoc eht fo sisylana
 tneduts etar ot airetirc fo tnempoleved eht ,ksat tnemssessa

namrofrep  cirtemohcysp cisab eht fo sisylana eht dna ,ec
 ehT .noitacude fo aera eht ni sdohtem tnemssessa rof seitreporp
 eht dna ssecorp gniniart eht taht nward saw noisulcnoc
 fi yrassecen tub yltsoc era airetirc gnirocs fo noitarobale

taterpretni eht ni ytivitcejbo  .deetnaraug eb ot si stluser fo noi
 a fo tnempoleved eht saw tcejorp siht fo tnemeveihca niam ehT
 erom dna ,semoctuo gninrael serusaem taht erudecorp

.]2[ gnivlos melborp ;yllacificeps  
 

.B smaeT tcejorP enotspaC ssessA ot scitylanA gninraeL gnisU  
 

nideeccuS  ecrofkrow )ES( gnireenigne erawtfos s’yadot ni g
 ylbatpeccanu ehT .slliks krowmaet lacitcarp fo yretsam seriuqer
 ni seruliaf morf smets stcejorp ES fo etar eruliaf hgih
 sa llew sa _,scimanyd maet dna ,noitazinagro ,noitacinummoc

 gnigagne fo ytluciffid eht  dna esrevid ssorca stcejorp ni
 retupmoC EEEI eht dna MCA .smaet detubirtsid yllacihpargoeg
 ecneicS retupmoC ni smelborp eseht desserdda yteicoS
 rof deen eht no sisahpme hcum decalp hcihw ,2102 alucirruC

krowmaet fo egarevoc retteb -  dna )LBT( gninrael desab tcejorp -
.noitacude rehgih ni )LBP( gninrael desab  

 
 ES ni krowmaet ,ecnatropmi sti fo ssenerawa desaercni etipseD
 dedulcni yllacipyT .hcaet ot tluciffid eb ot devorp sah stcejorp
 ,smargorp ES level egelloc ni esruoc enotspac eht fo trap sa

eserp LBT dna LBP  dliub smaet tneduts sa segnellahc euqinu tn
 ot yaw tseb eht tuoba nwonk si elttiL .esruoc eht gnirud stcejorp
 ni ssergorp tneduts ssessa ylevitatitnauq dna ylevitcejbo
 denifed eb nac tnemssessa ,noitacude nI .slliks eseht gniriuqca

laciripme fo esu eht“ sa   en _er ot gninrael tneduts no atad
”.gninrael tneduts evorpmi dna smargorp -  a redisnoc ew ,ereH

 ES eht ni tnemssessa gninrael tneduts ot hcaorppa levon
 nredom no desab scitylana gninrael sesu taht txetnoc krowmaet

t gnigareveL .sloot )LM( gninrael enihcam  evitcejbo dna hcir eh
 ,tnetsisnoc dna evitcejbo erom s’ti ,sloot hcus yb detareneg atad
 tnemssessa gninrael tneduts lanoitidart naht ,retteb selacs dna
 ylrae swolla hcaorppa eht ,yltnatropmi eroM .sdohtem

iaf ot ylekil erom era smaet ES hcihw fo noitciderp  gnitatilicaf ,l
 osla s’tI .ssenevitceffe noitacude suht dna noitnevretni
 .yrtsudni ni tnemeganam tcejorp dna gniniart ES ot elbacilppa

atad gnisu tcejorp PATES eht morf degreme hcaorppa ehT  
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atS ocsicnarF naS ta thguat yltnerrucnoc sessalc ES tnioj morf  et
 ni ytisrevinU adluF dna ,ytisrevinU citnaltA adirolF ,ytisrevinU
 gnireenignE erawtfoS :PATES“ rabedis ehT .ynamreG
 s’tcejorp eht seniltuo ”noitciderP dna tnemssessA krowmaeT

.]3[ ygolodohtem dna slaog  
 

 .C nedutS no gnihcaoC eligA fo tcapmI eht gnirusaeM ’st  

ecnamrofreP  
 

 a sa sdohtem eliga ot diap si noitnetta elbaredisnoc ,syadawoN
 tnempoleved erawtfos fo tnemeganam evorpmi ot snaem
 lanoisseforp ni sdohtem hcus fo esu daerpsediw ehT .sessecorp
 erawtfos otni noitargetni rieht degaruocne sah stxetnoc

enigne  hguohtlA .sesruoc etaudargrednu dna gniniart gnire
 murcS gnihcaet no desucof evah stroffe hcraeser lareves
 yeht ,tcejorp tnempoleved erawtfos a gnitalumis hguorht
 a nihtiw secitcarp gnimmargorp fo gninrael eht ylno derevoc

duts wef ,eromrehtruF .maet murcS  slliks lacinhcetnon elkcat sei
 krow ehT .sevlesmeht secitcarp tnempoleved eht naht rehto

murcS lanigiro na secudortni ereh detneserp -  gniniart desab
 tneduts ezimixam ot gnihcaoc eliga htiw decnahne ledom

 a no yduts esac a yb detadilav saw sihT .ecnamrofrep  enotspac
 evitisop eht sezirammus repap sihT .esruoc murcS a ni tcejorp
 ni detluser hcihw ,gnihcaoc eliga gnicudortni fo stluser
 gnireenigne erawtfos fo egarevoc erom %22 yletamixorppa
 ot derapmoc ,taht dewohs atad yevrus a ,noitidda nI .secitcarp

 stneduts  deniag stneduts dehcaoc ,gnihcaoc eviecer ton did ohw
 melborp ,murcS fo noitazilanretni eht otni thgisni elbaulav

.]4[ sgniteem tniopkcehc fo snaem yb ecnadiug dna ,gnivlos  
 

ecneirepxE gninraeL yrotarobaL eht gnivorpmI .D  
 

 erawtfoS ruo fo laog llarevo ehT  krowmaeT gnireenignE
 poleved ot si tcejorp )PATES( noitciderP dna tnemssessA

enihcam evitceffe - gninrael -  dna tnemssessa rof sdohtem desab
 erawtfos ni ssenevitceffe gninrael tneduts fo noitciderp ylrae

oF modnaR eht esu ew ,yllacificepS .krowmaet gnireenigne  tser
 eht tciderp ot dohtem )LM( gninrael enihcam )FR(
 desab gninrael krowmaet gnireenigne erawtfos fo ssenevitceffe
 .tnempoleved tcejorp maet tneduts gnirud detcelloc atad no
 maeT evitatitnauq dna evitcejbo 001 revo edulcni atad esehT

AT( serusaeM ytivitcA  dna gnirotinom morf deniatbo )M
 fo noitaerc eht gnirud smaet tneduts fo seitivitca gnirusaem
 sessalc gnireenigne erawtfos tnioj ruo ni tcejorp ssalc lanif rieht
 ytisrevinU etatS ocsicnarF naS ta yltnerrucnoc nar hcihw

F dna )adluF( ytisrevinU adluF ,)USFS(  citnaltA adirol
 sisylana FR tsrif eht edivorp ew repap siht nI .)UAF( ytisrevinU
 fo sraey ruof gnirevoc tes atad lluf ruo no USFS ta enod stluser
 htiw smaet tneduts 47 edulcni atad esehT .sessalc ES tnioj ruo

etercsid 00003 revo gnilatot ,stneduts 083 revo   .stniop atad
 gnirusaem hcae ,slavretni emit 11 otni depuorg era atad esehT
 .g.e( ssalc eht gnirud tnempoleved tcejorp fo sesahp tnatropmi
 gnitset ,tnempoleved ,ngised dna gnirehtag tnemeriuqer ylrae

ad fo sdohtem eht no etarobale ylfeirb eW .)yreviled dna  at
 noitciderp wohs neht eW .flesti atad eht ebircsed dna noitcelloc
 stluseR .tes atad lluf siht ot deilppa sisylana FR eht fo stluser

ot dnuob era ohw smaet tneduts tceted ot elba era ew taht wohs  

uoba( doog htiw emit ssalc ylrae ni noitnetta deen ro liaf  )%07 t
 swohs sisylana ecnatropmi elbairav eht ,revoeroM .ycarucca
 rewop evitciderp hgih htiw )serusaem MAT( serutaef eht taht
 emit ,sesnopser etal/yreviled etal sa hcus ,esnes evitiutni ekam
 timmoc no scitsitats ylgnisirprus dna ,rehto hcae pleh ot desu

em  eveileb ew ,yrammus nI .cte ,yrotisoper edoc eht ot segass
 dna evitcejbo no LM gnisu fo ytilibaiv eht etartsnomed ew
 gninrael tneduts tciderp ot serusaem ytivitca maet evitatitnauq

ysae ot tniop dna ,krowmaet gnireenigne erawtfos fo - ot -
taht srotcaf erusaem   dna srotacude ediug ot desu eb nac

 noitnevretni ylrae tnemelpmi ot sreganam gnireenigne erawtfos
.]5[ liaf ot dnuob smaet rof  

 
metsyS gnitsixE  .E  

 
 egnar a evlos ot egdelwonk fo sdnik suoirav fo noitacilppa ehT

elor lartnec a deyalp syawla sah smelborp fo   cimonoce ni
 nredom ylevitaler ehT .eraflew laicos dna tnempoleveD
 yteicos a ot srefer ,revewoh ,yteicos egdelwonk eht fo tpecnoC
 ,slairetam war ,krow launam naht rehtar ,egdelwonk hcihw ni
 laicos dna cimonoce fo ecruos tnatropmi tsom eht si ,latipac dna

d  ecnetepmoc a ,noitacude rehgih fo txetnoc eht nI .tnempoleve
 ,egdelwonk ,slliks fo noitanibmoc eht sa dootsrednu eb yam
 ro/dna evitceffe niprednu taht seitiliba dna ,seulav ,sedutitta
 eht fo mia ehT .aera lanoisseforp a ni ecnamrofrep roirepus

etroper krow  a ssessa ot serudecorp fo tes a ngised ot saw ereh d
 rof cisab si taht ,gnivlos melborp ,.e.i ,ecnetepmoc elbarefsnart
 rof laicurc dna ,efil lanoisseforp dna cimedaca htob ni ,gninrael

.gnireenigne  
 

:egatnavdA  
 

 ycaruccA noitciderP enimreteD
 rotcaf revocsiD noitciderp ot etubirtnoc taht s
 .sgoL looT

 
egatnavdasiD : 

 
 .sksat demrofrep eht rof nevig eb lliw snoitseggus oN
 .stneduts fo htworg lacinhcet eht tuoba denrecnoc toN
 .deveihca lla ta ton si gnirotnem cidoireP

 
u ylsuoiverp eht morf dedaolpu si gnihtyrevE  ,sesabatad dedaolp

.stneduts lla ot  
 

metsyS desoporP .F  
 

 ot tneduts eht swolla kcabdeef dna tnemssessa evitamroF
 elihw sevitcejbo gninrael deificeps fo gnidnatsrednu etalumrof
 rieht ni tsissa ot ssergorp rieht no kcabdeef gniviecer

etegrat a ta tnemevorpmi  fo noitacilppa eht htiw ;tcejbus d
 gniksa tneduts eht( yriuqni :gnidulcni seigetarts evitamrof
 ot rotcurtsni eht yb dedivorp( kcabdeef etaidemmi ,)snoitseuq

fles ,)tneduts eht -  lanoitcurtsni eht ot stnemtsujda dna ,noitcelfer
r stneduts eht no desab ssecorp  eht fo gnidnatsrednu dna esnopse

 .ssecorp noitacude eht ot lativ si tnemssessA .dohtem tnerruc
dna sehcaorppa tnemssessa evitamrof gnisu srehcaeT  

 
 

 



 
 

41 ht  tnI no ecnerefnoC lanoitaN C ,gnitupmoC tnegilletnI detarge ytiruceS & noitacinummo  
 

TIBJS ,ESC fo .tpeD  CIICN -  9102     egaP 42  
 

 sdeen 'stneduts esrevid teem ot deraperp retteb era seuqinhcet – 
fo noitatpada dna noitaitnereffid hguorht   slevel esiar ot gnihcaet

 fo ytiuqe retaerg a eveihca ot dna tnemeveihca tneduts fo
 eht morf kcabdeef eviecer stneduts eht sA .semoctuo tneduts

fles yeht ,srotcurtsni -  elihw ssergorp rieht ssessa dna tcelfer
a tsum stneduts ;evorpmi yam yeht woh gninimreted  eb ylevitc

.]1[ semoctuo evitisop eveihca ot gninrael rieht ni degagne  
 

egatnavdA : 
 

 .egdelwonk lacinhcet niag ot stneduts eht gniniarT
 .sksat gnimmargorp dlrow laer evlos ot meht gniraperP
 .dedaolpu eb lliw sknil detseggus sisab ylkeeW/yliaD
 etamotuA ylluF .noitaulave erawtfos d
  lanif a dengissa dna sksat eht fo noitaulave llarevO

.tniop edarg
 

.II  YGOLODOHTEM  
 

 ssessa ot erudecorp a fo tnempoleved eht sebircsed noitces sihT
 stnedutS .gnivlos melborp fo ecnetepmoc elbarefsnart cisab eht

snoc taht ksat a tes erew  tes a dna tnemetats melborp a fo detsi
melborp ’stnedutS derusaem taht snoitseuq fo -  .ytiliba gnivlos

 rof atad dilav dna ytivitcejbo cisab woh si debircsed ,noitidda nI
 stluser emos ,yllaniF .derussa erew erudecorp tnemssessa eht

ca owt eht woh no nevig era  eht ni gnitapicitrap slevel cimeda
.erapmoc yduts  
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erudecorP  .B  

 
:dedulcni serudecorp tnemssessa eseht fo ngised ehT   

)1   eht )2 ;ecnetepmoc hcae fo stecaf eht fo sisylana deliated a
rieht dna secnetepmoc eseht derevoc ksat tnemssessa fo ngised  
 ot ytluciffid fo slevel suoirav evah dna stecaf cificeps
 owt eht revo tneduts eht fo tnempoleved eht etadommocca
 fo tnempoleved eht )3 ;yduts eht yb derevoc sraey cimedaca

retni elbatpecca na htiw airetirc tnemssessa -  ytilibailer retar
tneduts gnidarg nehw  cisab eht fo noitanimreted )4 dna ;krow ’s

 dluohs ecived tnemerusaem yna taht seitreporp cirtemohcysp
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 eht gniwollof ,)ytidilav tnanimircsid dna tnetnoc( ytidilav
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)1   :tnemtiurceR tnedutS dna sisylanA mulucirruC ehT  
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lorne sreetnulov tneduts yb nekat erew stset ehT .raey tsrif  ni del
.sraey cimedaca esoht   

)2   :ngiseD ksaT ot etairporppa ksat a poleved oT  
 era serudecorp fo wolf woh erusaem ylevisneherpmoc

secnetepmoc eht ,secnetepmoc elbarefsnart htiw detaicossa  

 eht ,.e.i ,strap tnenopmoc rieht fo smret ni dezylana tsrif erew
cepsa melborp a ni tneserp st -  tset ehT .sisylana ksat gnivlos

 eht gniyfitnedi )1 :emehcs siht ot deppam neht erew snoitseuq
 gnidnif )3 ;melborp eht evlos ot ygetarts a gnitaerc )2 ;melborp
 egdelwonk gniylppa )4 ;yrassecen fi noitamrofni lanoitidda

orp rof dedeen  fo ycauqeda eht gnitaulave )5 dna ;gnivlos melb
 .ni nwohs sa elcyc eht gnitratser ,yrassecen fi ,dna noitulos eht

:woleb 1 .giF   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

margaiD wolF erudecorP gniniarT stnedutS .1 .giF  
 

)3   :tseT eht fo seicnetsisnoC lanretnI eyaB evïaN a si s  
 eht woh slaever hcihw ,erutaef siht rof xedni desu ylnommoc

.erusaem ot sdnetni ti tahw no sesucof ksat  
 

 tceted ot smhtirogla gninrael enihcam ylppa ew ,repap siht nI
 deriuqer eht hcraes ot dna stset gnikat no spets eruliaf eht
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.pets  

 
tseroF modnaR .C  

 
 gninrael enihcam esu ot ysae ,elbixelf a si tseroF modnaR
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 eht fo aedi lareneg ehT .dohtem ”gniggab“ eht htiw deniart

sledom gninrael fo noitanibmoc a taht si dohtem gniggab  
 
 



 
 

41 ht  tnI no ecnerefnoC lanoitaN C ,gnitupmoC tnegilletnI detarge ytiruceS & noitacinummo  
 

TIBJS ,ESC fo .tpeD  CIICN -  9102     egaP 52  
 

 tserof modnar fo egatnavda gib enO .tluser llarevo eht sesaercni
si  noisserger dna noitacifissalc htob rof desu eb nac ti taht ,
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 ecnis ,noitacifissalc ni tserof modnar tuoba klat lliw I .smetsys
 fo kcolb gnidliub eht deredisnoc semitemos si noitacifissalc

nihcam  tserof modnar a woh ees nac uoy woleB .gninrael e
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Abstract—Cybersecurity is the process of protecting the 
networks and confidential data from being accessed 
illegally by the attackers. The various cyber attacks 
include malware, man in the middle, phishing etc. 
Phishing is one of the major active attacks in 
Cybersecurity. According to the various statistics 
available phishing attacks has increased from 76% to 
83% in 2018. This paper focuses on identifying and 
analyzing the various works related to phishing. This is 
achieved by summarizing some of the existing 
algorithms, datasets from trusted repositories. This 
paper also gives a brief introduction to various phishing 
tools. 
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I. INTRODUCTION 
 

Security in the cyber world is necessary to protect the 
data from various threats. Phishing is the process of 
acquiring sensitive information such as username, Password, 
credit card details that takes place via email spoofing, instant 
messaging and many other modes of internet 
communication. Often emails that are phished contain links 
that direct the user to a fake webpage that have the look and 
feel of the genuine webpage. The user may then be asked to 
enter the personal information which the phisher uses for 
various other malicious activities. 
 

Figure 1: Phishing attack steps [1]  

 
 
A Phished email is sent to large number of people after 
which the phisher will calculate the percentage of people 
who has read and entered the information that is tracked by 
the phisher. It is very hard for us to differentiate between a 
genuine and a phishing website. 
 
In December 2015, about 630,494 phishing sites were 
detected according to the anti phishing working group. The 
highest phishing attacks are found in USA and Belize having 
a percentage of 76.8 and 81.3 respectively. 
 
As 2018 drew to an end, many cyber security reports 
published their findings on the most common types of 
attacks that targeted small and large organizations. The focus 
in 2018 shifted from private people to more and more attacks 
targeting businesses.  
“Info security professionals reported a higher frequency of 

all types of social engineering attacks year over year. 
Phishing increased to 83% versus 76%. Spear phishing 
increased to 64% from 53%.”[9]  
A recent report by Kaspersky Lab states that 52% of 
business are worried about data breach stemming from their 
employees and acknowledge that they (especially non-IT 
employees) are the weakest link to their cyber security 
strategy. According to the reports about, 52% of businesses 
believe that employees are their major weakness in IT 
security, this is because of the careless actions of the 
employees. [10] 
 

II. LITERATURE SURVEY 

 
A) Shekokar et al., describes phishing detection and 

prevention approach for both URL and Webpage similarity 
based detection. This is done with a help an algorithm 
called the Link Guard Algorithm. This algorithm has five 
conditions based on which the webpage or the URL is 
detected as phishing or not. The conditions includes the 
length of the URL, the special symbol @, IP address along 
with double slash and prefix of the URL. Once an URL is 
entered in the search tab the developed algorithm runs in the 
background and notifies if the entered URL is prone to 
phishing or not. A novel technique to visually compare if 
the page is suspicious. [2] 
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B) Abdulghani Ali Ahmed et al., proposes a solution 

that distinguishes the suspected web pages as legitimate 
web page and phishing web page by only checking the 
URLs. Features of the URLs are checked using the 
following criteria:  

   The existence of the IP address is checked.  
 The length of the URLs are checked (should not 

exceed 54 characters).  
 The URLs should not have more prefixes or suffix 

separated by “-“.  
   The URLs should not contain “@” symbol.  
 The position of the “//” symbol in the URL is 

checked. [3] 

 
C) Barraclough et al., demonstrates the online toolbar 

which runs in the background of Internet Explorer 
continuously checking all websites and classifies it as a 
phishing, suspicious or legitimate website respectively 
against a set- data in real- time. The new toolbar system has 
been evaluated using a wide-ranging websites of 600 
websites which consists of equal number of phishing 
websites, legitimate websites and suspicious websites (i.e. 
200 each). The accuracy resulted was about 96%. [4] 

 
D) Daeef et al., describes about the detection system 

that is developed based on URL features. This system is 
built on fact that most of the users make use of URLs to surf 
the internet. Since client side solutions were given utmost 
importance, this turned out to add more processing overhead 
at the client side which led to dissatisfaction, loss of trust 
among the users. Thus this detection method seems to be a 
good approach to detect fake URLs. The system proposed in 
this paper increased the rate of detection performance in real 
time which could also be integrated into such processes. The 
proposed system has the phishing URL detection accuracy of 
93% and detects single URL in average time of 0.12 second. 
[5] 

 
E) Naresh et al., demonstrates anti-phishing algorithm 

called Link Guard that extracts and uses the generic 
characteristics of hyperlinks .The analysis of the 
characteristics derived from an hyperlink were done on the 
data archive that was provided by the Anti-Phishing 
Working Group (APWG).Since the Link Guard works on the 
generic characteristics of an hyperlink, it can detect not only 
known but also unknown attacks of phishing. This Link 
Guard was implemented on Windows XP. Based on this 
implementation, experimental results verified that Link 
Guard works well in effective detection and prevention with 
minimal false negatives for both known and unknown 
phishing attacks. Their further analysis showed that Link 
Guard being light weighted can work well in real time and 
was successful in detecting 195 attacks out of 203 phishing 
attacks. [6] 

 
 

F) Hewamadduma et al., provides information to the 
customers about the various phishing attacks, purpose of 
these attacks and the impact it causes to the customers and 
the bank. It mainly concentrates to find the various 
techniques to detect and prevent the phishing attacks such as 
unauthorized login attempts. The solution to detect and 
prevent these attacks is provided by the technologies such as 
analysis based on behavior, device identification and IP 
identification. 

The Table 1 provides the security actions for login 
according to the deviations of the factors. Here the most 
important factors are cookie and IP address. 
 
Table 1: Security actions to be taken for login in 
user anomalies [7] 
 

      Action to be 
IP Device Cookie Time Browser OS taken 

       

Y Y Y Y Y Y Allow 
       

Y Y Y Y N N 
Security 
Question       

       

N Y Y Y Y Y 
Security 
Question       

       

      Code+ 
N N N Y Y Y Security 

      Question 
       

      Email 
N N N N N N Notification 

      +Block 
       

 
 

 
Table 2: Overview of the literature survey 

 
Paper Methodology Merits  Demerits 

     

    Focuses mainly on 
    the URL based 

A 
LinkGuard Accuracy is phishing attacks. 
Algorithm 96%. 

 
Implemented only   

    in Windows XP. 

     
 

Inspecting the 
Detects  

Only checks the  
Phishing 

 

B URL’s of fake 
 

validity of 
Webpage with  

web pages URL‟s  
accuracy-0.96    

     

    To be extended so 
 

Feature-based Accuracy is 
that other web 

C browsers such as 
online toolbar 96% . 

 
  

Firefox, Chrome can     

    be used. 
     

 URL   Error rate are still 

D 
Language Accuracy is high, requires 
Model: N- 93%. 

 
additional efforts to   

 Gram   reduce error 
    

 
LinkGuard 

96% detection in 
Does not handle 

E real time 
 

Algorithm 
 

CSS attack.    

     

 Detection   
Accuracy of  

based on Detect the 
 

  
system is 

F anomalies, IP unauthorized 
 
 

unknown or not  
and device login attempts.  

calculated.  
identification 
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III. TOOLS 
 

A. Phinn  
Phinn’s look is similar to a login page in Google.There 

is allowance in Phinn for the company administrators to 
train and generate the customized extension of  
chrome,which is later distributed within the 
organization.With the help of machine learning algorithm 
i.e., convolutional neural network this particular extension 
analyses the content of the rendered page for visual 
similarity.  

Phinn captures a screenshot when the login form on 
the browser is displayed which is then passed to the 
trained neural network and thus the result is displayed 
within fraction of seconds.  

Convolutional neural networks have several benefits. 
As it works on raw image data obfuscation and 
minimization typically seen in phishing pages plays no 
role in the detection accuracy. Mainly it forces the attacker 
to deviate from the styling and branding that the user is 
used to, making the page appear more suspicious while 
lowering the burden on the users to be proactive.[11]  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 2: Working of Phinn [11] 

 
B. IsThisLegit 

 
IsThisLegit can be divided into three parts: 

1. measuring  
2. training  
3. reporting  

It measures organization's exposure to phishing by 
sending simulated phishing emails. This also teaches 
users how to spot real phishing attempts when they are 
inevitably stored in their inbox. It also enables users to 
easily report suspicious emails to their security team, by 
giving them the tools required to investigate and manage 
these reports. The dashboard lets analysts view, analyze, 
and respond to phishing reports. [11] 

 
 
 
 
 
 
 
 
 

 
Figure 3: Working of IsThisLegit [11]  

 
C. Metasploit 

 
Metasploit is one of the penetration testing tools available in 

Kali OS which is used find, exploit and validate the 
vulnerabilities. This tool holds the Metasploit framework along 
with many other commercial counterparts such as Metasploit 
Pro. The infrastructure, content and tools to perform variety as 
tests are provided by Metasploit framework. On the other hand 
Metasploit Pro holds multiple components which is combined 
together to form a complete testing tool. 
 

D. Nmap 
 

Nmap is another inbuilt security tool within Kali OS that 
provides the complete information about the systems present on 
the network. This information includes MAC address, IP 
address, the current OS the user is working and related 
information about the systems on the network. Nmap not only 
secures the network but also checks if the servers are 
configured correctly, ensures there is no open or unsecured 
ports thus ensuring the proper working of the firewall. 
 

E. Social Engineering Toolkit 
 

Social Engineer Toolkit (SET) is an open-source 
penetration testing tool available for social engineering in Kali 
OS. This tool is used to track the user information with the help 
of fake web pages that is developed using the SET toolkit. 
During the attack any credential entered by the user on the fake 
webpage is monitored by the attacker with the help of the IP 
address. The original webpage is faked intact where the user 
fails to distinguish between the real and fake one. 

 
IV.  DATASET 

 
A. UCI  Repository 

 
Dataset Information 
 
The dataset consists of different features related to legitimate 
and phishing websites. The features have been collected from 
1353 different websites. The URLs of the phishing websites  
were collected from Phishtank data archive 
(www.phishtank.com). The URLs of the legitimate websites 
were collected from Yahoo, Chrome etc. There are 548 
legitimate websites, 702 phishing websites and 103 suspicious 
websites out of 1353 websites. The websites which are 
suspicious can either be phishy or legitimate. 

http://www.phishtank.com/
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Table 3: Abstract of the dataset [8] 
 

Characteristics of the 
Multivariate 

Dataset  
  

Count of Instances 1353 
  

Attribute 
Integer 

Representation  
  

Count of Attributes 10 
  

 Classification 
Tasks Associated of 

 websites 
  

Representation of 
N/A Missing Values  

  

Donation Date 2016-11-02 
  

Number of Web Hits 47076 
  

 
Attribute Information 

 
The dataset consists of 10 features such as SFH, 

Request URL, prefix/suffix, URL Anchor, Number of sub 
domains, Web traffic, Domain age, URL length, IP, Class. 
The features holds categorical values such as legitimate, 
phishing and suspicious and these values have been 
represented with numerical values 1, -1 and 0 respectively. 

 
B. Kaggle 

 
DatasetInformation 

 
The dataset is a multivariate and consists of 32 features. 

The features have been collected from 11055 websites . The  
features holds categorical values such as legitimate, phishing 
and suspicious and these values have been represented with 
numerical values 1, -1 and 0 respectively. 

 
Attribute Information 

 
The dataset consists of 32 features such as Index, IP 

address, Length of the URL, Shortening service, Presence of  
@ symbol, double slash redirecting, Presence of 
prefix/suffix, Number of subdomains, SSL final state, 
domain registration length, Favicon, DNS record, links 
pointing to page, web traffic, page rank, Google index, port, 
HTTPS token, request URL, Anchor URL, links in tags, 
SFH, submitting to email, abnormal URL, redirect, on 
mouseover, right click, pop up window, Iframe, Domain age, 
statistical report and result. [12] 

 
CONCLUSION 

 
Phishing is the most dangerous threat in today’s world. 

Victims of these attacks have increased tremendously during 
the last decade. Cybercriminals are changing their strategies 
to gain people’s personal information from time to time.  

The paper consists of the survey done on some of the 
phishing detection and prevention techniques. Each 
technique that is discussed has its own drawbacks in terms of 
accuracy and performance. There is no single system 
developed till now to detect all types of phishing attacks, 
therefore in future there is a need to develop a single system 
to detect all these attacks with high accuracy and 
performance. 
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tcartsbA — sah SPG gnisu snoitacol eht fo ytilibaliava ehT  

 
h era senohptrams ehT .syadawon segnahc ynam edam  gniva

noitacol tliubni siht -  ot esu ew erehw SPG fo erutaef desab

 elgooG ,smetsyS gnitarepO diordnA roF .spam ni yalpsid

noitacol eht fo eno si 2V IPA spaM -  sihT .elbaliava sIPA desab

 ot 2V IPA spaM elgooG fo noitazilitu eht sessucsid repap

ihw ppa na ngised  eht dna eciffO dnaL eht yfilpmis ot smia hc

 etarucca erom niatbo ot dnal eht yub ot tnaw ohw elpoep

 gnisu yB . yub ot tnaw yeht hcihw dnal eht tuoba noitamrofni

 ot yevrus a mrofrep ot noitacol teg nac ew ,elibom ni SPG

ht fo stniop etanidrooc eht enimreted  reyub eht hcihw dnal e

 yfitnedi ot si repap siht fo evitcejbo niam ehT .yub ot stnaw

 eht ecuder ot dna dnal fo eceip a fo sliated yevrus tcaxe eht

 etatse laer ro srekorb dnal eht yb detaerc seussi noitagitil

 ehT .ti gnisahcrup era ohw elpoep eht no elpoep  niam

 eht secuder ti, taht si noitacilppa siht fo segatnavda

 ,elbailer dna etarucca si ti ,tolp eht gniyfitnedi ni ytiugibma

 morf devas eb nac reyub eht ,decuder eb nac seussi noitagitil

.detanimret eb nac seitivitca tneluduarf ,ssol gnirrucni  

 
 

sdrowyeK — G labol  gninoitisoP  elgooG,)SPG(metsyS   
 ,),)ALN( ycnegA dnaL lanoitaN ,diordnA ,2V IPA spaM

.tnemnrevoG fo tnemtrapeD yevruS ,spaM elgooG  
 

 
NOITCUDORTNI .I  

 
 dnal fo serutaef dna seiradnuob yfitnedi ot desu era syevruS

nemtrapeD yevruS .pihsrenwo enimreted ot  tnemnrevoG fo t
 eht nevig era dna ssorca seiradnuob sward dna dnal eht syevrus

ni deyolpme era yehT .srebmun yevrus cificeps htiw dnal fo tolp  

 
 .seitic eritne ot secnef gnidliub morf gnignar stcejorp noitcurtsnoc

w ,noitcelloc atad rof laitnesse si yevruS  a fo tluser dne eht hti
 stluser siht ,yllareneG .spam fo mrof eht ni noitamrofni dna atad
 evitartsinimda eht sniatnoc sihT .mrof ypocdrah a fo mrof eht ni

.emit yna ta egnahc hcihw ,pihsrenwo dnal fo seiradnuob  
 
 

dnal a esahcrup ot gnilliw si nosrep a nehW   ot gnignoleb
 tcelloc seciffo tnemnrevog ot og tsrif ot sah ehs /eh esle enoemos
 neht dna dnal ralucitrap taht fo spam dna sliated yevrus eht
 rehto dna tnemerusaem eht kcehc dna tolp taht ot og yllaunam

p etatse laer eht ro rekorb eht semitemoS .sretemarap  ohw elpoe
 elbuod yalp reyub eht dna relles eht neewteb srotaidem sa tca
 ekam dna noissimmoc fo stifeneb eht ekat ot redro ni emag
 eht gnisahcrup retfa dnal eht fo reyub eht semitemoS .stiforp

gnitcurtsnoc no krow detrats ro esuoh a tliub evah thgim eh dnal  
 srehto yb soiranecs tsrow sretnuocne ylneddus ,gnidliub a
 yevrus eht ro su ot sgnoleb dnal ralucitrap siht taht gnimialc
 ni pu dne lliw reyub ehT .cte tnereffid si dnal siht fo rebmun
 ro relles eht yb decudorp deliated ehT .sesac dna seussi noitagitil

eht   ni reyub eht tup yam siht ,eniuneg %001 eb ton lliw rekorb
.riapsed  

 
 
 

 evah ew seitivitca tneluduarf eseht lla emocrevo ot redro nI
 noitamrofni eht lla evig lliw hcihw noitacilppa siht depoleved

aht os ,esahcrup ot stnaw reyub eht hcihw tolp eht gnidrager  t
 dna snoitpecrep eslaf htiw yawa deirrac teg t’nseod reyub eht

.ssol rucni  
 

METSYS GNITSIXE .II  
 
 

 fo eceip a yub ot stnaw ydobemos fi , metsys gnitsixe eht nI
 /eh hcihw tolp eht fo sliated eht stcelloc rehtie reyub eht ,dnal

 morf yub ot detseretni si ehs  .elpoep etatse laer ro rekorb eht
 lluf eht edivorp ton lliw stiforp ekam ot redro ni elpoep esehT
 fo renwo eht fo sliated eert ylimaf eht sa hcus tolp eht fo sliated

fo sretemarap tnemerusaem rehto dna seiradnuob eht ,tolp eht  
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c ot sah reyub ehT .tolp eht  a morf sliated eseht lla tcello
 lla gnirehtag ni emit fo tol etsaw yllaunam ro eciffo tnemnrevog
 ot suoideT .gnimusnoc emiT .tolp eht gnidrager noitamrofni eht

.snoitseggus rof naicisyhp eht tisiv yltneuqerf  
 
 

porp teg ot tluciffid s’ti ,metsys gnitsixe nI sliated re  
 

 morf sliated eseht lla tcelloc ot sah reyub ehT .tolp ro dnal tuoba
 gnirehtag ni emit fo tol etsaw yllaunam ro eciffo tnemnrevog a
 fo deen a si ereht ecneH .tolp eht gnidrager noitamrofni eht lla

ixe fo smelborp morf semocrevo hcihw noitacilppa .metsys gnits  
 
 
 
 

METSYS DESOPORP III  
 

 depoleved si noitacilppa diordna na ,metsys desoporp eht nI
 noitacilppa sihT .tnemnrevoG eht fo tnemtraped yevrus eht rof
 fo sreyub eht sa llew sa tnemnrevoG eht yb htob desu eb nac

lpmoc noitacilppa siht nI .dnal eht  eht dna sliated yevrus ete
 ,dnal fo tolp ro noitrop hcae fo sliated noitacol lacihpargoeg
 eb lliw .cte tolp eht fo epahs ,eert ylimaf s’renwo ,sliated renwo
 tolp eht ot seog reyub eht nehW .revres a otni def yletarucca

t skcilc a noitacilppa siht snepo dna  eht wohs lliw ti ,ni nottub eh
 yevrus etarucca htiw tolp ralucitrap taht fo sliated etelpmoc
 neve nac reyub ehT .gnidnats si ehs / eh erehw rebmun
 dedaolnwod eb nac tnemucod elohw ,tnemucod eht daolnwod

.erutuf ni tnemucod siht esu nac dna kcilc eno htiw  
 
 

 si eno ,seludom owt ylniam era ereht ,metsys desoporp eht nI
resu si rehto eht dna eludom nimdA  

bus rehto owt si ereht eludom nimdA nI .eludom -  yeht ,seludom
 yevruS( redivorP ecivreS reganaM dna eludom resU eganaM era

mda eludom resU eganaM nI .)tnemtrapeD  eteled ,dda nac ni
 reganaM nI .snoitacilppa eht otni deretsiger sresu weiv dna
 yb sredivorp ecivres eganam nac nimda ,eludom redivorP yevruS
 weiv nac nimda osla dna sredivorp ecivres fo sliated gnidda

m nigoL dna retsigeR ,eludom resU nI .sredivorp ecivres  ,eludo
 ot nigol nac dna noitacilppa ruo ot deretsiger teg ot sah resu eht
 eht rof si eludom noitacifitoN evieceR ,seludom ppa eht weiv
 ot egassem noitamrifnoc eht tuoba snoitacifiton teg ot sresu
 ot si eludom sliateD dnaL tseuqeR ,sliated dnal eht ssecca

r  dna stnemtraped yevrus yb dedivorp sliated dnal rof tseuqe
 eht tuoba sliated weiv ot desu si eludom sliateD dnaL /tolP weiV
 sniatnoc eludom redivorP ecivreS reganaM ehT .stolp ro sdnal

deggol teg ot sah redivorp ecivres eht erehw eludoM nigoL -  ot ni
ppa eht  si eludom tseuqeR weiV ,seludom ppa eht weiv ot noitacil

 ot resu yb tnes tseuqer weiv ot redivorp ecivres eht yb desu
 eht yb desu si eludom snoitacifitoN dneS ,sliated dnal eht ssecca
 gnitpecca rof resu ot egassem noitamrifnoc dnes redivorp ecivres

ecivres   eludom sliateD dnaL edivorP dna sliated dnal edivorp ot
 dnal eht ssecca ot resu eht wolla redivorp ecivres eht erehw

.sliated  
 
 
 
 

 nac ti ,taht si metsys desoporp eht fo segatnavda ehT
si ti ,tolp eht gniyfitnedi ni ytiugibma eht secuder  

iler dna etarucca  reyub eht ,decuder eb nac seussi noitagitil ,elba
 eb nac seitivitca tneluduarf dna ssol gnirrucni morf devas eb nac

.detanimret  
 
 

NGISED METSYS VI  
 

 eht fo noitulos a nalp ot si esahp ngised eht fo esoprup ehT
.tnemucod stnemeriuqer eht yb deificeps melborp   si esahp sihT

 noitulos eht ot niamod melborp eht morf gnivom ni pets tsrif eht
 ngised ;dedeen si tahw htiw gnitrats ,sdrow rehto nI .niamod

.sdeen eht yfsitas ot woh drawot su sekat  
 

 fo noitatneserper lacihparg a si )DFD( margaid wolf atad A
fo "wolf" eht   nac sDFD .metsys noitamrofni na hguorht atad

 derutcurts( gnissecorp atad fo noitazilausiv eht rof desu eb osla
 atad lanretxe na morf wolf smeti atad ,DFD a nO .)ngised
 na ro erots atad lanretni na ot erots atad lanretni na ro ecruos

iv ,knis atad lanretxe  wolf atad ehT .ssecorp lanretni na a
 dna 1 .giF ni nwohs si metsys ruo fo resu dna nimda rof margaid

.ylevitcepser 2.giF   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

mdA rof DFD 1 .giF
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SNOISSUCSID DNA STLUSER V  

 
 
 

etneiro tcejbo gnisu detnemelpmi si noitacilppa diordna ruO  d
 ruo swohs woleb stohspans gniwolloF .egaugnal gnimmargorp

.segap noitacilppa   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

egaP emoH 3 .giF  
 

 eht erehw ,snoitacilppa ruo fo egap emoh eht swohs 3 .giF
 yeht dna su tcatnoc nac yeht ,noitacilppa ruo ot nigol nac resu

su tuoba wonk nac  .erom  

 
 
 
 
 
 
 
 
 

egaP nigoL 4 .giF   
 
 
 

 eht dna nimda eht htob erehw egap nigoL eht swohs 4 .giF
.noitacilppa eht ot nigol nac resu   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

sliateD yevruS weN ddA 5 .giF  
 
 
 

 nimda eht erehw egap sliateD yevruS weN ddA swohs 5 .giF
s wen eht sdda  sa hcus sliated gnivig yb dnal eht fo sliated yevru

 ,suidar sti ,edutignol dna edutital sti ,dnal eht fo rebmun yevrus
 eht fo noisnemid ,dnal erutlucirgA .g.e dnal fo epyt ,eman renwo

.sserdda eht dna etad noitartsiger ,serca ni dnal   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

iF sliateD reyuB ddA 6 .g  
 

 sihT .reyub eht fo sliated eht dda ot egap eht swohs 6 .giF
 dna rebmun yevrus tnerap sa hcus noitamrofni eht sekat egap

,dnal eht fo rebmun yevrus wen  
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id ,suidar ,edutignol dna edutital  sserdda ,noisnem  
 
 
 

liateD yevruS weiV 7 .giF s 
 

 dnal eht fo sliated yevrus eht weiv ot egap eht swohs 7 .giF
.deyevrus era hcihw   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

sliateD reyuB weiV 8 .giF  
 ohw reyub eht fo sliated eht weiv ot egap eht swohs 8 .giF

.dnal eht yub ot hsiw   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

iateD ylimaF reyuB ddA 9 .giF sl  
 

 rieht dda ot sdeen reyub eht erehw egap eht swohs 9 .giF
sa setacifitrec emos gnidaolpu yb sliated ylimaf  

 
 
 

segamI etiS ddA 01 .giF   
 

 ot sah hcihw segami etis eht erehw egap eht swohs 01 .giF
 reyub eht nehw deyalpsid si hcihw dedaolpu eb nac dlos eb

.syevrus eht sesworb   
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

syevruS esworB 11 .giF  
 

.syevrus eht esworb nac reyub eht erehw egap eht swohs 11 .giF  
 
 

NOISULCNOC IV  
 

 sresu hcihw gnisu noitacilppa diordna na si yevrus dnal ruO
troffe ,emit sevas suht tI .sdnal fo sliated weiv nac   secuder dna

 etatse laer ro srekorb dnal eht yb detaerc seussi noitagitil eht
 nac noitacilppa sihT .ti gnisahcrup era ohw elpoep eht no elpoep

sa tnemnrevoG eht yb htob desu eb   eht fo sreyub eht sa llew
dnal  
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snoitatS enorD hguorht yrevileD ysaE  
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tcartsbA -- E-  era seinapmoc liater dna ecremmoc

 yb stsoc dna semit yreviled tuc ot syaw gnikees
o gnirolpxe  gnikam rof senord esu ot seitinutropp

 sesserdda repap sihT .seireviled yreviled elim tsal
kcurt a fo tpecnoc yreviled eht -  noitanibmoc enord

 senord suomonotua gniwolla fo aedi eht htiw gnola
 dna ,seireviled ekam ,skcurt yreviled morf ylf ot

liava yna ot ylf  eW .ybraen kcurt yreviled elba
 )PIM( gnimmargorp regetni dexim a tneserp
 eht htiw oiranecs siht serutpac taht noitalumrof
 htob fo emit lavirra eht gniziminim fo evitcejbo
 gnitelpmoc retfa toped eht ta senord dna skcurt

desab mhtirogla wen A .seireviled eht   noitresni no
 dezis egral evlos ot depoleved osla si scitsirueh
 .snoitacol derdnuh a ot pu gniniatnoc smelborp
 PIM eht erapmoc ot detcudnoc era stnemirepxE

tnereffid morf deniatbo esoht htiw snoitulos  
 a dna kcurt elpitlum ,kcurt elgnis htiw sledom

t elgnis  tset sa llew sa ,metsys enord dna kcur
.mhtirogla desoporp eht fo ecnamrofrep eht  

NOITCUDORTNI :   I  yreviled enord fo ecnatropm
 lanoitarepo eht ,revewoH .gnisaercni si secivres
 neeb ton evah secivres yreviled enord fo stcepsa

 .ylevisnetxe deiduts  ot tcepser htiw ,yllacificepS
kcurt -  nevig ton evah srehcraeser ,smetsys enord

 eht fo esuaceb seitilicaf enord ot noitnetta tneiciffus
 noitubirtsid a dnuora egnar thgilf enord detimil

kcurt a esoporp ew ,repap siht nI .retnec -  enord
lf eht emocrevo ot metsys thgi -  eW .noitatimil egnar

 senord erehw ytilicaf eht sa noitats enord a enifed
 yawa raf yllausu ,derots era secived gnigrahc dna
 gnilevart ehT .retnec noitubirtsid egakcap eht morf

PST( noitats enord a htiw melborp namselas -  si )SD
i dexim no desab depoleved  .gnimmargorp regetn

PST eht fo serutaef latnemadnuF -  dezylana era SD
 eht taht wohs eW .denifed si noitrotsid etuor dna
 gnilevart tnednepedni otni dedivid eb nac ledom
 gniludehcs enihcam lacitnedi lellarap dna namselas

itulos owt evired ew hcihw rof smelborp  no
 htiw stnemirepxe lanoitatupmoC .sehcaorppa
 eht wohs secnatsni detareneg ylmodnar

PST eht fo scitsiretcarahc -  taht tseggus dna SD
 htiw laed ylevitceffe sehcaorppa noitisopmocedruo

PST - .smelborp ytixelpmoc SD E- m dna ecremmoc -
cnatropmieht sesaercni ecremmoc  tneiciffe fo e

 enord decnuonnanozamA ,3102 nI .scitsigol
,noitavonni citsigol erutuf a sa ygolonhcet  

 enord otni detsevni evah seinapmoc ynam dna
 delievnu nozamA ,elpmaxe roF .hcraeser  nozamA

riA emirP  decnuonna elgooG dna ,  gniW tcejorP  ,]1[
vah senorD .]2[  lacipyt eht revo segatnavda ynam e

senord sA .]4[ ,]3[ metsys yreviled kcurt  
 gnitarepo morf eerf era yeht ,yltnednepedni etarepo
 gnikrow detimilnu ylevitaler  evah  dna stsoc robal
 suht dna ria eht hguorhtevom yeht ,rehtruF .emit

itsegnoc ciffart eht diova  dnuorg fosmelborp no
eht ot dael segatnavda esehT .noitatropsnart  

ygrene ylhgih -  eht ,revoeroM .senord fo esu tneiciffe
 naht rewol hcum si retemolik rep tsocnoitatropsnart
 fo esuaceb ,revewoH .snaemrehto fo taht

o yrrac nacenord a ,snoitatimil lacigolonhcet  eno yln
 nac ti dna,emulov dna thgiew detimil fo lecrap
 thgilf trohs a nihtiw remotsuc elgnis a ot reviled
 dna enord ,snoitatimil eseht emocrevo oT .egnar
 eht taht hcus desu eb nac secivresyreviled kcurt
 I elbaT .rehto ehttnemelpmoc eno fo scitsiretcarahc

s  .]4[ ,]3[ senord dnaskcurt fo nosirapmoc sezirammu
 eht ,yreviledfo snaem denibmoc eht etartsnomed oT

itannicniC fo ytisrevinU eht ta maet ylFesroH  
 ot hcatta nac enord a hcihw ni metsys a depoleved
 doog a mees senorD.]4[ kcurt a morfhcnual dna

etla citsigol  ygolonhcet ehttub ,seirtsudni rof evitanr
emos emocrevo ot tnempoleved rehtruf sdeen  

 niatrec a gnillortnoc morf edisA .smelborp citsilaer
 ,]6[ seussi gnisnes noitom ro ]5[ senordfo epyt
 enord rof nrecnoc niama si yticapac yrettab

rtsid ynam sA .noitazilitu  enord htiwsretnec noitubi
 ylevitaler,seitic lartnec morf raf detacol era seitilicaf
 roF .senord yb elbaecivres era sremotsuc wef
 nozamA sa hcus seinapmoc liater egral ,nosaersiht
 rojam raen sretnec noitubirtsid eromdliub ot evirts

osesnepxe eht tub ,seitic  noitubirtsid gnitcurtsnoc f
 laed oT .noitelpmocot elcatsbo eguh a llits era sretnec
 fo tpecnoctnereffid a ,melborp lacitsigol siht htiw
 ]7[ nilboR .desoporp si seitilicaf enord

decudortni  snolyP stroprianorD ,  enord niatnoc hcihw
 dna inurB yb dengiseD .secivedretlehs dna egrahcer

ni ylisae eb nacsecived tcapmoc eseht ,odraS  dellats
 nI .ecalp yna nozamA ,noitidda ot snalp   teerts esu

 gnikcod enord sa selpeets hcruhc dna sthgil
t taht si melborp rehtonA .]8[snoitats  dna thgiew eh

emulov . 
seiticapaC   etadommocca ot hguone ton era senord fo

laicremmoc 1[ secivres yreviled  si ytiruces enorD .]
iw seussi ybdetceffa osla  rosnes dna SPG ht

4[ seicarucca  dna srehcraeser ynam esuaceB.]
melborp esehtemocrevo ot deirt evah seinapmoc  ,s
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 rof senord ezilituot elba neeb evah seinapmoc emos
 sserpxeLHD ,ecnatsni roF .sesoprup laicremmoc
 ,enord yreviled laicremmoc tsrif eht dehcnual

dellac retpoc lecraP 8[ ,]7[ 4102 ni ,  rof nalp eht dna ,]
rof tropria tsrifeht gnidliub   ni gniogno si senord

[ adnawR 3  lanoitarepo eht no hcraeser,tsartnoc nI .]
 ylno dna ,detcelgen neebsah yreviled enord fo stcepsa

enord ni srepap fo lufdnah a -  neeb evah smetsyskcurt
.detneserp  . srepap laitini eht fo enO ehT   gnilevart

i )PST( melborp namselas awsenord htiw mednat n  s
[ uhC dna yarruM yb detcudnoc  debircsed ohw ,]4

 PST kcikedis gniylf ehT .sledom tnereffidowt
 htiw desu si enord elgnis a yaw ehtsebircsed )PSTSF(

.kcurt a  dna esusim senibmoc noitceted dirbyH
aercni ot desu si tI .]4[noitceted ylamona  eht es

 eht ecuder ot dna snoisurtni nwonk fo etar noitceted
 LD / LM tsoM .skcatta nwonknu fo etar evitisop eslaf

 .sdirbyh era sdohtem  
 

.I YEVRUS ERUTARETIL  

 .W dna ,latavhC .V ,ybxiB .E .R ,etagelppA .L .D]1[
 A :melborP namselaS gnilevarT ehT ,kooC .J

atupmoC  notecnirP :ASU ,JN ,notecnirP .ydutS lanoit
PST ehT .7102 ,sserP .vinU -  fo noitairav eno si SD

 tnecer A .melborp gnituor elcihev eht dna PST eht
 PST elpitlum fo weiver a dna PST eht fo weiver
 esu otsatkeB yb nettirw saw smelborp )PSTM(

sal gnikam rof senord  sihT .seireviled yreviled elim t
kcurt a fo tpecnoc yreviled eht sesserdda repap -  enord

 gniwolla fo aedi eht htiw gnola noitanibmoc
 ekam ,skcurt yreviled morf ylf ot senord suomonotua
 kcurt yreviled elbaliava yna ot ylf dna ,seireviled

ybraen . 
 ehT ,lisaW .A .E dna ,navahgaR .S ,nedloG .L .B ]2[
 weN dna secnavdA tsetaL :melborP gnituoR elciheV
 ,regnirpS :ASU ,YN ,kroY weN .34 .lov ,segnellahC
 eht fo sweivrevo tnellecxe rehtO :elbaliavA.6102

 dedivorp erew melborp gnituor elcihev  ,tsartnoc nI
aeser  yreviled enord fo stcepsa lanoitarepo eht no hcr

 ni srepap fo lufdnah a ylno dna ,detcelgen neeb sah
enord -  nalp ehT .detneserp neeb evah smetsys kcurt

 ni gniogno si senord rof tropria tsrif eht gnidliub rof
itarepo eht no hcraeser ,tsartnoc nI .]31[ adnawR  lano

 dna ,detcelgen neeb sah yreviled enord fo stcepsa
enord ni srepap fo lufdnah a ylno -  evah smetsys kcurt

detneserp neeb . 
 ,smelborP :gnituoR elciheV ,ogiV .D dna htoT .P ]3[
 :ASU ,AP ,aihpledalihP .snoitacilppA dna ,sdohteM

E.4102 ,.htaM .lppA .dnI .coS -  liater dna ecremmoc
 dna semit yreviled tuc ot syaw gnikees era seinapmoc
 rof senord esu ot seitinutroppo gnirolpxe yb stsoc
 repap sihT .seireviled yreviled elim tsal gnikam

kcurt a fo tpecnoc yreviled eht sesserdda -  enord
 fo aedi eht htiw gnola noitanibmoc  gniwolla

 ekam ,skcurt yreviled morf ylf ot senord suomonotua
 kcurt yreviled elbaliava yna ot ylf dna ,seireviled
 gnimmargorp regetni dexim a tneserp eW .ybraen
 htiw oiranecs siht serutpac taht noitalumrof )PIM(

 emit lavirra eht gniziminim fo evitcejbo eht  htob fo

 eht gnitelpmoc retfa toped eht ta senord dna skcurt
.seireviled  demrA   eerht rof desu yllareneg era senord

 ot troppus gnivig( troppus ria esolc :sksat fo sepyt
 ,)ria eht morf gnirif yb dnuorg eht no spoort

nitnoc dna ,stegrat cificeps fo noitanimile  suou
 detcepsus wolla ot aera cificeps a fo ecnallievrus

.yletaidemmi dekcatta eb ot stcejbo  

4[  .A ] idreV hallA  .M dna ,gnehC .E .C .T ,gN .T .C ,
 htiw smelborp gniludehcs fo yevrus A“ ,voylavoK .Y
 .on ,781 .lov ,.seR .repO .J .ruE ”,stsoc ro semit putes

 ,3 589 .pp –  ria eht hguorht evom tI.3102 .nuJ ,2301
fart eht diova suht dna  fo smelborp noitsegnoc cfi

 eht ot dael segatnavda esehT  .noitatropsnart dnuorg
ygrene ylhgih - fe .senord fo esu tneicfi  

 
5[ zeuqzáV .A .J dna ziuR .R ] -  ehT“ ,zeugírdoR

 dirbyh  .repO .J .ruE ”,melborp gniludehcs pohs wofl
1 .pp ,1 .on ,502 .lov ,.seR –  enord A .3102 .guA ,81

 dna sevirra kcurt a retfa senord etarepo nac noitats
detaler ylesolc si citsiretcarahc sihT .slecrap seilppus  

 ecnedecerp htiw SMP eht ot  dna akanaT .stniartsnoc
2[ otaS  melborp gniludehcs enihcam elgnis a deiduts ]

 ot saw evitcejbo ehT .stniartsnoc ecnedecerp htiw
 emit eldi boj dna ,emit noitelpmoc boj latot eziminim
 noitamilbus evisseccus A .dettimrep ton saw

nyd  ot deilppa saw dohtemgnimmargorp cima  eht dnfi
noitulos tcaxe  

 

METSYS GNITSIXE .III  

kcurt ot tcepser htiW -  srehcraeser ,smetsys enord
 seitilicaf enord ot noitnetta tneiciffus nevig ton evah

 a dnuora egnar thgilf enord detimil eht fo esuaceb
tnec noitubirtsid re . 

.  
METSYS DESOPORP.VI  

kcurt a gnisoporP -  eht emocrevo ot metsys enord
thgilf -  sa noitats enord a enifed eW .noitatimil egnar

 era secived gnigrahc dna senord erehw ytilicaf eht
 egakcap eht morf yawa raf yllausu ,derots

 gnilevart ehT .retnec noitubirtsid  melborp namselas
PST( noitats enord a htiw -  no desab depoleved si )SD

 fo serutaef latnemadnuF .gnimmargorp regetni dexim
PST eht -  si noitrotsid etuor dna dezylana era SD

 otni dedivid eb nac ledom eht taht wohs eW .denifed
p dna namselas gnilevart tnednepedni  lacitnedi lellara

 evired ew hcihw rof smelborp gniludehcs enihcam
.sehcaorppa noitulos owt  

 

 

 

LACINHCET.V  DNUORGKCAB  
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A. TES ATAD YTIRUCES KROWTEN  
 retupmoc fo sisab eht etutitsnoc ataD
 dna eciohc tcerroc ehT .hcraeser ytiruces krowten

 atad fo esu elbanosaer  rof setisiuqererp eht era
 eht fo ezis ehT .hcraeser ytiruces tnaveler gnitcudnoc
 dna LM eht fo stceffe gniniart eht stceffa osla tesatad
 nac atad ytiruces krowten retupmoC .sledom LD
 )2 dna yltcerid )1 :syaw owt ni deniatbo eb yllausu

bup gnitsixe na gnisu  eht si ssecca tceriD .tesatad cil
 eht fo noitcelloc tcerid fo snaem suoirav fo esu
 ro pmuD niW hguorht sa hcus ,atad rebyc deriuqer

.stekcap krowten erutpac ot sloot erawtfos krahs eriW  

B  ATAD NOITCETED NOISURTNI APRAD.
STES  :  

I APRAD ataD noitceteD noisurtn  2[ steS  era hcihw ,]
 ,SHNS / LRFA dna APRAD fo noitcerid eht rednu
 smetsyS rebyC ehT yb dehsilbup dna detcelloc era
 APRAD eht ylremrof( puorG ygolonhceT dna
 TIM fo )puorG noitaulavE noitceteD noisurtnI
 krowten retupmoc gnitaulave rof yrotarobaL nlocniL

tni  dradnats tsrif ehT  .smetsys noitceted noisur
 ciffart dnuorgkcab fo tnuoma egral a sedivorp tesatad
 yltcerid dedaolnwod eb nac tI .atad kcatta dna atad
 yliramirp tesatad eht ,yltnerruC .etisbew eht morf
 8991 :stesbus atad eerht gniwollof eht sedulcni

APRAD   :tesataD tnemssessA noitceteD noisurtnI
 tset fo skeew 2 dna atad gniniart fo skeew 7 sedulcnI

 .atad ·  tnemssessA noitceteD noisurtnI APRAD 9991
 2 dna atad gniniart fo skeew 3 sedulcnI :tesataD

 .atad tset fo skeew  
 .B  tesatad 99 puC DDK  

 tad 99 puC DDK ehT 6[ tesa  tsom eht fo eno si ]
 APRAD eht no desab si ti ;stes gniniart desu ylediw
 000 009 4 sniatnoc tesatad sihT .tesatad 8991
 eht fo epyt eno si erehT .drocer no skcatta detacilper

 dna lamron fo ytitnedi eht htiw epyt lamron kcatta 22  
 :seirogetac rojam evif otni dedivid era hcihw ,sepyt  

  tooR ot resU( R2U ,)skcatta lacoL ot tooR( L2R
 roF .lamroN dna )skcatta gniborP( eborP ,)kcatta
 tesatad gniniart 99 puC DDK eht ,drocer hcae
 ssalc a dna setubirtta erutaef dexif 14 sniatnoc

reifitnedi  neves ,setubirtta erutaef dexif 14 eht fO .
 eht ;epyt cilobmys eht era seitreporp citsiretcarahc

 .suounitnoc era srehto  

LSN .C -  tesatad DDK  
LSN ehT - [ tesatad DDK  eht fo noisrev wen a si ]5

LSN ehT .tesatad 99 puC DDK -  tesatad DDK
atimil eht fo emos sevorpmi  99 puC DDK eht fo snoit

 noisurtnI tesataD puC 9991 DDK ehT .tesatad
 dr3 eht ot deilppa saw tesataD noitceteD
 gniniM ataD dna yrevocsiD egdelwonK lanoitanretnI
 serutaef seifitnedi ledom sihT .tsetnoC slooT
 rof snoitcennoc lamron dna evisurtni neewteb

idliub LSN eht nI .srotceted noisurtni krowten gn -
 fo scitsiretcarahc eht sah ecnatsni hcae ,tesatad DDK

 kcatta tnereffid 22 sniatnoc tI .atad krowten fo epyt a
.sepyt kcatta rojam 4 otni depuorg sepyt  

 tesatad AFDA .D  
oh fo stes atad fo tes a si tes atad AFDA ehT  level ts

rtsuA eht yb deussi metsys noitceted noisurtni  naila
2[ )AFDA( ymedaca ecnefed  desu ylediw si hcihw ,]

 eht nI .stcudorp noitceted noisurtni fo gnitset eht ni
 deziretcarahc neeb evah sllac metsys suoirav ,tesatad

hT .kcatta fo epyt eht rof dekram dna  tes atad e
AFDA( xuniL ,smroftalp SO owt sedulcni -  dna )DL

( swodniW AFDA -  fo redro eht drocer hcihw ,)DW
AFDA fo esac eht nI .sllac metsys -  eht sdrocer ti ,DL

 .emit fo doirep a rof metsys gnitarepo fo noitacovni  

eht dna margorp ecaps resu eht sedivorp lenreK  
 ,ecafretni dradnats fo tes a htiw tcaretni ecaps lenrek
 detcirtser eb nac margorp resu eht ot ecafretni eht
 fo noitacilppa eht sa hcus ,secived erawdrah ssecca
 ,gnikaeps ,tnempiuqe gnitarepo ,secruoser metsys

 ,ssecorp wen a etaerc ot ,gnitirw dna gnidaer  .cte
 rof elbisnopser si ecaps lenrek ,stseuqer ecaps resU
 egdirb eht era secafretni eseht dna ,noitucexe

AFDA .ecaps lenrek dna ecaps resu neewteb -  si DL
.erugif eht ni nwohs sa ,epyt kcatta eht rof dekram  

 ot sllac metsys gnikam yb ecaps resu ,metsys xuniL
 eht taht os ,stpurretni tfos ecudorp ot ecaps lenrek
 gnidnopserroc mrofrep ,etats lenrek eht otni margorp
 llac metsys gnidnopserroc a si erehT .snoitarepo

.llac metsys hcae rof rebmun  

  lamron 2 dna sepyt kcatta tnereffid 5 sniatnoc tI
aT ni nwohs sa ,sepyt elb  

 
:euqinhceT PST.E  

PST ehT - PN na si SD -  lacipyt eht dna ,melborp drah
 detimil yrev devlos eb nac noitalumrof lacitamehtam
 htiw smelborp evlos ot drah saw ti ;secnatsni fo ezis
 ruo fo enO .secnatsni fo sedon 11 naht erom

 eht ecuder ot si noitavitom  gnizylana yB .ytixelpmoc
PST eht fo erutcurts lacitamehtam eht -  dnuof ew ,SD

 eht fo scitsiretcarahc laiceps era ereht taht
 ot meht detiolpxe dna noitalumrof lacitamehtam
 eetnaraug hcihw sdohtem noitisopmoced evired

dda ew ,melborp ruo roF .snoitulos lamitpo  eht sser
 era sremotsuc fo ytirojam eht hcihw ni noitautis
 eht dna retnec noitubirtsid eht morf raf detacol

morf enord a fo ecnatsid thgilf mumixam  
 ecnatsid eht naht ssel si retnec noitubirtsid eht
 noitubirtsid eht dna noitats enord eht neewteb

.retnec emmys  yranib kcabdeef modnar delpuoc cirt
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A. TES ATAD YTIRUCES KROWTEN  
 retupmoc fo sisab eht etutitsnoc ataD
 dna eciohc tcerroc ehT .hcraeser ytiruces krowten

 atad fo esu elbanosaer  rof setisiuqererp eht era
 eht fo ezis ehT .hcraeser ytiruces tnaveler gnitcudnoc
 dna LM eht fo stceffe gniniart eht stceffa osla tesatad
 nac atad ytiruces krowten retupmoC .sledom LD
 )2 dna yltcerid )1 :syaw owt ni deniatbo eb yllausu

bup gnitsixe na gnisu  eht si ssecca tceriD .tesatad cil
 eht fo noitcelloc tcerid fo snaem suoirav fo esu
 ro pmuD niW hguorht sa hcus ,atad rebyc deriuqer

.stekcap krowten erutpac ot sloot erawtfos krahs eriW  

B  ATAD NOITCETED NOISURTNI APRAD.
STES  :  

I APRAD ataD noitceteD noisurtn  2[ steS  era hcihw ,]
 ,SHNS / LRFA dna APRAD fo noitcerid eht rednu
 smetsyS rebyC ehT yb dehsilbup dna detcelloc era
 APRAD eht ylremrof( puorG ygolonhceT dna
 TIM fo )puorG noitaulavE noitceteD noisurtnI
 krowten retupmoc gnitaulave rof yrotarobaL nlocniL

tni  dradnats tsrif ehT  .smetsys noitceted noisur
 ciffart dnuorgkcab fo tnuoma egral a sedivorp tesatad
 yltcerid dedaolnwod eb nac tI .atad kcatta dna atad
 yliramirp tesatad eht ,yltnerruC .etisbew eht morf
 8991 :stesbus atad eerht gniwollof eht sedulcni

APRAD   :tesataD tnemssessA noitceteD noisurtnI
 tset fo skeew 2 dna atad gniniart fo skeew 7 sedulcnI

 .atad ·  tnemssessA noitceteD noisurtnI APRAD 9991
 2 dna atad gniniart fo skeew 3 sedulcnI :tesataD

 .atad tset fo skeew  
 .B  tesatad 99 puC DDK  

 tad 99 puC DDK ehT 6[ tesa  tsom eht fo eno si ]
 APRAD eht no desab si ti ;stes gniniart desu ylediw
 000 009 4 sniatnoc tesatad sihT .tesatad 8991
 eht fo epyt eno si erehT .drocer no skcatta detacilper

 dna lamron fo ytitnedi eht htiw epyt lamron kcatta 22  
 :seirogetac rojam evif otni dedivid era hcihw ,sepyt  

  tooR ot resU( R2U ,)skcatta lacoL ot tooR( L2R
 roF .lamroN dna )skcatta gniborP( eborP ,)kcatta
 tesatad gniniart 99 puC DDK eht ,drocer hcae
 ssalc a dna setubirtta erutaef dexif 14 sniatnoc

reifitnedi  neves ,setubirtta erutaef dexif 14 eht fO .
 eht ;epyt cilobmys eht era seitreporp citsiretcarahc

 .suounitnoc era srehto  

LSN .C -  tesatad DDK  
LSN ehT - [ tesatad DDK  eht fo noisrev wen a si ]5

LSN ehT .tesatad 99 puC DDK -  tesatad DDK
atimil eht fo emos sevorpmi  99 puC DDK eht fo snoit

 noisurtnI tesataD puC 9991 DDK ehT .tesatad
 dr3 eht ot deilppa saw tesataD noitceteD
 gniniM ataD dna yrevocsiD egdelwonK lanoitanretnI
 serutaef seifitnedi ledom sihT .tsetnoC slooT
 rof snoitcennoc lamron dna evisurtni neewteb

idliub LSN eht nI .srotceted noisurtni krowten gn -
 fo scitsiretcarahc eht sah ecnatsni hcae ,tesatad DDK

 kcatta tnereffid 22 sniatnoc tI .atad krowten fo epyt a
.sepyt kcatta rojam 4 otni depuorg sepyt  

 tesatad AFDA .D  
oh fo stes atad fo tes a si tes atad AFDA ehT  level ts

rtsuA eht yb deussi metsys noitceted noisurtni  naila
2[ )AFDA( ymedaca ecnefed  desu ylediw si hcihw ,]

 eht nI .stcudorp noitceted noisurtni fo gnitset eht ni
 deziretcarahc neeb evah sllac metsys suoirav ,tesatad

hT .kcatta fo epyt eht rof dekram dna  tes atad e
AFDA( xuniL ,smroftalp SO owt sedulcni -  dna )DL

( swodniW AFDA -  fo redro eht drocer hcihw ,)DW
AFDA fo esac eht nI .sllac metsys -  eht sdrocer ti ,DL

 .emit fo doirep a rof metsys gnitarepo fo noitacovni  

eht dna margorp ecaps resu eht sedivorp lenreK  
 ,ecafretni dradnats fo tes a htiw tcaretni ecaps lenrek
 detcirtser eb nac margorp resu eht ot ecafretni eht
 fo noitacilppa eht sa hcus ,secived erawdrah ssecca
 ,gnikaeps ,tnempiuqe gnitarepo ,secruoser metsys
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  lamron 2 dna sepyt kcatta tnereffid 5 sniatnoc tI
aT ni nwohs sa ,sepyt elb  

 
:euqinhceT PST.E  

PST ehT - PN na si SD -  lacipyt eht dna ,melborp drah
 detimil yrev devlos eb nac noitalumrof lacitamehtam
 htiw smelborp evlos ot drah saw ti ;secnatsni fo ezis
 ruo fo enO .secnatsni fo sedon 11 naht erom

 eht ecuder ot si noitavitom  gnizylana yB .ytixelpmoc
PST eht fo erutcurts lacitamehtam eht -  dnuof ew ,SD

 eht fo scitsiretcarahc laiceps era ereht taht
 ot meht detiolpxe dna noitalumrof lacitamehtam
 eetnaraug hcihw sdohtem noitisopmoced evired

dda ew ,melborp ruo roF .snoitulos lamitpo  eht sser
 era sremotsuc fo ytirojam eht hcihw ni noitautis
 eht dna retnec noitubirtsid eht morf raf detacol

morf enord a fo ecnatsid thgilf mumixam  
 ecnatsid eht naht ssel si retnec noitubirtsid eht
 noitubirtsid eht dna noitats enord eht neewteb

.retnec emmys  yranib kcabdeef modnar delpuoc cirt
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 a dna reyal elbisiv a fo desopmoc krowten laruen tinu
 si edon krowten ehT .sreyal neddih fo ytilarulp
 eht dna ,tinu neddih a dna tinu elbisiv a otni dedivid
 a sserpxe ot desu era tinu neddih eht dna tinu elbisiv

n modnar  ehT .tnemnorivne modnar a dna krowte
 neewteb noitalerroc eht sesserpxe ledom gninrael

 .gnithgiew yb stinu  

 
I nixuY dna gniD ,yduts eht n   feileB peeD ylppa

 selif EP esu yehT .erawlam tceted ot )sNBD( steN
 esu sNBD .selpmas sa tenretni eht morf

desivrepusnu   fo sreyal elpitlum revocsid ot gninrael
deef a ni desu neht era taht serutaef -  laruen drawrof

enif dna krowten -  .noitanimircsid ezimitpo ot denut
erp desivrepusnu ehT -  sekam mhtirogla gniniart

 drawrofdeef naht gnittifrevo ot enorp ssel sNBD
i skrowten laruen  tI .sthgiew modnar htiw dezilaitin

 htiw skrowten laruen niart ot reisae ti sekam osla
 .sreyal neddih ynam  
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 eht dna retnec noitubirtsid eht morf raf detacol

morf enord a fo ecnatsid thgilf mumixam  
 

VI NOISULCNOC.  
kcurt dna enord wen a enifed eW -  yb PST enord

 :serutaef eerht htiw noitats enord a fo esu gnirolpxe

 yawa raf detacol si ti )2 ;senord ynam ezilitu nac ti )1
 rof detavitca si ti )3 dna ;retnec noitubirtsid eht morf

 sevirra kcurt a retfa yreviled PST ehT .slecrap htiw -
 dexim no desab detalumrof saw SD  regetni

gnimmargorp   eht fo scitsiretcarahc dezylana ew dna
PST -  nac ledom lacitamehtam eht taht devorp eW .SD

 ,sledom lacitamehtam tnereffid owt otni dedivid eb
ig ot SMPMST eht dnaSMPST eht devired dna  eht ev

PST eht fo noitulos tcaxe -  lanoitatupmoC .SD
 latnemadnuf eht taht dewohs stnemirepxe

PST eht fo scitsiretcarahc -  SMPMST eht dna SD
 .melborp ytixelpmoc eht ecuder ylevitceffe dluoc

PST eht taht delaever stnemirepxe rehtonA -  si SD
eht naht evitceffe erom   fo ytirojam a nehw PSTSDP

noitubirtsid eht morf raf detacol era sremotsuc  
 eb nac noitrotsid etuor taht dewohs osla eW .retnec
 .senord fo rebmun llams ylevitaler htiw detanimile
 ot snaem a sa desu eb nac ledom ruo tcepxe eW

caf enord fo stimil eht emocrevo  ti dna ,smelborp ytili
enord hsilbatse ot desu eb nac - yreviled kcurt  

.erutuf raen eht ni smetsys  
TNEMGDELWONKCA  

 dna srebmem ffatS eht ot lufknaht yrev ma I
 yltceridni ro yltcerid evah ohw seugaelloC
 yrev ma I .repaP siht fo noitelpmoc rof detubirtnoc

 hcum  fo tnemtraped ESC eritne eht ot lufetarg
 rof erolagnaB ,ygolonhceT fo etutitsnI adnanakeviV
 hcihw tnemnorivne krow dna seitilicaf lla em gnivig
 ot lufknaht osla ma I .ksat ym etelpmoc ot em elbane
 ecnerefer ni denoitnem evah I hcihw srehcraeser lla

I .tsil   dna srebmem ylimaf ym lla ot lufknaht osla ma
 .repap ym etelpmoc ot gnitroppus rof sdneirf  

SECNEREFER  
 .)6102 .naJ( .suahtorG .M ]1[  s’elgooG woH si sihT

kroW dluoC ecivreS yrevileD enorD gniW tcejorP  .
af/1695503/moc.ynapmoctsaf.www//:sptth:elbaliavA

ts - siht/deef - si - woh - .tcejorpselgoog  
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elgoog/o - gniwtcejorp - enord - ecivres - 02 61 -8 
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 namselas gnilevart eht rofsehcaorppa noitazimitpO“

 ”,enord htiw melborp .icS .tropsnarT  ,4 .on ,25 .lov ,
569 .pp –  :elbaliavA .]enilnO[ .8102 .rpA ,189

7821.01/gro.iod//:sptth . 
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Abstract- Blockchain is an evolving technology and it is a 
public ledger to which everyone has access but without a 
central authority having control. One of the best known 
applications of blockchains are the cryptographic 
currencies such as ‘Bitcoin’ and others, but many other 

applications are possible. It offers a secure way to 
exchange any kind of good, service, or transaction. Many 
implementations of blockchain technology are widely 
available today, each having its particular strength for a 
specific application domain. Our project uses this 
technology in order to provide a platform for all the like-
minded people to share their thoughts and gain rewards. 
 
Keywords: Element crypto-currency, Bitcoin, X11 
Algorithm, Ethereum, GSSS coin. 
 

I. INTRODUCTION 

 
This paper is an effort to break the ground for 

presenting and demonstrating the use of Blockchain 
technology in multiple industrial applications. Blockchain 
technology is considered to be the driving force of the next 
fundamental revolution in information technology.  

One such in the healthcare industry application called 
“Health Tweet”, is formalized and developed on the 
foundation of Blockchain initiative. The application will 
enable, the people to interact with others by posting their 
perspectives and showing attentiveness related to health and 
fitness, and will be rewarded when the eligibility criteria is 
reached.  

The application uses Block chain algorithm to build a 
very own crypto currency called “GSSS COIN”, which is 
used for distributing rewards. This application helps in 
providing the health (both physical and mental) and fitness 
related realizations among the users who sign in, and also 
acts as a virtual community for the affinity group to 
communicate with each other. 

 
 

II. EXISTING SYSTEM 
 

There are many web applications similar to the 
proposed system like Twitter [1], but they lack in 
concentrating only on Health and fitness related views and 
concerns, apart from this there is no application which 
provides health related products and services for its users as 
rewards. From paper [1], we gained the knowledge of the 
current social media technology, APIs, documentation and 
developer tools. Some features like wall, tweet, post, like 
and follow has been adopted in our system for better 
implementation of interaction and community like 
appearance. Furthermore, we gained knowledge on data 
storage and data structure of the social networking site 
which helped us design our storage of data. Collecting user 
information and network information has also been in 
consideration for better data storage and display. Major 
visualization methods have been improved, mainly text and 
network display. It has been a source for decision making 
and intelligence gathering.  

No application present in market which uses its own 
crypto-currency for claiming the rewards. The systems in 
existence leaves out the integrating part of health, 
motivation and availability of product related to health, all in 
one platform. Users are being deprived of using more than 
one type of crypto currency to transact is the current 
scenario. 
 
 
 

III.  PROPOSED SYSTEM 
 

This proposed system aims at a platform where the 
health & fitness related views and concerns will be posted. 
The users of this application will gain the knowledge shared 
by others. The main objective of this application is to 
provide health related awareness among the users of this 
application. Here are some more features about this 
applications: 
 

a) This application creates a virtual community 
for likeminded people with respect to health 
and fitness to communicate, improve and 
inspire those around them. 
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b) To achieve reward based system using crypto 

currency. 
c) Creation of own currency called “GSSS Coin”.  
d) This website aims at bringing total health of a 

being to finger tips. 
 
 

IV. METHODOLOGY  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig 1 : Work Flow diagram of Private Block-chain Network 

using Solidity. 
 

When the rewards points are to be given, we 
concentrate on making it the most randomly generated token 
and distribute using Ethereum. In the above seen diagram, 
the private blockchain node is explained. The code and 
customization is done in a solidity file and sent for 
execution, the .sol file is broken into ether byte-codes and 
then deployed into the ethereum dedicated node. This 
creates a contract for the sender and the receiver for 
accountancy of the transaction. This contract is stored for 
further references and records. Before the final step of 
transaction the contract is passed for digital signs of the 
party participating and then performs the operation of 
addition or deduction within the node.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 2 : Work Flow Diagram of Web application. 

Health tweet web application architecture is well 
defined as shown in the above figure fig no[2]. The APIs 
and plug-ins fetch data from the cache repository and 
processes it and inserts the obtained data into page and 
tables. This normalized table has the requested data and is 
sent to the user for computation or as an output. 
 
 
Overview of how the whole system works 
 

Any interested user can create an account by 
providing valid credentials. Users can share their thoughts, 
tips, videos related to health. It may be about physical or 
mental health. By putting out interesting, unique and 
beneficial posts they can earn more number of likes and 
followers.  

By reaching the specified milestones they earn 
rewards in the form of GSSS coins .GSSS coins are the 
crypto currency which we have developed using solidity. 
Users have a shop page in which they can put health related 
products into the cart. It may be products, pdf, vouchers all 
related to health. They can complete the transaction by 
paying for the products using BTC or GSSS coins.  

This way our platform helps people to get 
motivated to share health related thoughts and tips which 
will be beneficial for all the other users by providing 
rewards in the form of crypto currency which will yield 
them health related products. This is a cycle of giving out 
thoughts about health and receiving back health in the form 
of few products. Health tweet operates on the Ethereum 
blockchain using X11 Algorithm to deploy smart contracts 
for health -related services. 
 
Few important aspects in the system: 
 
GSSS Coin  

The creation of our own crypto currency was done 
using solidity coding on the Ethereum platform. These coins 
are distributed as the rewards to the users on reaching the 
milestones, in a way motivating them to achieve the 
milestone. Users can use this crypto currency to make a 
purchase. This enables a sense of own world with own 
currencies. As we stress on bringing like-minded crowd on a 
single stage, this serves as one of the main key feature we 
can achieve in building that environment. 
 
X11 algorithm  

A reward based system is technically a proof-of-
work concept. This proof-of-work and rigging of the GSSSC 
happens using the x11 algorithm. We compared all the 
randomness generating algorithm, keeping security in mind 
and we ended up with this reliable algorithm. 11 chained 
hash functions of this algorithm provides the expected 
output. Dealing with currencies we have to be sure about 
security and encrypting methods, x11 algorithm provides us 
the solution for both. 
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Wall of health  
A society is well defined only with existence of 

good communication and interaction. Through our 
application we give that space for the users to share 
thoughts, read inspiring stories and even share videos of 
best practice. The most important and beneficial fact about 
this feature is being able to connect with a doctor and follow 
their account for a routine check on one’s self. 
 
 
Video Stream  

An interesting feature of our application is the 
video portal. Users can post, like and view the videos of 
their choice to contribute to their health practice. This 
method is found to be effectively motivating viewers into 
following routine in order to gain reward. Through this 
video stream concept we focus on proof-of-work. The 
reward based system in our approach deals with proof-of-
work by each user. if the user completes the milestone of the 
task expected, only then the GSSSC will be awarded. 
 
Products, books and vouchers  

As an application we are not confined only to being 
the provider of platform for likeminded users, but we also 
provide a portal exclusive for purchase of products available 
on the portal, request for access for the PDFs based on their 
interest and services like delivery of the product is also an 
exciting add on to our application. 
 
 

V. CONCLUSION AND FUTURE WORK 
 

The system provides a platform for the like-minded 
people in order to share thoughts, tips through which they 
can earn likes can be earned, followers in turn it yields them 
the reward points. Using the reward point, purchase of 
health related products can happen. Usage of the block 
chain in social media networking is one that is likely to 
experience the ramifications of the disruption. The 
capability to earn small amounts of crypto currencies for the 
rightful behavior will pull the users towards the platform 
that promotes health where increase in contributions to the 
platform would get a payback. Time spent on social 
networking sites and each post made will earn a tiny amount 
of Bitcoin which would in turn promote the health sector.  

In the future the implemented GSSS coin can be 
deployed for some value using which transactions in the 
digital world can be made. Also Mobile app can be 
developed for better usage of the system. 
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ABSTRACT 

 
This paper deals with the idea of secure locking automation 
utilizing IOT for door unlocking system to provide essential 
security to our homes, bank lockers and related control 
operations and security caution through the GSM module .It 
uses an image capturing technique in an embedded system 
based on raspberry pi server system. RPi (Raspberry pi) 
controls the video camera for catching it for turning on a relay 
for door unlocking. The module contains a secured face 
recognizer for automatic door unlocking. The camera catches 
the facial picture and compares it with the image which is 
stored in the database .If the picture is found in the database 
then the door lock opens otherwise it will produce a SMS that 
an unknown person is trying to gain access and along with 
that we are implementing Home automation which will be 
very helpful for providing support to disabled people and 
fulfill their needs in home and thus they lead a normal life. 
This module controls the home appliances with a very ease of 
installation and it is user friendly. 

 
Keywords  
Facial Recognition; Internet of Things(IOT);Image matching; 
Sensor System; Digital camera; Raspberry Pi 3;Person 
Identification, Android, Wi-Fi module. 

 
I. INTRODUCTION  

In these modern times, home security is the need of the hour 
for the development of society as a whole which in turn will 
help make our cities smart, so the concept of facial 
recognition to gain access of the house is an idea which is 
used to make our place of living more secure. A facial 
recognition system is a system which captures facial images 
and verifies the identity of a person using a digital camera. 

 
Face is detected automatically by using face detection 
technique and the entire face recognition is completed without 
touching with any hardware. Face detection is the first step of 
the face recognition system. The performance of the entire 
face recognition system is influenced by the reliability of the 
face detection. By using face detection, it can identify only the 
facial part of an image regardless of the background of this 
image. 

 
 
 
 
 
 

 
 
 
 
 
 
A facial acknowledgment framework is a framework which gets 
facial pictures and confirms the character of a man using a 
propelled camera . It is an application fit for distinguishing or 
checking a man from a computerized picture. One approach to 
do this is by looking at chose facial components from the picture 
and a face database. 

Home automation is become more beneficial because of its safety 
and security. Nowadays, home automation became more advance 
and precise to monitor all the home appliances. In this paper, we 
used a Wi-Fi wireless technology to monitor the device. An 
android application is installed in a mobile device i.e. android 
smart phone and it has inbuilt switch interface of all the 
appliances separately in it. Through which all the respective 
devices can be control and monitor individually. 
 
The Wi-Fi module receives the command from mobile phone and 
passes to relay circuit. As per the given signal from the user, the 
relay circuit switched ON/OFF the respective devices. The main 
purpose of using Wi-Fi wireless technology is to provide a 
greater extent to range and better feasibility.  
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig 1: Facial Recognition 

 
 

Internet of things: The internet of things, additionally called 
the internet of articles, refers to a remote system between 
items. The term IOT has come to portray various advances 
and research teach that empower the web to connect into this 
present reality of physical articles. 

 
There are various technologies that enable IOT: 

 
• RFID and near-field communication 
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• Optical tags and quick response codes  
 Bluetooth low energy 

• ZigBee 
 

In this work we utilized raspberry pi 3 is a single board PC 
created in the United Kingdom by the raspberry pi 
establishment. Raspberry pi has many generations. What we 
are using here is pi3.It replaced pi2 model b in February 
2016. Raspberry pi3 is believed to be approximately 
80%faster than

https://en.wikipedia.org/wiki/Bluetooth_low_energy
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RPi2 in parallelized task. . Price is in between US 20$ to 
35$. It has architecture of ARM v8(64/32 bit), Broadcom 
BCM 2837 System on chip used along with the CPU of 
1.2GHz 64/32 bit quad core ARM cortex A53. The memory 
of Raspberry pi 3 is 1GB and the storage is in the micro 
SDHC slot. It has an additional feature of Wi-Fi and 
Bluetooth as compared to other versions of Raspberry Pi.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig 2: Raspberry Pi 3 

 
IBM Blue mix is an open standard cloud based platform as 
a service (PaaS) developed by IBM. It supports several 
programming languages and services as well as integrated 
DevOps to build, run, deploy and manage all types of 
applications on the cloud. Bluemix depends on Cloud 
Foundry open technology and keeps running on Soft Layer 
infrastructure. Bluemix supports several programming 
languages including Java, Node.js, PHP, Swift, Python, 
Ruby, etc. 
 
• Public Cloud: An open cloud is one in which the 
framework and other computational assets that it contains are 
made accessible to the overall population over the Web. It is 
possessed by a cloud supplier offering cloud administrations 
and, by definition, is outside to an association. 
 
• Private Cloud: A private cloud a restrictive system or a 
server farm that provisions facilitated administrations to a 
predetermined number of individuals. It might be overseen 
either by the association or an outsider, and might be 
facilitated inside the association's server farm or outside of it. 
 
• Community Cloud: A people group cloud is fairly like a 
private cloud; however the foundation and computational 
assets are shared by a few associations that have regular 
protection, security, and administrative contemplations, 
instead of for the restrictive utilization of a solitary 
association. 
 
• Hybrid Cloud: A cross breed cloud is a piece of at least 
two mists (private, group, or open) that stay extraordinary 
elements yet are bound together by institutionalized or 
restrictive innovation that empowers interoperability. 
 
Cloud computing uses three conveyance models by which 
diverse sorts of administrations are conveyed to the end 
client. The three conveyance models are the SaaS, PaaS and 
IaaS which give framework assets, application stage and 
programming as administrations to the purchaser. 
 

• Software-as-a-Service - SAAS is characterized as 
a product appropriation display in which 
applications are facilitated by a seller or specialist 
co-op and made accessible to clients over a system. 
Otherwise called "on request" programming, it is 
the most develop kind of Cloud computing on 
account of its high adaptability, demonstrated 
bolster administrations, improved versatility, 

lessened client support, and diminished cost due to 
their multi-principle designs. It is a model of 
programming arrangement whereby at least one 
application and the computational assets to run them 
are given to use on request. Its primary intention is 
to decrease the aggregate cost of equipment and 
programming advancement, upkeep, and operations. 
Security arrangements are completed predominantly 
by the cloud supplier. The cloud supporter does not 
oversee or control the hidden cloud framework or 
individual applications, with the exception of 
inclination choices and constrained regulatory 
application settings. 

 
• Platform-as-a-Service - PAAS gives foundation on 

which programming engineers can fabricate new 
applications or amplify existing applications without 
requiring the need to (buy advancement, QA, or 
generation server framework. It is a model of 
programming arrangement where the figuring stage 
is given as an on-request benefit whereupon 
applications can be created and sent. Its primary 
reason for existing is to lessen the cost and 
unpredictability of purchasing, loading, and dealing 
with the fundamental equipment and programming 
segments of the stage, including any required 
program and database advancement instruments. 
The cloud supporter has control over applications 
and application environment settings of the stage. 
Security arrangements are part between the cloud 
supplier and the cloud endorser.  

• Infrastructure-as-a-Service - Infrastructure-as-a-
Service (IaaS) is a model of programming 
organization whereby the fundamental figuring 
foundation of servers, programming, and system gear 
is given as an on-request benefit whereupon a stage 
to create and execute applications can be built up. Its 
fundamental reason for existing is to abstain from 
buying, lodging, and dealing with the essential 
equipment and programming framework segments, 
and rather get those assets as virtualized items 
controllable by means of an administration interface. 
The cloud supporter for the most part has expansive 
flexibility to pick the working framework and 
improvement environment to be facilitated Security 
arrangements past the essential foundation are done 
predominantly by the cloud endorser. 

 
The cloud stage is utilized as a part of this venture is IBM Blue 
mix. It is an open standard, cloud based stage for building, 
overseeing and running utilizations of different types (web, 
versatile, huge information, and new brilliant gadgets, so on). 

 
A. HOME AUTOMATION: 

 
Home Automation is a unique system that can control and 
establish communication between nearly all aspects of your 
house Home Automation is a term used to describe the working 
together of all household amenities and appliances. For example, 
a centrally microcontroller panel can have the capability to 
control everything from heating, air conditioning, security 
system, lighting and overall electrical appliances. Home 
automation can include controlling aspects of our home remotely 
through a computer or any mobile equipment, programming 
electronics devices to respond automatically to some conditions 
or scenarios or centralizing the control of a variety of appliances 
in our home into a single control center. For example, Control of 
lights in and around our house from one central location so there 
is no need to get out of to that place or go to downstairs if we 
forgot to turn OFF or ON any appliances just we can control 
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II. EXISTING SYSTEM  
Most doors are controlled by persons with the use of keys, 
security cards, password or pattern to open the door. The aim 
of this paper is to help users for improvement of the door 
security of sensitive locations by using face detection and 
recognition. Face is a complex multidimensional structure and 
needs good computing techniques for detection and 
recognition. This paper is comprised mainly of three 
subsystems: namely face detection, face recognition and 
automatic door access control. Face detection is the process of 
detecting the region of face in an image. The face is detected 
by using the Haar Cascade method and face recognition is 
implemented by using the Haar Cascade. If a face is 
recognized, it is known, else it is unknown. The door will open 
automatically for the known person due to the command of the 
microcontroller. On the other hand, alarm will ring for the 
unknown person.  

• In the present scenario the crimes are increasing 
exponentially , arising a need of security.  

• Security can also be described as a condition so that 
one can develop and progress freely and with a faith 
that no harm may be done.  

• Visually impaired people are more immune to such 
crimes.  

• Camera is now enormously being used and with the 
development of its content that is used in various 
applications. One of such is visual surveillance that is 
in flagship demand in today’s market. 

 
 

III. LITERATURE REVIEW  
In today’s fast paced and ever changing world security is one 

of the basic needs of our lives. Use of technology in the field 
of security plays an important role in increasing the security as 
well as reducing the manpower efforts. 
 
S. Suresh Kumar et al [1] The growth of the internet has 
given rise to a number of open online learning platform, 
enabling access to learning materials by millions of 
individuals regardless of age or education background 
collective intelligence. These massive open online courses 
have replaced traditional institutional learning environments, 
such as physical attendance of lectures, with globally 
accessible learning via the web. 
 
S. Suresh Kumar et al [2] Smart education with cutting edge 
technology is trending in E-learning platform. The design of 
e-learning system exist with lot of challenges and need for a 
strong, flexible and robust system which is available to user. 
Database-per-service is a per0formance oriented cloud based 
service model, provides flexible access to user anywhere-
anytime without setting up any physical hardware or setting 
any software configuration. 

 
Y. Januzaj. et al. [3] proposed real time access control for face 
recognition using, Raspberry pi instead of GSM services and 
relay. The limitation of the work was it couldn’t control the 

background light situation and ambient light conditions. 
 
H.Lwin.et al.[4] has proposed a door lock access system 
which consists of three subsystems: to be specific face 
recognition ,face detection, and automated door access 
control. Face recognition is actualized by using the PCA 
(Principal Component Analysis ). The door will open itself for 
the known person in command of the microcontroller and 
caution will ring for the unknown person. Demerit of this 
system is input images are taken through a web camera 
continuously until the ‘stop camera’ button is pressed. 

 
Somebody is required at the location to check unauthorized 
person’s images or status of the system and take further 

appropriate action. Personal computer (PC) is associated with 
the microcontroller, The entire system will not work if PC is 
crashed or Non-Function.. 
 
M. Chowdhury.et al. [5] had implemented security system 
where if any person came at the door it was notified to the 
home owner via e-mail and twitter then the user could see the 
person standing at the door using camera from remote location. 
The image of the person got captured and sent to twitter and e-
mail. They stated that user couldn’t control the door remotely. 

They had concluded that this system was useful for preventing 
unauthorized access. The limitation of this work was that the 
alert generated was sent to the mail and twitter account but if 
the user didn’t have internet connection on his/her phone, 

he/she couldn’t check the mail and couldn’t recognise that any 

unauthorized person was trying to access the door. 
 
G.senthilkumar.et.al. [6] proposed a work on Embedded 
Image Capturing System Using Raspberry Pi. In this work, 
they captured the image and compared it with the database but 
the limitation was the system couldn’t work properly in the 

ambient light condition. 
 
M. Carikci et al. [7] proposed a work on A Face Recognition 
System based on Eigen face method in which they used Eigen 
method for face recognition and Euclidean distance method to 
compare the image of the person concerned with the images 
in the database. It was very efficient and fast method and also 
gave high accuracy. 
 
S. Jogdand.et.al [8] proposed a work on Implementation of 
Automated Door Accessing System with Face Design and 
Recognition in which they used Viola Jones method for face 
detection and PCA (Principal Component Analysis) for the 
comparison of images. The limitation of this work was that it 
is not robust and the efficiency is less. 
 
U. Sowmiya.et al [9]. Developed to connect any door with 
internet. In this system user also implemented PIR sensor and 
camera. PIR sensor used for detecting person and camera used 
for capturing the video of the person who comes at the door. 
The video was sent through 3g dongle to authorized person. 
They had also discussed some advantages of this system. They 
had concluded use of this system in banks, hospitals etc. But 
their proposed model didn’t provide the facility of sending 

messages to the authorized people. 
 
J. Kartik et al [10]. Have proposed two systems are proposed, 
one is based on GSM technology and other uses a web camera 
to detect the intruder. The first security system uses a web 
camera, installed in house premises, which is operated by 
software installed on the PC and it uses the Internet for 
communication. The camera identifies movement of any 
intruder before the camera measurements or camera range. 
The product imparts to the planned client through Internet 
arrange and in the meantime, it gives a sound alarm. The 
second security system is SMS based and utilizes GSM 
innovation to send the SMS to the owner. 
 
 

IV. DESIGN 
The proposed works are as follows: 
 

• Interfacing of camera to capture live face images. 
 

• Create a database of authorized person if they exist. 
 

• Capturing current image, save it and compare with 
the database image. 



 
 

Dept. of CSE, SJBIT                                                                  NCIIC-2019 Page 48 
 

 
• Interface GSM module to send alert to authorized 

person while unlocking the locked door in the form 
of SMS and CALL. 

 
• The project can also be used for surveillance. For 

instance, it can capture the images of unidentified 
individuals and store it which can later be used to 
determine the impostors who tried to gain 
illegitimate access. 

 
• Interface relay as an output.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 3: Block diagram of “Raspberry pi based face 
recognition system for door unlocking”. 

 
The system will works in two different parts. The first part is 
for capturing and creating a database by storing the image. 
And the second one is to compare the image with the stored 
images in the database .For feature extraction we will use 
Eigen faces methodology and Euclidian distances will used 
for recognition of the face. 
 

• Camera module: Camera module is pi camera 
interfacing to the raspberry pi module. It is used to 
capture images and send the clicked images to the 
raspberry pi module. Camera contains LEDs and 
flashes to handle that light condition that is not 
explicitly supplied by the environment and these light 
conditions are known as ambient light conditions. 

 

• Raspberry pi module: raspberry pi 3 module is a 
small computer board. When an image is taken by 
raspberry pi it is compared with database image. For 
the first time when we capture an image to Create a 
database raspberry pi module captures many images to 
create a database in the system and this database is 
compared with the live captured images. After 
comparing the two images, based on whether the 
output is positive or negative it gives commands to 
GSM module. 

 
• GSM Module: GSM module is used to send a 

message to the authorized people based on the output.  
If the output is positive “Information matched Access 
granted” message will be sent to the authorized 
people, otherwise in case of unauthorized access it 
will send an “Access denied. Some unknown person 

is trying to unlock the door”. Message to the certified 
users of the system.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig 4: Flowchart of Image capturing and database 

comparison 
 

 

V. METHODOLOGY 
 

A. Proposed System Implementation 
 

• Interfacing of camera to capture live face images  
• Create a database of authorized person if they exist 

 
• Capturing current image, save it and compare with 

the database image. 
 

• Interface GSM module to send alert to authorized 

person while unlocking the locked door in the form of 

SMS and CALL 
 

• The project can also be used for surveillance. For 

instance, it can capture the images of unidentified 

individuals and store it which can later be used to 

determine the impostors who tried to gain illegitimate 

access. 
 

• Interface relay as on output 
 
 

VI. RESULT ANALYSIS 
 

The result in the creation of real time database are recorded. 
The real time database is created by using python. While 
executing it produces 30 images of each subject. . Likewise, 
databases should be created for at least 10 individuals and it 
creates each image size of about 100*130 pixels of height and  
width..along with will provide greater advantages like it 
decrease our energy costs, it improves home security. In 
addition, it is very convenient to use and will improve the 
comfort of our home. 
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Figure 5 : Classification accuracy  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 6 : Training times  

 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 7: Per-image prediction time 

 
 
 

 

VII. CONCLUSION 
 

The arrangement of a facial recognition system using raspberry pi can make the system littler, lighter and work 
successfully utilizing lower control use, so it is more convenient than the pc- based face recognition system. It is open source 
software on Linux. Also, send a security alert message to the authorized person utilities. We are also providing power backup 
for the smooth and continuous functioning of the system in case of power failure. The power bank is used to charge the 
Raspberry Pi so there is less chance to slow down the system. 
 
This development scheme is cheap, fast, and highly reliable and Raspberry pi takes less power and provides enough 
flexibility to suit the requirement of different people. 
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 eht yb tes snoitaluger yna  ,ynapmoc ehT .tnemnrevog
 on sah dna atad remusnoc htiw laed t’nseod ti dias ,revewoh

.od sppa ekil ,ti ezitenom ot tnetni  

 ,SU eht ni saerehw yadot aidnI ni wal ycavirp on si erehT
 eht si )ereht( ,eporuE ni dna tnemeriuqer lagel emos si ereht

RPDG tnegnirts  .MIGER  

 

 

 

.4  STNEMIREPXE  DETCUDNOC  : 

A  MODNAR  elpmas  fo  1201  diordnA  sppa  saw  nekat  
.noitaredisnoc otni  gniruD  eht  ,yduts  suoirav  fo seirogetac  

diordnA  sppa  ekil  ,semaG  .slooT  tnemniatretnE   &laicoS
,noitacinummoC  cisuM   dna ,oediV  noitazilanosreP  

itcudorP ytiv , dna noitacudE, yhpargotohP  kooBe  dna  efil  
yts el  erew  na   DEZYLANA . ehT  tesatad  dedulcni  eht  
tac  yroge fo  ppA  dna  stsil eht  fo  snoissimrep  taht  siht  ppa  

 detseuqer gnirud  .noitallatsni  ehT  sppa  evah  deifissalc neeb  
i ot n  owt  seirogetac  gnidneped  no  eht  snoissimrep  tseuqer  .de

ehT  yrogetac tsrif  sedulcni  esoht  sppa  taht  tseuqer  ireneG  c
 snoissimreP dna  esoht  taht  evisavni ycavirP tseuqer  

issimreP .sno  5erugiF  swohs  eht  egatnecrep  fo  sppa  taht  
r  detseuqe cireneg rof  snoissimrep  ekil  eht  oiduA  ,sgnittes  

sgnittes CNYS , ,repapllaw  gnidaer  yrotsih tenretni  dna  .noos  
rF mo  t ,5erugiF  nac  eb  taht nees  erom  naht  %59  fo   t eh  sppa  

tseuqer  . krowteN  .noitacinummoC  %27  tseuqer  rotS  dna ega
24   %  detseuqer  ruoY  ppa  .noissimrep ofni  



 41 ht  tnI no ecnerefnoC lanoitaN  tnegilletnI detarge C ,gnitupmoC ytiruceS & noitacinummo  
   

TIBJS ,ESC fo .tpeD  CIICN - 9102   egaP 45  
 

 
itseuqer sppa fo egatnecreP :5 giF  cireneG gn

.snoissimrep  

A ralimis  yduts  saw  detcudnoc  rof  eht  sppA  gnitseuqer  
ycavirp  evisavni  snoissimrep  ekil  ssecca  ot  ruoy  tnuocca  no  

t eh  ruoy ,ecived  ruoy ,segassem  noitamrofni lanosrep   dna
ve ne  ssecca  ot  ruoy  noitacol ,aremac  dna  enohp  llac .s  sA  

nwohs  ni  tsom ,6erugiF  fo  sppa eht  detseuqer  ssecca  ot  t eh  
evitisnes  noitamrofni  sa  sA. llew  detacidni  ni  eht   ,erugiF

%84  fo  eht  sppa  detseuqer  ssecca  ot  eht  enohp  %83 ,sllac  
detseuqer  ruoY  .noitacol  ereht suhT  era  sppa lareves  taht  

tseuqer  eht  ycavirP  evisavni  .snoissimrep  

       tI  saw  devresbo  t tah  tsom  fo  eht  sppa  dnamed  ral  eg
rebmun  fo  snoissimrep  morf  eht  .resu  nO  na  reva ega  %17  

sppa  erew  nwonk  ot  tceffa  eht  ,yrettab  %99  ssecca   eht
krowteN  ,noitacinummoc  %87  tceffa  eht  ,egarots  %94  ssecca  

eht  ,sloot metsys  tceffa %34  eht  s'resu  noitacilppa  ,ofni   %84

ssecca  enohp  ,sllac  ssecca %83  eht  ,noitacol s'resu  %42  
ssecca  ,htooteulB  %52  ssecca  eht  tnuocca  noitamrofni  fo  eht  

resu  %62 dna  ssecca  eht  .aremaC  

 
vni ycavirP gnitseuqer sppa fo egatnecreP :6 giF  evisa

.snoissimrep  

 

 

 

 

 

 

 llits era snoissimrep eht fo emos taht si swen doog ehT
 !srebmun ressel ni gnitseuqer esehT  edulcni  rof %02  

tnempoleved  ,sloot    %91 f ro  gnidaer  noitcaretni  ,ofni   %5
tenretni daer  yrotsih  dna  skramkoob  %8,  ssecca  ,repapllaw  

%7  ssecca  lanosrep  %8 ,noitamrofni  ssecca  segassem  dna  
tser  fo  eht  snoissimrep  detseuqer  era  yrev  ssel  ni  srebmun  .  

nO  eht  sisab  fo  PPPG  ledom  eht  resu  nac  etaluclac  eht  
tnetxe  hcihw ot  eht  ppa  si  ycavirp  evisavni  dnA.  suht  ediced  

rehtehw  ot  latsni  l eht  ppa  ro  roF. ton  ecnatsni  fi  na   ppa
stseuqer  6 snoissimrep  taht  llaf  ni  ot  PP  yrogetac  dna  4 

snoissimrep  taht  llaf  ni  ot  neht, yrogetac PG  eht  ppa  si  
ycavirp  evisavni  dna  eht  resu  tsum  ekat  a kool  ta  lla   eht

snoissimrep  detseuqer  erofeb  gnillatsni  eht  ppa . 

 .5 NOISULCNOC  : 
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hguohT  tsom  fo  eht  sppa  tseuqer  a edutitlum  fo  cireneg  
sa  llew  sa  ycavirp  evisavni  ,snoissimrep  suoicsnoc a  noisiced  
no  eht  trap  fo  eht  resu  si  laitnesse  gnillatsni erofeb  eht  .sppa  

ehT  resu  dluohs  yltnetrevdani  daer  eht  snoissimrep  detseuqer  
rieht dna  snoitacilpmi  fo ereht  erofeb  gnitnarg  .ssecca  sihT  

nac  pleh  eht  resu  ni  eht gnitneverp  noitalever  fo  lanosrep  
.noitamrofni  ehT  PPPG  ledom  sedivorp  a noitacifissalc  fo  

sppa eht  no  eht  sisab  fo  eht  ppa  .snoissimrep  sihT  ledom  nac  
eb  desu  ot  dia  eht  resu  gnikam ni  a suoiciduj  noisiced  

rehtehw  ot  llatsni  a ralucitrap  ppa  ro  rofeB .ton  e gnivig   yna
noissimrep  ot  yna  fo  eht  noitacilppa  ew  dluohs  erawa  fo  eht  

evoba  segatnavdasid  ereht dna  si  na  rehtona  yaw  fo  gnisu  eht  
elibom  noitacilppa  tuohtiw  gnivig  yna  noissimrep  gnisu yb  
rehtona  noitacilppa  dellac  .recnuob  

ECNEREFER.6  : 

]1[  eliboM  ygolonhceT  tcaF  weP ,teehS  hcraeseR  retneC  ,
temetniwcp .www / / :ptth  elibom /steehs tcaf /gro  

teehs tcaf ygolonhcet  

yhW ]2[  seod  siht  diordnA  ppa  deen  o  ynam  ,?snoissimreP
yhw /9901995 /moc.rekcahefil .www / / :ptth - seod - siht - ppa  

deen - os - .snoissimrep ynam  

eliboM ]3[  gnitarepo  aidepikiW metsys   /g ro .aidepikiw .ne
gnitarepo _eliboM / ikiw  ehT ,atsitatS metsys  scitsitatS  

itats /moc .atsitats .www / / :ptth latrop scits  rebmun601182 - 
fo - diordna  ppa  sdaolnwod - morf - lgoog e-  yalp  

semiT cimonocE ehT ]4[  
 repaP EEEI ]5[ -  sppa diordna evisavni ycavirp woH

?era  

 repaP EEEI ]6[ -  dnemmocer ot sppa diordna gniniM
noissimrep  
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 gnisU metsyS gnirewsnA tnegilletnI nO yevruS A
gninraeL desaB ledoM ytiralimiS  

 
K H hsigoY .rD 1, ottirB lehcaR 2 S ahtewhS , 3 N kapeeD, 4 

 ,tnemtrapeD eht fo daeH rosseforP 1 tnedutS, 4,3,2  

 ,gnireenignE & ecneicS retupmoC  
 fo egelloC irigahtpaS aidnI ,erolagnaB,gnireenignE  
ni.ude.irigahtpas@escdoh 1, moc.liamg@7962lehcarottirb 2, 

moc.liamg@7102ahtewhs 3 moc.liamg@7ayrusnkapeed, 4 

 
 

TCARTSBA  
 na si )LM( gninraeL enihcaM
 fo tes a si taht aera )IA( ecnegilletni laicifitra
 LM .smelborp evlos ot seuqinhcet lacitsitats
 fo egnar ediw a ot deilppa eb nac seuqinhcet

smelborp detimilnu - noisiv -  ,hcraeser desab
 neve dna ,noitciderp ecirp ,noitceted duarf

n  ,trams A .)PLN( gnissecorp egaugnal laruta
resu -  si metsys esnopser citamotua yldneirf

 dna tceted ot ytiliba eht htiw depoleved
 ynam era erehT .hsilgnE ni snoitseuq rewsna
 fo tpecnoc eht esu taht smetsys esnopser
 eht rewsna ot gnissecorp egaugnal larutan

uq  ni etarucca os ton era yeht tub ,snoitse
 denifederp cificepS .rewsna thgir eht gnidnif
 osla era tamrof cificeps htiw seireuq
 ni snoitseuq eht ksa ot deen sresU .deriuqer
 .smetsys hcus rof ylno tamrof nevig eht
 ni hsiw yeht sa seireuq eht retne nac sresU

ht  si tamrof cificeps oN .metsys desoporp e
 yna hctam ot sliaf yreuq eht fI .deriuqer
 detseggus eb lliw resu eht ,yreuq denifederp
 trepxe niamod ehT .yreuq dehctam tseb eht
 a ni snoitseuq hcus ot srewsna eht speek
 esnopser dehctam tseb ehT .esabatad

 dehcraes  eht ot denruter si esabatad eht morf
 A .srewsna fo laveirter eht gnirud resu
 ot desu si euqinhcet gnihctam etalpmet
 erom si metsys eht suhT .hctam siht mrofrep

 eht lla morf etarucca dna tneiciffe
.sevitcepsrep  

 
NOITCUDORTNI  

 eht ,dlrow nredom eht nI  ygolonhcet tenretni
 yaw eht taht decnavda hcum os emoceb sah
 eritne eht ssorca degnahc sah noitcaretni fo
 si egaugnal larutaN .niamod noitacilppa
 eht lla ni noitacinummoc rof desu gnieb
 eht no noitseuq a sepyt resu a nehW .sdleif

oolf si resu eht ,tenretni  tnaveler htiw ded
 gnimusnoc emit sti dna atad tnavelerri dna
 noitamrofni eht dnif dna tuo ti tros ot
 a sreggirt hcihw noitseuq eht ot tnaveler
 noitseuQ tnegilletnI detamotuA rof deen
 ot gnitagivan rof metsyS gnirewsnA

gnignellahc a si sihT .atad lufgninaem  ksat
 larutaN gnisu yb deveihca eb nac hcihw
 dna )PLN( gnissecorP egaugnaL
 PLN .seuqinhcet )RI( laveirteR noitamrofnI
 eht dnatsrednu retteb ot retupmoc a spleh

.etacinummoc ot resu yb desu egaugnal  

 trams a dliub ot deriuqer slliks ehT
dulcni metsys esnopser  ,noitazinekot e

 noitseuq ,strap gniggat hceeps ,gnisrap
 ecnetnes ,noitcurtsnoc yreuq ,noitacifissalc
 drowyek ,laveirter tnemucod ,gnidnatsrednu
 noitcartxe esnopser ,noitacifissalc ,gniknar
 tnatropmi owt era erehT .noitadilav dna
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sys AQ eht hcihw ni sniamod  eb nac met
 desolc dna niamod nepO :detnemelpmi
 snoitseuq htiw slaed niamod nepO .niamod
 htiw slaed niamod desolC .sniamod lla ni
 a dna niamod ralucitrap a ni ylno snoitseuq

.ti rof deniatniam si esabatad  

 slaed hcihw melborp drah a si PLN
gnidnatsrednu htiw   ton egaugnal namuh eht

 pu maet sdrow eht woh osla tub sdrow ylno
 PLN tnereffid ehT .gninaem a rof ot
 enihcaM ,scitylana peeD :era seuqinhcet

oC ,noitcartxe ytitne demaN ,noitalsnart -
 citamotuA ,noituloser ecnerefer
 si RI .sisylana tnemitneS ,noitazirammus
 desab egdelwonk eveirter dna hcraes ot desu

.esabatad eht morf noitamrofni  
  

YEVRUS ERUTARETIL  
  no detcudnoc si yevrus a ]1[ nI

 gnirewsna rof metsys fo sepyt suoirav
 noitamrofnI fo dleif eht nI .snoitseuq
 gnirewsna gninoitseuq eht ,)RI( laveirteR

si metsys   .aera hcraeser tnatropmi na
 ni denibmoc era hcraeser fo sdleif tnereffiD
 egaugnaL larutaN ekil metsys siht
 ecnegilletnI laicifitrA ,)PLN( gnissecorP
 dna ,)RI( laveirteR noitamrofnI ,)IA(
 ylniam si tI .)EI( noitcartxE noitamrofnI

sepyt owt otni dezirogetac   eht no desab
 dna niamod nepo :secruoser fo ytilibaliava
 ekil senigne hcraes ehT .niamod desolc
 erehw niamod nepo eht rednu semoc elgooG
 dlroW eht morf deveirter si noitamrofni eht
 gnisu yb enod yllausu si sihT .beW ediW

o seicneuqerf dna gnihctam sdrowyek  f
 gnimusnoc emit a si tI .stnemucod gnissecca
 tnaveler eht rof hcraes ot resu eht rof ssecorp
 fo hcnub elohw eht morf rewsna
 .tluser hcraes a sa deniatbo atad/stnemucod

 .dleif hcraeser gniworg yldipar a si AQ ehT
 atad fo noitcartxe rof emit eht secuder tI  sa

 tcaxe ot tseraen ro tcaxe na sedivorp llew
 eht no tnedneped osla si emit sihT .rewsna
 ehT .desu si metsys eht hcihw no niamod
 erom sehctef niamod desolc no desu metsys
 metsys ot derapmoc nehw tluser etarucca
 ecaps hcraes ehT .niamod nepo rednu desu

 rof  nehw niamod desolc ni ssel si metsys eht
 metsys AQ ehT .tenretni eht ot derapmoc
 tnereffid rof detnemelpmi neeb sah
 dna ,esenapaJ ,naeroK ekil segaugnal
 AQ eht fo snoitacilppa ehT .cte hsilgnE
 morf noitamrofni gnitcartxe era metsys

animaxe enilno ,tnemucod  ,metsys noit
 ,gninrael egaugnaL ,tnemeganam tnemucod
 ,noitcaretni retupmoc dna namuh

.erom ynam dna tnemucod fo noitacifissalc  

 si metsys AQ tnegilletnI na ]2[ nI
 mia niam ehT .egaugnal cibarA rof dengised
 ot elba eb tsum ti taht saw metsys siht fo

 dnopser  eht dna yllacitamotua seireuq eht ot
 htiw etarucca eb dluohs deveirter rewsna
 srewsna metsys ehT .yreuq eht ot tcepser
 eriuqer taht snoitseuq detacitsihpos erom
 sti sdliub tI .ecnerefni laropmet fo tros emos

noitseuq fo smrof tnereffid htiw esabatad -
rewsna   dna resu eht yb deretne sriap

 ni tluser lliw sihT .metsys eht yb derewsna
 metsys sihT .ycarucca dna deeps desaercni
 ,)RI( laveirteR noitamrofnI fo esu sekam
 larutaN dna ,)EI( noitcartxE noitamrofnI
 resu ehT .seuqinhcet gnissecorP egaugnaL

i yreuq a sretne  steg dna egaugnal nekops n
 .tamrof ecnetnes a ro drow a ni rewsna eht
 lautpecnoc ni kcal yllausu senignE hcraeS
 no sdneped dna dlrow fo egdelwonk
 tI .cigol tnelavib dna seiroeht ytilibaborp
 detcartxe eht ni noissecerp edivorp ton seod

deveirter ehT .rewsna   doog ton era steppins
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 .noitamrofni bew dna sisylana atad gib rof
 eht ylno edivorp lliw metsys AQ eht tuB
 kool tsrif lliw metsys sihT .rewsna detseuqer
 ton s’ti fi rewsna eht rof esabatad eht pu
 dna WWW rof tpo lliw ti neht elbaliava

luser eht yltneuqesnoc  ot no deretne eb lliw t
 ton si noitseuq cificeps a fI .esabatad eht
 eb lliw noitseuq eht ,esabatad ni dnuof
 noitseuq fo eludom eht yb dezylana
 detcartxe eb lliw rewsna eht dna gnissecorp
 fo eludom eht yb bew eht morf

rewsna  iw metsys AQ yllausU .noitcartxe  ll
 ,sdrowyek gnihctam fo tpecnoc eht no krow
 ot woh fo eussi eht sserdda ton seod siht tub
 dna sisylana noitseuq evisnetxe tcudnoc
 sihT .egaugnal larutan fo gnidnatsrednu
 fo eerged emos evah ot dias si AQ desoporp
 etareneg nac dna gnidnatsrednu citnames

na .ylsuomonotua srews  

 hcihw depoleved si metsys a ]3[ nI
 eht sah dna tupni sa esabatad tcaf sekat
 egnar ediw fo snoitseuq rewsna ot ytilibapac
 enihcam a stnemelpmi tI .seitixelpmoc fo
 a otni tupni eht trevnoc lliw hcihw

na eveirter ot sa os tamrof elbatupmoc  
 tcaf ehT .deksa noitseuq eht rof rewsna
 dna stcaf tupni fo stsisnoc esabatad
 si metsys detnemelpmi ehT .snoitseuq
 rewsna dluoc ti rehtehw no desab detaulave
 secudorp hcihw snoitseuq noitcuded elpmis
 sti no osla dna rewsna eht sa on/sey

taler ot ytilibapac  a rewsna dna stcaf e
 siht rof desu sksat ehT .noitseuq xelpmoc
 skrowteN yromeM cimanyD era noitaulave
 fo sksat ibAb eht sessap hcihw ,)NMD(
 etaulave ot ledom siht sesu dna koobecaF
 OTSIRA eht rof desaeler tes atad eht

oc hcihw ,etutitsnI nellA fo egnellahc  sniatn
 ehT .snoitseuq ecneics tluciffid ylgnisaercni
 eht si metsys siht rof esab egdelwonk

 metsys a gnipoleveD .sksat ibAb koobecaF
 elpmis htob rof tluser tnetsisnoc sevig hcihw
 .ksat gnignellahc a si snoitseuq xelpmoc dna

aC .sesac 5 fo tsisnoc sksat ibAB  1 es
 eht rewsna ot stcaf elgnis ylno seriuqer
 eb ot stcaf elpitlum seriuqer 2 esaC .noitseuq
 na no edulcnoc ot redro ni deredisnoc
 eht no rewsna eht sediced 3 esaC .rewsna
 otni sekat osla dna sdrowyek fo sisab
 eht ni drowyek eht fo noitisop eht tnuocca

euq  on/sey eritne eht htiw slaed 4 esaC .noits
 sesac gnitnuoc htiw slaed 5 esaC .snoitseuq
 .airetirc ”?ynam woh“ htiw snoitseuq ekil
 eht lla tnuocca otni sekat metsys ehT
 eht no edulcnoc ot yrassecen stcaf tnaveler
 evoba eht tnemelpmi oT .rewsna lanif

 sdohtem  eht evah dluohs metsys eht
 nevig stcaf eht dnatsrednu ot ytilibapac
 egareva elbailer nwohs sah skrowten larueN
 eht tub dleif siht ni ecnamrofrep
 sksat xelpmoc sa derewol si ecnamrofrep
 laruen A .deredisnoc era ibAb sa hcus

 ssergorp doog a edam sah krowten  eht ni
 .noitacifissalc txet dna egami fo dleif
 rof desaercni sah ecnamrofrep ,yltneceR
 fo noitidda eht ot eud sksat xelpmoc
 laruen ot stnenopmoc noitnetta dna yromem

.skrowten  

 eht fo elor rojam eht ]4[ nI
 ot si metsyS gnirewsnA gninoitseuQ

 rewsna etalumis  elpoeP .resu eht yb deriuqer
 noitamrofni ssecca ot sresworb esu yllausu
 ecruos a era smuroF dna sgolB .bew eht fo
 eht ot euD .gnirahs noitamrofni cimanyd fo
 rof sppa dna senohp trams fo esu daerpsediw
 fo deen dna sesoprup fo rebmun eguh a

hs ni noitamrofni  elibom a ,emit fo naps tro
 si metsys gnirewsna gninoitseuq desab
 lanosrep sedivorp hcihw depoleved
 gnidivorp rof osla dna gninrael ni ecnatsissa
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 eht no derots sresu eht rof noitamrofni
 llifluf ot ecafrus a sa desu si tI .sretupmoc

su eht fo tnemeriuqer eht  detaler htiw sre
 eht rof egaugnal larutan sesu ti .tnetnoc
 eht syalpsid dna esoprup noitacinummoc
 metsys AQ elibom ehT .tluser dezimitpo
 dna egaugnal larutan ni tupni gnikat eb lliw
 noitamrofni eht htiw ti hctam dna ti sesylana

dna esab egdelwonk ni derots   .tluser yalpsid
 dna puorgswen02 ,sweiver koob nozamA
 eht dliub ot desu era stesatad oohaY
 sa derots era srewsna ehT .esab egdelwonk

 tnetnoc -  egdelwonk eht ni sretsulc cificeps
 esU .steppins sa tuptuo eht yalpsid dna esab

ht esaerced ot sisylanA tnemitneS  e
 eht dna yreuq resu neewteb pag yralubacov
 eht fo stluser ehT .esnopser deveirter
 gnisu detaulave era ecafretni desoporp
 ,llaceR ,noisicerP sa hcus scirtem dradnats

1F -  esrevnI dna noisicerP esrevnI ,erocS
 ehT .esnopser tnaveler eht nruter ot llaceR

d nepo  gnirewsna fo elbapac si metsys niamo
 ,erutan niamod fo evitcepserri atad cimanyd
 rof stesatad sesu niamod desolc eht tub
 ni si ohw renrael ehT .rewsna eht gniveirter
 desolc eht esu lliw atad citats fo deen a
 lacidem ,msiruot ekil metsys AQ niamod

h ,htlaeh  ynam ,yltneceR .cte atad lacirotsi
 gnirewsna noitseuq no desucof evah stroffe
 rof skrowten aidem laicos no desab smetsys

  .noitamrofni esicerp eht gnitteg  

  eht no edam si hcraeser a ]5[ nI
 eht dna smetsyS gnirewsnA gninoitseuQ

mpoleved rof desu seuqinhcet  eht sA .tne
 ygolonhcet noitacinummoc dna noitamrofni
 dna ytissecen eht ,hcum yrev desaercni sah
 gnirewsna noitseuq eht rof ecnatropmi
 xelpmoC .yldipar desaercni sah metsys
 sti rof yrassecen era seuqinhcet tnemssessa

ezylana tsrif tsum metsys A .tnempoleved  

 hcraes dna noitseuq a rewsna ot noitseuq eht
 dna srewsna elbissop erom ro eno rof

 resu a ni ti tneserp -  ehT .mrof yldneirf
 rof sdohtem lacihparg esu yllausu smetsys
 egdelwonk ehT .egdelwonk gnitneserper
 eht neht dna ledom a ot detrevnoc si deniag

i ledom  sedoN ehT .srewsna rof dehcraes s
 hcus eno si dohtem )KON( egdelwonK fO
 fo elbapac si metsys AQ ehT .elpmaxe
 ot gnirrefer yb snoitseuq lautcaf gnirewsna
 gninibmoc yb stnemucod fo noitcelloc eht
 egaugnaL larutaN dna laveirteR noitamrofnI

uqinhceT gnissecorP  owt era erehT .se
 AQ eht fo hcraeser ni sdleif tnenimorp

ceipuK .noitaulave dna ecruoser :metsys -  a
 gnitcelloc rof dohtem laivirt desu metsys
 sa aidepolcycne tenretnI dna snoitseuq
 eciohc elpitlum fo tes A .rewsna rof ecruos

e noitaulave eht sekam snoitseuq  ehT .ysa
 dna srewsna on htiw snoitseuq fo noitaulave
 xelpmoc a si srewsna ynam htiw snoitseuq
 xis ehT .hcraeser rednu llits si hcihw ssecorp
 :era metsys AQ a fo tnemssessa rof airetirc
 ,ssenesicnoc ,ssentcerroc ,ecnaveler

fitsuj dna ecnerehoc ,ssenetelpmoc .noitaci  

          metsys gnirewsna tnegilletni na ]6[ nI
 dleif eht ni hcraeser eht no desab desoporp si
 ta smia tI .)IA( ecnegilletnI laicifitrA fo
 yam hcihw noitamrofni esicnoc gnireviled
 .deksa noitseuq eht rof rewsna eht niatnoc

oitulos a si metsys sihT  eht gnicuder rof n
 tnaveler eht gnihcraes ni demusnoc emit
 eht no dedrabmob atad eht morf srewsna
 taht metsys a poleved ot si laog s’IA .sresu
 ytiliba eht sah ti .e.i roivaheb tnegilletni sah
 dna nrael ,smelborp tnereffid evlos ot

ihT .segaugnal dnatsrednu  stsisnoc metsys s
 dna esab egdelwonk :strap yramirp owt fo
 egdelwonk eht yllausU .enigne ecnerefni
 latnemirepxe dna lautcaf fo pu edam si esab
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 ot desu si enigne ecnerefni eht dna atad
 dengised metsys ehT .srewsna eht enimreted

smia dna niamod desolc rof si   gniveirter ta
 naht rehtar yreuq eht rof rewsna tcaxe eht
 stnemucod fo tes a htiw resu eht gnidrabmob
 desolc ehT .enigne hcraes yb enod sa
 fo esu evisnetxe seriuqer metsys AQ niamod
 fo tol a dna gnissecorp egaugnal larutan

ad lautcaf no enod eb ot hcraeser  ,at
 ssorc dna shpargarap dna ,stsil noitinifed
 nevig si noitseuq a nehW .snoitseuq laugnil
 esab egdelwonk eht fo trap tnaveler eht ylno
 hcraes eht gnicuder suht rof dehcraes si
 a sa detneserper si esab egdelwonK .ecaps

EHT a dna FI na sniatnoc ti .e.i elur  N
 fo dnik siht htiw smetsys ehT .noitidnoc
 desab elur sa dellac era snoitatneserper

 .smetsys  
7[ nI  tcaf sekat hcihw depoleved si metsys a ]

 ot ytilibapac eht sah dna tupni sa esabatad
 fo egnar ediw fo snoitseuq rewsna
 enihcam a stnemelpmi tI .seitixelpmoc
 a otni tupni eht trevnoc lliw hcihw
 na eveirter ot sa os tamrof elbatupmoc
 tcaf ehT .deksa noitseuq eht rof rewsna
 dna stcaf tupni fo stsisnoc esabatad
 si metsys detnemelpmi ehT .snoitseuq
 rewsna dluoc ti rehtehw no desab detaulave

oitseuq noitcuded elpmis  secudorp hcihw sn
 sti no osla dna rewsna eht sa on/sey
 a rewsna dna stcaf etaler ot ytilibapac
 siht rof desu sksat ehT .noitseuq xelpmoc
 skrowteN yromeM cimanyD era noitaulave
 fo sksat ibAb eht sessap hcihw ,)NMD(
 etaulave ot ledom siht sesu dna koobecaF

t  OTSIRA eht rof desaeler tes atad eh
 sniatnoc hcihw ,etutitsnI nellA fo egnellahc
 ehT .snoitseuq ecneics tluciffid ylgnisaercni
 eht si metsys siht rof esab egdelwonk
 metsys a gnipoleveD .sksat ibAb koobecaF

 elpmis htob rof tluser tnetsisnoc sevig hcihw
 dna  .ksat gnignellahc a si snoitseuq xelpmoc

 1 esaC .sesac 5 fo tsisnoc sksat ibAB
 eht rewsna ot stcaf elgnis ylno seriuqer
 eb ot stcaf elpitlum seriuqer 2 esaC .noitseuq
 na no edulcnoc ot redro ni deredisnoc
 eht no rewsna eht sediced 3 esaC .rewsna

k fo sisab  otni sekat osla dna sdrowye
 eht ni drowyek eht fo noitisop eht tnuocca
 on/sey eritne eht htiw slaed 4 esaC .noitseuq
 sesac gnitnuoc htiw slaed 5 esaC .snoitseuq
 .airetirc ”?ynam woh“ htiw snoitseuq ekil
 eht lla tnuocca otni sekat metsys ehT

 stcaf tnaveler  eht no edulcnoc ot yrassecen
 evoba eht tnemelpmi oT .rewsna lanif
 eht evah dluohs metsys eht sdohtem
 nevig stcaf eht dnatsrednu ot ytilibapac
 egareva elbailer nwohs sah skrowten larueN
 eht tub dleif siht ni ecnamrofrep

sat xelpmoc sa derewol si ecnamrofrep  sk
 laruen A .deredisnoc era ibAb sa hcus
 eht ni ssergorp doog a edam sah krowten
 .noitacifissalc txet dna egami fo dleif
 rof desaercni sah ecnamrofrep ,yltneceR
 fo noitidda eht ot eud sksat xelpmoc
 laruen ot stnenopmoc noitnetta dna yromem

.skrowten  

 
 

CNOC NOISUL  
  suoirav no sezisahpme repap sihT

 noitseuq dna smetsys gnirewsna noitseuq
 ynam era erehT .seuqinhcet gnirewsna
 nruter hcihw smetsys gnirewsna noitseuq
 resu eht yb deretne snoitseuq eht ot srewsna
 etarucca dna etairporppa nruter ot liaf tub

 a si tI .srewsna  a poleved ot ksat gnignellahc
 larutan dnatsrednu dluow hcihw metsys
 edivorp dna yltcerroc snoitseuq egaugnal
 fo ytilauq ehT .resu eht ot srewsna tcaxe
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 noitseuq niamod desolc yb denruter rewsna
 metsys eht esuaceb hgih si metsys gnirewsna

 a ot detcirtser si  saerehw ,niamod ralucitrap
 nepo yb denruter rewsna fo ytilauq eht
 fo ecnamrofrep ehT  .wol si metsys niamod
 tcaxe nruter ot devorpmi eb nac metsys a
 morf srewsna gniveirter yb stluser
 desab egdelwonk ehT .esab egdelwonk

t rewsna cificeps eht snruter metsys  eht o
 lliw metsys AQ.tnemucod a fo daetsni resu
 noitamrofni tcaxe eveirter ot sresu lla pleh

.ylisae  
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tcartsbA —  E.F.I.L  si  ot  yliramirp nekatrednu tcejorp a
  metsys dellatsni eht rotinom dna ytilicaf thgil a edivorp  rof

 tcejorp ehT .tserof eht ta sediser yllacisab ,ytinummoc labirT
fo esac ni elpoep labirt eseht trela ot smia osla   erehwyna erifdliw

elpoep eseht erehw )mk 5 nihtiw( noitacol eht raen  .ediser  
 

sdrowyeK - 
53ML -  rosnes erutarepmeT

RDL -  rotsiseR tnednepeD thgiL
 OEL - tibro htrae wol  

 
 

.I  I NOITCUDORTN  

 yrtnuoc a si aidnI  erehw  elpoep noitalupop sti fo %6.8 tuoba
 ot gnoleb  labirT   tsoM .susnec 1102 ot gnidrocca ytinummoc

 ,hsedarP  arhdnA ni detacol yltnedive era meht fo
 ,hsedarP ayhdaM ,dnahkrahJ ,tarajuG ,hragsittahhC

 dna ,lagneB tseW ,ahsidO ,arthsarahaM  emos htroN -  nretsaE
 eht dna setats  namadnA o ynaM .sdnalsI rabociN dna  eseht f

 gniniatbo morf kcal llits elpoep ytinummoc  rewop  ylppus
 a fo strap emos ni ediser llits meht fo tsom sa ,)yticirtcelE(

 ylppus cirtcele edivorp ot suounerts s’ti erehw tserof  yb  eht
 esuaceb ytinummoc labirt eseht fo elpoep eht rof tnemnrevoG

 eht fo gniwollof  :snosaer  
  tI  tuc ot suoudra si  nwod   gnirb dna tserof eht ni eert eht

cirtcele eht pu  .senil  
  eht fo tsoM  semit  ecneh noitaludnu era ecafrus tserof eht

 putes ot tluciffid si ti  krowten cirtcele osla rewot  .dirg  
  nI  ti ,tiucric trohs fo esac  yam user a ni tl  .erifdliw  

 
 ehT   labirt fo tuoba sliated eht swohs elbat woleb

1102 ot gnidrocca aidnI fo noitalupop  susnec  
 

 etatS
edoc  TU/etatS/aidnI   latoT

noitalupoP  
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Abstract— A supermarket is a place where customers buy 

their daily using products. There is need to calculate how many 
products are purchased and accordingly the bill is generated. 
People purchase variety of items and put them into trolley & go to 
billing counter for payments. During special offers and festivals, 
at the billing counter each customer has to wait in the long 
queue, which is time consuming. So to reduce time we have 
proposed an “AUTOMATED SMART SHOPPING CART 
USING IOT BASED ON RFID”. In this system, each product is 
embedded with RFID tag when the product is placed into the 
cart, product details are read by the RFID reader automatically 
using Raspberry pi3 . The proposed system suggests 
implementing smart cart using touch-screen LCD which shows 
product details and total bill is send to main server using ZigBee 
technology, each product can be traced and located using product 
navigation feature. 
 
Index Terms— Raspberry pi, RFID, Touch Screen LCD, 
ZigBee 
 

I. INTRODUCTION 

In metro cities purchasing and shopping at supermarkets 
is a daily activity. We have seen long queues for payment of 
the bill at marts on holidays and weekends. When there are 
special offers and discount the crowd is also even more. 
Customers will purchase products and put it into the trolley. 
When the customers are done with the shopping, they need 
to go to billing counter for payment. At the billing counter 
the cashier will use bar code reader to scan each product 
every time and prepares the bill. This existing process 
consumes more time and will creates long queues at billing 
counters. The drawback of the existing procedure is that 
each customer has to wait in the queue of the checkout 
counter and while billing if the customer’s budget exceeds 
then he has to remove some products, which requires some 
more time to remove the product from the cart. 
To overcome the existing drawback we proposed a new 
methodology Automated Smart Shopping Cart using IoT 
Based on RFID.  It includes RFID reader which reads the 
RFID tag from the product. The captured information will 
be displayed on the touch screen LCD . In order to make the 
customer aware of each product, everytime the item is 
scanned the price will be displayed on the touchscreen LCD 
and also the brief information about the product will be 
displayed. Each product will be traced and located using 
navigation feature, which helps the customers to find the 
products easily and saves time. The purpose this 
 

 

project is to provide an automatic billing system where the 
customer can pay the bill through online payment. The 
proposed system avoids long standing queue and also saves 
customer time. The information is send to the master 
computer using ZigBee.  
 

II. PROBLEM STATEMENT 

In big cities purchasing and shopping at supermarkets is a 
daily activity for every person. Customers waste their  time 
waiting in long queue at the billing counter. To overcome 
this problem the present  technique is based on RFID and 
ZIGBEE. This present technique provides status updation of 
complete listings of the products purchased, automatic bill 
generation, online transaction for billing , management to 
the central system, tracing of product by navigation feature. 
 

III. RELATED WORK 

It’s a long standing challenge to develop an smart 
shopping cart using IoT that  can ease the users to have an 
effective shopping with less time consumption. Certain 
proposals [1, 3, 4, 5,7] have been made to develop the 
shopping cart using RFID readers. Aishwarya et al in 2018 
Survey [1]This Proposal is to develop an automated trolley 
using RFID technology.This approach makes billing process 
simple and also payment can be done online an 
provides a way to reduce the time taken for payment but 
they do not provide security for the items that are being 
sold.. Ms. Dhanashree et al [2]Proposed wireless billing 
trolley includes barcode reader and ZIGBEE (NRF24L01) 
module . The barcode reader scans all the products when 
they placed in the trolley. The document of the objects 
offered is saved in the micro controller along with their 
costs in addition to the overall expenditure. Then this facts 
display on our lcd screen and that lcd screen restore on our 
trolley which will show the product prizes and also total bill 
and every trolley has its own trolley number. At last 
employee get an itemized bill from all trolley and after 
printing bill all data will be erased. Goddndnla Aruna  on 
IOT with RFID tag. RFID tag can be attached to each 
product which when placed into a cart can be automatically 
read by the RFID reader. instead of manually scanned by a 
laborer. The future research will focus on improving the 
current system, for example to have  higher efficiency and 
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how to improve the communication efficiency for security 
properties.  

  

Hyder Ali Hingoliwala, et al[4] Proposed a smart 
cart using a LCD which will show the product details using 
RFID. The LCD displays an overview of the entire products 
The system has a centralized billing system because of the 
customer need not wait in long queues. In future it focuses 
on adding a new feature that is  navigation feature where 
each product can be traced and located.Pritha N1 et al [5] 
Proposed a system in which When the product is placed into 
a smart cart, the product detail is automatically read by the 
cart equipped with an RFID reader. Hence, billing is made 
from the shopping cart itself . Also, expiry date of the 
product is displayed and the damaged products can be 
identified with respect to its weight. And enhancing the  
shopping experiences and security issues.  

 
Rajesh Nayak, et al [6] Proposed The Automated 

Shopping Trolley is a Smart Trolley which consist of 
Barcode Scanners, Arduino, GSM module, Weighing Sensor 
in it. The scanned items will be stored into the database and 
thereby can generate the total bill for items purchased. The 
weighing sensor checks the weight of the products. These all 
modules are integrated into an embedded system.. and in 
future it focuses to make this system more robust. This can 
be done with respect to billing to  browse the offers, deals 
and facility of billing payments online can be used to make 
cart more advance and will increase the  customers  
experience.   

  

Manikandan Tet al [7] Developed a smart trolley in 
which the customers have to place   the products in trolley 
after scanning and when done with shopping amount will be 
displayed in the trolley. The payments can be done either 
through ATM cards or through pre-recharged customer card 
provided by the shop. To ensure the security for preventing 
theft and has facility for cautioning the users who 
unknowingly add the product without scanning into the 
trolley. Future advancement is to use high frequency RFID 
reader which can read multiple tags simultaneously. To 
avoid smart card and GSM a Mobile application can be 
developed.   
  

Most of these methods include the barcode reader 
to scan the product which is very time consuming and 
customers have to wait in the long queue and multiple 
products cannot be scanned at the same time. Our approach 
of shopping cart differs from other adaptive approaches by 
using the RFID reader to scan the RFID tag  and displays the 
details on the touch screen LCD and also  the product is 
traced and located using  the navigation .  

IV. PROPOSED SYSTEM 

In the existing system, bar code reader is used to scan the 
product details where the customers have to wait in long 
queue for generating the bill. Sometimes, the bar codes 
would have been damaged and that particular product could 
not be scanned by a barcode scanner leading to confusion. 
Also, each and every product has to be scanned manually. In 
order to solve the previously identified problem,save 
costumers time and help the retailers .we are going to 
propose a system, which is helpful for both customers  as 
well as shop owner.  
   The proposed methodology shows automated 
billing for customers in supermarket. RFID reader scans the 
RFID tag from the product and those readings will be 
displayed on the Touch screen LCD. The location of 
particular product is displayed on the LCD in the navigation 
feature. The option of payment is provided by online 
payment methods.  
   To design the system the different kinds of 
modules are combined together. The main modules that are 
used are touch-screen LCD, microcontroller. RFID Tags,  
RFID Reader, RF Transmitter, RF Receiver, ZigBee and 
EEPROM. All these modules are individually programmed 
and then combined together.  

 

  
Fig :3.1 . RFID scanning process 

 

    
First the system is initialized and then it is ready to use for 
customer. If customer wants to purchase any product then 
he/she has to place the product in the trolley. Every product 
in the shop contains RFID tag on it. When the product falls 
in the trolley the RFID reader reads the RFID tag placed on 
the product. This RFID reader is connected to the 
microprocessor. Microprocessor crosschecks the 
information from the RFID reader and information in the 
memory of microprocessor. If the information is matched 
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then the cost of product, name of product, expire date of 
product and the total bill will be displayed on touch screen 
LCD. If user wants to remove any product the amount will 
be deducted from the total bill. After the payment is done, 
the Cart must get reset. The Payment procedure of billing 
can also be done online. RFID reader and ZigBee 
Transreceiver is implemented on each cart.  ZigBee transfers 
the information to the main server which is in the range. 
This main server has its own cloud from that owner can 
access the information from the cloud irrespective of the 
time with the help of user ID and password. This is the 
concept of Internet of thing (IOT).  
 
V. IMPLEMENTATION AND RESULTS 

 
 Raspberry pi3  is used as the microcontroller . The 

project is implemented using python. RFID reader 
is used to read the information of the product. 

 

                  
 
Fig  5.1 Hardware circuit diagram 
 
Whenever the products get added into the cart its 
information like product name, cost will be displayed on the 
touch screen LCD. If product is removed from the trolley, 
then cost of respective product will be deducted from total 
amount. After purchasing is done the total bill will be 
displayed and the user can pay through online payment 
method. The same bill will be communicated to the main 
server through ZIGBEE.      
 

 
Fig5.2: Installion  of  OS (raspbian) in raspberry pi 3 
 

 
 
Fig 5.2: RFID Reader and raspberry pi setup 
 

 
 
Fig 5.3: Scanning RFID tag using RFID reader 
 

VI. CONCLUSION 

Automated Smart shopping trolley system  creates an 
automated central billing system in malls. By using the 
ZigBee, the product information is  directly sent to billing 
system. So that customers no need to wait in a long queue. It 
is trustworthy, highly dependable and time efficiency. The 
proposed smart shopping trolley system will reduce the 
customers time in searching the location of the product. The 
customer just types the name of the product he/she want to 
purchase ,on the touch screen LCD. The trolley will 
automatically guide them to the location of the product.                              

  
 
    REFERENCES 
 
[1] S. Aishwarya, D. Gomathi Shankari, R. Ilakkiya, S. 

Prasanth,Ms.S. SriHeera, Survey on Smart Trolley System based 
on IOT in Journal of Recent Activities in Infrastructure Science 
Volume 3 Issue 1 , MAT Journals 2018 .  

 
[2] Ms. Dhanashree R. Ajagekar, Ms Rajashree B. Tapase, 

Ms. Amruta B. Suryawanshi. Ms. Sangeeta A. Virkar,2018 
Wireless Billing Trolley in Journal of Control and Instrumentation 
Engineering Volume 4 Issue 1, MAT Journals 2018.  

 
[3] GoddndnlaArunaKumari, GuduruMallikarjuna, 

K.Nagalatha, High Security System for Smart Shopping using IOT 
with RFID Tag in International Journal of Research Volume 7, 
Issue VIII, August/2018.  

 
[4] Hyder Ali Hingoliwala, KalyaniBedre, 

ShrutiDeshmukh,Akshata Bhosale,2018 Smart Follower Sensing 
Shopping Cart using Centralized Billing System in International 
Journal on Recent and Innovation Trends in Computing and 
Communication. Volume: 6 Issue: 2, February 2018.  

 
[5] Pritha N1, Sahana,] SelvinStephy, Shiny Rose , 

Unnamalai S1, Smart Trolley System for Automated Billing using 



 
14th National Conference on Integrated Intelligent Computing, Communication & Security 

 
 

Dept. of CSE, SJBIT NCIIC-2019 Page 71 

 

RFID and IoT  in  International Research Journal of Engineering 
and Technology (IRJET)       Volume: 05 Issue: 04 | Apr-2018 .  

 
[6] Rajesh Nayak, Ravi S Raikar, Yogendra, Vishwas, 

Automated Trolley for Shopping in International Journal of 
Innovative Research in Electrical, Electronics, Instrumentation and 
Control Engineering, Vol. 5, Issue 6, June 2017.  

 
[7] Manikandan T, Mohammed Aejaz M.A, Nithin Krishna 

N.M, Mohan Kumar A.P, ManigandanR, RFID based Advanced 
Shopping Trolley for Super Market in Journal of Chemical and 
Pharmaceutical Sciences Special Issue 8: June 2017 

 
 
 
 
 

 



14
th

 International Conference on Integrated Intelligent Computing, Communication & Security 

 

Dept of CSE,SJBIT                                                               NCIIC-2019 Page 72 

 

Fault Tolerance Control in Industry of Metal Crack 
Detection & Segrigator Using Image Processing 

 

Prof. Geetha. M1, Bhoomika. K. S2 
Assistant Professor1, Student2 

 Information Science Engineering,  
Nagarjuna College of Engineering and Technology, Karnataka,  

Bangalore, India  
geethaneha5@gmail.com1,bhoomikasuresh33@gmail.com2 

  

 
Abstract - This is the system for automatic crack detection is 
presented. The system is capable of analysing metal parts by 
means of a laser excitation system and a thermographic 
camera. The laser creates thermal gradients inside the part 
under inspection, and the thermal camera observes how heat 
diffuses inside the part. Cracks can be automatically detected 
by using computer vision algorithms specifically developed 
for this task, which might be capable of measuring and 
classifying heat profiles. Different algorithms must be 
developed for rugged and smooth metal parts, since the 
reaction to laser excitation is rather different. The detection 
algorithms can be tested on several sequences and showed 
very good detection performance also with cracks of very 
small size, having a width. 
INTRODUCTION : 
Quality inspection at the end of a production line is an 
important stage in industry, especially for high-performance 
components. Parts undergoing strong mechanical and thermal 
stress should be carefully checked, since small defects can 
affect performance and reliability of a component. Crack 
detection is one of the most common checks to be performed, 
because cracks are a common source of failure, and they affect 
a high number of different productions. 
For metallic parts, crack detection is still performed exploiting 
a technique called “magnetic particle inspection” (MPI): the 
part to be analyzed is first washed, then put into a magnetic 
field and finally covered with magnetic particles, either in the 
form of a dry powder or more frequently, in a wet suspension. 
Cracks are easily detected because they cause leaks in the 
magnetic flux; such leaks are highlighted by the particles, 
which can be inspected by means of a UV light. The whole 
process is very complex and needs to be done manually; it is 
also extremely time-consuming, because parts need to be 
cleaned, magnetized, covered with particles, inspected, de-
magnetized and cleaned again. Moreover, magnetic particles 
and their carrier are a source of pollution, and should be 
properly processed after use. 
Given the complexity of MPI, a method for simplifying the 
process of crack detection and making it automatic is highly 
desirable: investigation on this topic is the aim of the 
ThermoBot project. The main idea is to exploit thermography 
instead of magnetic particles to detect cracks, and to apply this 
method to parts made of non-metallic materials, like carbon 

fiber. Inspection is performed by means of a laser and a far 
infrared (FIR) camera (also called thermal camera or 
thermocamera), that observes how the heat carried by the laser 
diffuses inside the part since cracks cause alterations on the 
heat flux, these can be exploited to detect cracks. 

Methods based on image analysis have also been exploited 
in the literature, ranging from detection of welding defects in 
pipelines to concrete surface analysis and the protection of 
cultural heritage. Thermographic image analysis systems have 
recently been proposed for performing in-situ non-destructive 
inspections during thermomechanical fatigue tests; the system 
showed a high sensitivity, being able to detect cracks smaller 
than 500 µm. The system proposed is slightly different from 
the others discussed above as it is meant to inspect different 
types of materials during fatigue tests, and detect the cracks as 
soon as they appear. 

 
Material Segregator: 
In recent times, garbage disposal has become a huge cause for 
concern in the world. A voluminous amount of waste that is 
generated is disposed by means which have an adverse effect 
on the environment. The common method of disposal of the 
waste is by unplanned and uncontrolled open dumping at the 
landfill sites. This method is injurious to human health, plant 
and animal life. This harmful method of waste disposal can 
generate liquid leachate which contaminate surface and ground 
waters; can harbour disease vectors which spread harmful 
diseases; can degrade aesthetic value of the natural 
environment and it is an unavailing use of land resources.  In 
India, rag pickers play an important role in the recycling of 
urban solid waste. Rag pickers and conservancy staff have 
higher morbidity due to infections of skin, respiratory, 
gastrointestinal tract and multisystem allergic disorders, in 
addition to a high prevalence of bites of rodents, dogs and 
other vermin. Dependency on the rag-pickers can be 
diminished if segregation takes place at the source of 
municipal waste generation.  The economic value of the waste 
generated is not realised unless it is recycled completely. 
Several advancements in technology has also allowed the 
refuse to be processed into useful entities such as Waste to 
Energy, where the waste can be used to generate synthetic gas 
(syngas) made up of carbon monoxide and hydrogen. The gas 
is then burnt to produce electricity and steam; Waste to Fuel, 
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where the waste can be utilized to generate bio fuels. When the 
waste is segregated into basic streams such as wet, dry and 
metallic, the waste has a higher potential of recovery, and 
consequently, recycled and reused. The wet waste fraction is 
often converted either into compost or methane-gas or both. 
Compost can replace demand for chemical fertilisers, and 
biogas can be used as a source of energy. The metallic waste 
could be reused or recycled.  Even though there are large scale 
industrial waste segregators present, it is always much better to 
segregate the waste at the source itself. The benefits of doing 
so are that a higher quality of the material is retained for 
recycling which means that more value could be recovered 
from the waste. The occupational hazard for waste workers is 
reduced. Also, the segregated waste could be directly sent to 
the recycling and processing plant instead of sending it to the 
segregation plant then to the recycling plant. Currently there is 
no system of segregation of glass, plastic and metallic wastes 
at an industry. The purpose of this project is the realization of 
a compact, low cost and user friendly segregation system for 
urban households and scrap shops to streamline the waste 
management process. 

PROPOSED METHOD: 
 The block diagram shown in Figure 1 represents the 
automated waste material segregator where three types of 
materials are segregated namely Metal, Glass and Plastic. The 
controller used is Arduino UNO. An object is placed on the 
conveyor which runs on a motor of 12v, 1A which is 
connected through the motor driver and is programmed to run 
in clockwise direction by the Arduino.  
The object is placed on the conveyor, depending on the output 
of inductive sensor and capacitive sensor the motor driver 
drives the motor.  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Block diagram of proposed system 

Arduino Uno Act as a microcontroller, Arduino Uno is based 
on the ATmega328. It has 14 digital input/output pins, 6 
analog inputs, a 16 MHz quartz crystal, a USB connection, a 
power jack, and a reset button. The board can be programmed 
with Arduino Software (IDE). The board can operate on an 
external supply from 6 to 20 volts. If using more than 12V, the 
voltage regulator may overheat and damage the board. The 
recommended range is 7 to 12 volts. The ATmega328 has 32 
KB flash memory. It also has 2 KB of SRAM and 1 KB of 
EEPROM. Inductive proximity sensor Inductive proximity 
sensors operate under the electrical principle of inductance. 
Inductance is the phenomenon where a fluctuating current, 
which by definition has a magnetic component, induces an 
electromotive force (emf) in a target object. To amplify a 
device’s inductance effect, a sensor manufacturer twists wire 
into a tight coil and runs a current through it.  An inductive 
proximity sensor has four components; the coil, oscillator, 
detection circuit and output circuit. The oscillator generates a 
fluctuating magnetic field the shape of a doughnut around the 
winding of the coil that locates in the device’s sensing face. 
Inductive Proximity Sensors being contactless sensors can be 
used for position sensing, speed measurement, counting, etc. 
They can be used in extreme conditions, such as oily, dusty, 
corrosive environment. Their application ranges from 
Automobile Industries to Steel Industries, from CNC/NC 
machines to material handling equipment, process automation, 
conveyor systems, and packaging machines.  

Capacitive proximity sensor Capacitive proximity sensors use 
the face or surface of the sensor as one plate of a capacitor, 
and the surface of a conductive or dielectric target object as 
the other. The capacitance varies inversely with the distance 
between capacitor plates in this arrangement, and a certain 
value can be set to trigger target detection. The sensing surface 
of a capacitive sensor is formed by two concentrically shaped 
metal electrodes of an unwound capacitor. When an object 
nears the sensing surface it enters the electrostatic field of the 
electrodes and changes the capacitance in an oscillator circuit. 
As a result, the oscillator begins oscillating. The trigger circuit 
reads the oscillators amplitude and when it reaches a specific 
level the output state of the sensor changes. As the target 
moves away from the sensor the oscillator’s amplitude 
decreases, switching the sensor output back to its original 
state.  
 
Result: 

1. Identifies metal and non-metal products 
2. Identifies cracks on the metal products 
3. Edges and curves can be identified using camera 
4. Separator will separate cracked and non cracked metal 

products 
5. Automatic counter to count the number of cracked 

and non cracked metal products 

Materials 
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Abstract— Internet users widely use the web based 
applications for information exchange. But it is very 
challenging in the modern world to process the huge 
amount of data such as web new, advertisements of 
product. The Internet users use the web applications to get 
the updated information which need huge computation in 
terms of space and time leading to draining up of battery 
power of the user’s devices. This problem could be 
overcome by mining or extracting the specific data based 
on the user’s behaviour and the information gathered from 
different sources. A solution to this problem can be by 
developing a web based application which refine and 
extract news information using new features and such as 
geolocation and time information as well as shows a 
comparative study on three different mining techniques. 

The application can run on different devices including 
Laptops, Smartphones and Tablets devices as well as the 
application can retrieve information features accordingly. 
Then this obtained information could be used as a basis for 
starting or as input for the data-mining techniques 
including K-Nearest-Neighbor (k-NN), decision tree and 
deep-learning recurrent neural network such as Long 
Short-Term Memory (LSTM). These techniques are 
implemented separately and they are compared in terms of 
time/space complexity and classification accuracy. The 
obtained results showed that the mining accuracy via k-NN 
is the worst one with 85% and takes huge time, while the 
mining accuracy through using LSTM is the best one and 
its accuracy around 94%, when location information is 
used. 

 
Index Terms— Web News Mining, KNN Algorithm, Decision 

Tree Algorithm, Long Short Term Memory Algorithm 
 

I.INTRODUCTION 

 
The use of web applications by the users has increased from 
the last decade for different types of e-services like billing, 
communications, etc. Web applications are well known 
platform which are widely used by the users for information 
exchange and to get up to date information [6]. But processing 
of huge information like web news, videos, images and 
advertisements is a challenging task. The processing of these 
huge data may reduce the performance of the system in terms 
of time and space, which leads to complexity in the system. It 
will also drain the battery of the user’s devices. And also due 

to heavy amount of data accessing through the network will 
result in network traffic [7]. Hence it will reduce the 
performance of the system. 

Datamining is an approach by which we can overcome this 
type of problem. Datamining is a process of extraction of 
specific data from a large volume or a heap of data based on 
some criteria. In this process some patterns is selected in large 
number of information records by using a set of methods at the 
intersection of statistics method, database-engine, and machine 
learning algorithms. The mining some data may need pre- 
processing or post-processing of data, however the result of the 
datamining mainly depends on the specified feature based on 
which the data is extracted. For example in web mining the 
features such as user’s behaviour, frequently visited contents, 
users search history etc., may be considered. The use of this 
technique might reduce the content and retain only the required 
data from large data or Big-data. 

This article is mainly focused in mining the web contents based 
on features like geolocation of the user. When the user uses the 
web application, the application without any action or 
interaction with the user it extracts specific content from the 
large amount of news data based on the location of the user. 
The process will not learn any user’s behaviour instead it 
retrieves only reduced amount of data or specific content 
automatically with respect to the location and time of the user. 
The web application will first retrieve the location and time 
information from the user’s device. Then it will make use of 
that information for mining the web contents and reduce the 
data or number of records from the content. By this approach 
only the contents which is related to user’s location is retained 
from the huge data. Further the main objective of the article is 
to reduce time and space complexity by the use of new features 
such as user’s geolocation and time and to make a comparative 
study on three well known classification techniques KNN 
algorithm, Decision tree and Deep Learning Recurrent Neural 
Network. 

 
II. LITERATURE SURVEY 

 
Mazhar Iqbal Rana , Shehzad Khalid and Muhammad Usman 
Akbar proposed News Classification Based On Their 
Headlines: A Review [1] on 2014. In this article, the process 
of classification of news headings are made by using machine 
learning techniques. At first step the unstructured data gathered 
is pre-processed and converted to a structured data which does 
headlines tokenization, removal of diacritics, stop words, 
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frequent words, etc. Then the news headlines are indexed. 
After that the highly specific features are selected from the 
headlines using Boolean weighted, Class frequency threshold 
holding and Information gain. Then the headlines are classified 
using k-NN, Naïve Bayes, Artificial Neural Network and 
Decision tree techniques. Finally it is observed that different 
classification scenarios and algorithms perform differently 
depending on news and data gathered. 

 
Sukhpal Kaur and Er. Mamoon Rashid proposed Web News 
Mining using Back Propagation Neural Network and 
Clustering using K-Means Algorithm in Big Data [2] on 2016. 
It focuses on research to manage huge amount of news like 
BBC news channel data gathered from the internet. To manage 
the large web news data, a clustering based K-means and Back 
Propagation Neural Network algorithm for classification is 
proposed. K-means algorithm is used to make the cluster and 
BPNN algorithm is used to classification of news that check 
the false error and rejection rate of system and tests the 
accuracy where the news are categorized as Movies, Sports, 
Politics and Normal. 

 
Syafruddin Syarif, Anwar and Dewiani proposed Trending 
Topic Prediction by Optimizing K-Nearest Neighbor 
Algorithm [3] on 2017. The K-Nearest Neighbor (KNN) 
method is used in prediction of the trending topic based on the 
membership distance of a class. The research was conducted 
based on the news and conversation taken from the online and 
social media related to Makassar City Government with 
393.667 raw data, in which the preprocessing was then carried 
out to determine the trending and non-trending conversations, 
producing 2007 trained and tested data. Based on the analysis 
it shows that highest accuracy value of 81.13%, in 60% data 
tested. 

 
Husna Sarirah Husin, James A. Thom and Xiuzhen Zhang 
proposed News Recommendation Based on Web Usage and 
Web Content Mining [4] on 2013. It mainly focuses on web 
usage on web content mining techniques using which, the news 
articles are recommended to the users. The use of web server 
log of a Malaysian newspaper website, Berita Harian and IP 
address of the user is collected. A time series analysis is made 
on the server log to predict each different user even if they 
make use of the same system based on their session. And using 
the gathered data, finally the news content is recommended to 
the users. 

 
III. EXISTING SYSTEM 

 
The news content in our daily life is rapidly increasing 
resulting in a large set of data. The processing of such huge 
amount of data is very essential to retain only the required and 
important news from the large set of data. In current system, 
Back Propagation Neural Network (BPNN) has been 
developed for mining from the big news portal such as BBC 
news website. During the training phase, the records of the 
news are likely will be the input of the network. Once, the 
network is learned, then in the test phase, when any news is 
inserted into the website, it will be classified according to the 
trained classes. The class-examples are entertainment news, 

health news, business news and etc. In such manner, when the 

users visited the website, the number of the big news records 
will be reduced accordingly. Some of the advantages of the 
existing system are- classification of large data set into 
different categories, required data is selected rather than 
browsing all the data and reduction is time complexity due to 
reduced set of data. And the disadvantages faced are variation 
in the accuracy of the result obtained, need of further 
enhancement in precision and accuracy of the algorithm and 
improvement in terms of time and space complexity. 

 
IV. PROPOSED SYSTEM 

 
The news mining from the large amount of data is improved in 
terms by using new approach. This is achieved by using the 
geolocation of the user and applying the k-NN (K Nearest 
Neighbor), decision tree and ANN (Artificial Neural Network) 
techniques. The news document is collected and then pre- 
processed before classification. Then the data is represented in 
workable format for classification. The represented news data 
is then classified in the next step as shown in the below figure 
1. Finally the system outputs the classified news data which 
will be viewed by the user. This approach can extract specific 
data from large and dynamically changing news data. The 
resulted content will be very high accuracy and precision when 
compared with traditional classification techniques and also 
will reduce the time and space complexity compared with the 
existing system. 

 

 
Figure 1: Flow diagram of the proposed system 

 
V. CLASSIFICATION TECHNIQUES 

1. K-NN (K-Nearest Neighbor) Algorithm 

 
The k-nearest neighbors algorithm (k-NN) is a non-parametric 
method used for classification and regression. K-NN 
Algorithm is one of the simplest and easy to understand 
algorithm which is used for classification [8]. This algorithm 
is used in finding the relative distance between the different 
news gathered. The algorithm is started by getting a set of 
documents from the training dataset as well as passes the 
documents through the pre-processing step. The model of the 
K-NN algorithm works in the following ways: 

1) Calculation of the Euclidian distance of the training dataset 
and the test dataset gives as input. 
2) Then the calculated distance of each document is sorted in 
ascending order. 
3) The k nearest document is selected based on the k smallest 
value. 
4) Then the corresponding class or category of the testb 
document is predic
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2. Decision Tree Technique 

 
The decision tree is a powerful and popular technique used for 
prediction and classification [11]. The Decision tree is working 
by given a set of training objects and their attribute values, and 
then it is trying to determine the target attribute value of the 
new examples. When the technique is applied to a set of 
training objects, a tree is constructed, and then the tree could 
be easily translated to a set of rules. The procedure of the 
technique is as the following: 

1) In the first step, the entropy value of the training documents 
set is computed. 
2) Then the probability information value is calculated for each 
attribute. 
3) In the next step, the gain value is calculated for each 
attribute. 
4) Finally, the attribute with the biggest gain value among all 
the attributes is selected as a root of the tree. This means that 
the process will continue until the leaf node will be reached. 
5) Once, the decision tree is constructed, then the tree is 
translated to a set of rules. 
6) Finally, new web news documents from the test data set can 
be used as inputs to the model tree. Then the tree predicts the 
class or category of the new news. 

 
3. Artificial Neural Network Technique 

 
The web news text is a sequence of words, where the words of 
the news may be dependable on to each other. Hence the web 
news documents are considered to be sequential. Equally, there 
are several strategies to build neural networks to learn and to 
classify document text including supervised neural network 
strategy (such as BPNN) and recurrent neural network strategy 
(such as long short-term memory ‘LSTM’ network). The 
LSTM is a deep-learning algorithm for the purpose of text 
classification. In this study, the LSTM is used to learn and 
classify web news text. This is because LSTM can be used to 
learn long-term dependencies between the sequences of text 
data [10]. The LSTM algorithm is designed as in the following 
steps for web news mining: 

1) In the first step, the pre-processed web news documents are 
converted into the numeric values and stored in a vector. 
2) In the next step, to equalize the length of the documents, the 
process of padding to the right of the documents should be 
applied. 
3) As a requirement to build a neural network, there should be 
the initialization of the sequence input, hidden and output 
layers. As well as the input and output size should be 
configured. 
4) Then the network should be designed to connect all the 
nodes in all the layers, accordingly. 
5) In the next step, the training parameters should be 
configured including the number of epochs, learning rate, 
absolute error, activation functions for the node of all the layers 
and set the equations of the updating weight and bias. 
6) Then the process of the training data sets is started. The 
training process depends on the number of epochs, initialize 
absolute error and the number of dataset documents. 

7) Once, the network model has been training and learned, and 
then the model will be ready to test and predict/classify any 
new coming documents (web news documents in test dataset). 

 

Figure 2: Flow Diagram of LSTM Layer 
 

As it can be seen in figure 2, the main layers of the network are 
the sequence input layer and LSTM layer [9]. The sequence 
input layer inputs set of words of the web news documents into 
the network and the LSTM layer then learns long-term 
dependencies between the words of the sequence data (web 
news document). However, due to having multi-classes in web 
news mining, the Softmax layer is used to introduce the 
probabilities for each class to the output layer from its network 
inputs. 

 
VI. CONCLUSION AND FUTURE WORK 

 
The use of location and time based information was 
implemented in the proposed system to overcome the problems 
faced by huge data processing. With the use of new feature 
such as location and time based information the content of the 
web data was reduced thus reducing the space and time 
complexity. Further the traditional classification techniques 
were applied along with this to get more accurate result with 
best classification. The implementation and analyzation were 
done by applying three classification techniques to find the 
more accurate and well classified content. From the 
comparison of the result the Long Short Term Memory 
(LSTM) algorithm is found to give more accurate result, as the 
words of the news text had long term relationship in them. 
Thus a technique to provide more accurate and best 
classification is predicted. 

It is observed that the application of these new features in web 
mining could provide sufficient data without any interaction 
with the user’s behavior. And from the literature survey it is 
proven that the use of this type of feature such as location and 
based information is not implemented along with the 
classification techniques in web mining. Thus it gives us the 
best and more accurate result with the use of these new 
features. 

From the results, it shows that the processing of huge data is made 
simpler by use of location and time information. And thus only 
required data is provided to the user that is processed based only on 
the location. In future consideration, the system could be made 
more efficient by applying combination of the existing system and 
the proposed system, where the system makes use of location 
information at the beginning sage and further reads about the user 
activities. This process could provide more accurate and clear 
results as it uses both the method. At beginning stage with the use 
of the location information the number of records of the documents 
may be reduced. Later on studying the user activities the system 
can understand the topic or the content in which the user is showing 
more interest. Hence it could only retain sufficient data with very 
less number of records and only the contents on which the user is 
interested. This might also increase the accuracy rate of the result, 
as extracted less number of records based on the interest of the 
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                        ABSTRACT 1. INTRODUCTION 
 
In today's modern world, securing the organization’s 
data has become a major concern. To provide 
security, the most widely recognized authentication 
methods are credentials, OTP, LTP etc. These 
methods are more prone to Brute Force Attack, 
Shoulder Surfing Attack, and Dictionary Attack. 
Shoulder Surfing Attack (SSA) is a data theft 
approach used to obtain the personal identification 
numbers or passwords by looking over the user's 
shoulder or by external recording devices and video 
capturing devices. Since SSA occurs in a benevolent 
way, it goes unnoticed most of the times. It is one of 
the simple and easy methods for hackers to steal 
one's sensitive information. The hacker has to 
simply peek in while the user types in the password 
without any much effort involved. Therefore, this 
phenomenon is widely unknown to people all over 
the world. Textual passwords are a ubiquitous part 
of digital age. Web applications/mobile applications 
demand a strong password with at least one capital 
letter and a special letter. People tend to give easy 
passwords in order to remember them which can be 
easily shoulder surfed. To overcome this, graphical 
password techniques are used to provide a more 
secure password. In the graphical authentication 
system, the users click on target images from a 
challenge set for authentication. Various graphical 
systems have been proposed over the years which are 
shown to be more secure when compared to other 
authentication systems. In this paper, a shoulder 
surfing resistant graphical authentication system is 
implemented using honeypot concept. 
 
Keywords: Shoulder Surfing Attack, Textual  
Password, Graphical Authentication System, Honey  
Pot Concept  

 
Security plays a vital role in any organisation. 

Data protection is one of the main challenges faced in 
any business environment. In order to protect any 
resources, the companies undertake various security 
measures. However, security has become a worldwide 
problem as websites have become an integral part of 
everyone's life [1]. The uncompromising security 
issues that has to be addressed in websites occur 
during the user authentication phase. In today's 
computer world, authentication is very important in 
order to keep the unauthorized users from accessing 
the protected resources. Authentication is a process 
that allows a device to verify the identity of a person 
who connects to a network resource. In order to keep 
the users' data private, authentication mechanism is 
used wherein the user types in the username and 
password to access their private account. However, 
people performing authentication process in public 
results in shoulder surfing attack. [2] 
 

Shoulder Surfing attack is a direct observation 
approach where the shoulder surfer steals the user's 
Personal Identification Number (PIN), passwords by 
looking over his shoulder. [2,3] It commonly happens in 
public transports while the victim is commuting which 
involves a smart phone in almost all cases. A good 
example is shoulder surfing at ATMs, a crime in which 
a suspect watch over the victim's shoulder as he 
punches in his PIN number. The ATM screen asks for 
another transaction when the customers complete theirs. 
Some customers fail to notice the prompt and walk 
away leaving it on the screen. In this way, the thief 
enters the stolen PIN and pretends to be the user. But 
the phenomenon of shoulder surfing is not widely 
known. [4] Users tend to use the strategies such as 
hiding the device screen, shielding the device with their 
hand etc. However, by observing, one cannot get a hold 
with most of the victim’s detailed biodata such as 
information about his relationships, sexual preferences, 
interests, hobbies, and login data. Hence, 
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the damage shoulder surfing can cause is widely 
unknown. [5] 
 

Textual password approach is used tremendously 
all over for authentication. During the authentication 
phase, websites demand strong passwords with at least 
six to eight characters comprising of uppercase and 
lowercase alphabets, numbers, and special characters. 
Such passwords are believed to prevent brute force 
attacks. [6] A password cannot be remembered if its 
strength is more. In [7] today’s digital age, websites play 
a major role in one's life. People are part of an enormous 
amount of such websites with each containing the 
authentication phase where the user validates him by 
entering a password to access their private data. In order 
to remember all such passwords, the user tends to 
choose the same password for multiple websites which 
makes the password unprotected for the hackers to 
break. A more complex password is shoulder surfing 
resistant. Thus, these passwords can be easily revealed if 
the shoulder surfer peeks or uses video recording 
devices [7]. 
 

Graphical authentication systems are used in 
order to overcome the disadvantages of textual 
password systems. Here, images are used as the 
password instead of a string of characters. These 
graphical passwords are expected to be stronger and 
safer than textual passwords. [8] Several studies prove 
that a human brain has a better ability to memorize 
and recollect images easily when compared to a string 
of characters. Since it is easy to recollect the 
password, the user need not choose the same 
password for multiple websites. It makes it hard for 
the assailants to break the password if the user prefers 
to use a strong graphical password. This, in turn, 
increases the security level during the authentication 
phase. A strong graphical authentication system not 
only safeguards the password from brute force and 
dictionary attacks, but also from shoulder surfing 
attacks. Since shoulder surfing can create damage to 
the user during authentication, a strong graphical 
password is preferred over a textual password 
according to the studies conducted [9, 10]. 
 
1.1 OVERVIEW OF AUTHENTICATION 
SCHEMES 
 

Password-based authentication schemes have 
been most commonly used on many smart devices 
when compared to other authentication schemes. The 
lower complexities in implementation, computation, 
processing requirements and so forth have led to the 
use of a password-based authentication system. Again, 
text-based passwords are more commonly used when 
compared to other existing authentication systems. 
However, various vulnerabilities were discovered by 
several cryptanalysts in text-based systems like brute 
force attack, guessing attack, dictionary attack, social 

engineering attack etc. In smart phones, the tiny 
screen size imposes some more constraints such as 
limited password length, implementation of easier 
authentication systems to increase performance etc. 
Moreover, the small on-screen keyboard makes typing 
inefficient and less precise. Consequently, the users 
tend to use a smaller password which makes it even 
more vulnerable. Since the size of smart devices is 
getting smaller and smaller; few authentication 
systems cannot be implemented in it due to its size 
[11]. 
 

The invention of graphical password 
authentication systems was triggered by the well-
known limitations of textual password authentication 
systems. The graphical authentication systems have 
been generally categorized into draw metrics, loci-
metrics, and search metrics systems. In draw metrics-
based systems, the users will have to recall and 
reproduce the predefined pattern on a canvas to use 
the system. In loci-metrics-based systems, the users 
will have to recall and select the previously defined 
points in an image in order to log in to the system. In 
search metrics-based systems, the users will have to 
choose the predefined target images from the 
displayed challenge set. During the login phase, the 
system throws in with entirely the same images or 
with a few different images which were displayed to 
the user during the registration phase. The selection of 
correct target images will let the user access the 
system. Shoulder surfing has always been a problem 
in these systems because of the use of the graphical 
interface [12]. 
 

Many authentication systems have been evolved 
over the years. Today, biometric authentication system 
holds a prominent place as many users utilize them over 
textual or graphical based authentication systems.  
[13] However, one study showed that for mobile 
authentication, 70% of the users preferred PIN or 
android graphical pattern even though they are more 
prone to attacks. The users tend to opt the textual-based 
method as they don't care about the security but the ease 
with which they can simply get over with the login 
phase. Thus, knowing this fact, the attacker will try to 
break into those systems which use textual or graphical 
based systems. Besides, biometrics wouldn't be the one 
used for authentication if the users give more priority to 
the ease of use when compared to other technologies. 
Biometrics also lacks privacy, reliability, and security. 
Thus, the existence of PIN and pattern approaches is 
present even in the overexposure of biometrics [14]. 
 
1.2 HONEYPOT CONCEPT 
 

In computer terminology, Honey pot is a computer 
security mechanism set for detecting and counteracting 
attempts from unauthorized users. Honeypot is designed 
by the system just to get attracted by the attackers and 
intruders. The main function of the 
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honeypot is to portray itself as the possible intent for 
the attackers mainly server to collect information and 
to report the defenders about the attempts to access the 
honeypot by intruders. Honeypots are mostly used by 
cybersecurity research companies and enterprises, to 
examine and defend their system from being attacked 
from potential threats. Honeypot is an important 
implementation tool for business associations and 
cybersecurity researchers to defend their systems from 
advanced threat actors. 
 

The working operation of a honeypot mainly 
deals with computer applications that replicate the 
functioning of a system, diverse services, and pretend 
to viewed as the network part. When an intruder tries 
to log in to the system, the admin will be notified 
about the threat immediately and the log is generated 
for all the entries. The intruder becomes successful in 
logging to the system and stealing information but 
here honeypot is able to fool the intruder by providing 
the fake data. The intruder remains unaware about this 
fool act by then the attacker will be charged for legal 
actions by the official. So, by this, it is possible to 
protect our system. Researchers doubt that few 
cybercriminals tend to apply the concept of honeypot 
to collect information intelligence about researchers, 
fake their identity as a lure and mislead by spreading 
wrong information. 
 

With respect to the design and classification, 
honeypots are divided into two types: Production and 
Research. Production honeypots are usually deployed 
within an organizational environment to protect the 
organization. They protect the system by giving 
regular alerts to administrators. Research honeypots 
are used to gather intelligence on the threats and 
inspect the hacker activity well in advance and learn 
how to prevent the systems from attackers and 
progress. Honeypots can also be classified as low-
interaction, medium interaction or high-interaction 
honeypots. A low-interaction honeypot replicates only 
the services which are often requested by the attackers 
and hence they are less risky and easily maintainable. 
A medium-interaction honeypot involves solving 
more complex attacks by providing a better illusion of 
operation systems. A high-interaction honeypot gives 
practical experience to the attackers by imitating the 
activities of production systems and representing an 
ample amount of information. 
 
2. LITERATURE SURVEY 
 

In [15], a dynamic pin is used as a password so that 
it becomes difficult for the attacker to break even if he 
observes while the user types in the password. This 
system requires less memory and dynamically changes 
the PIN of the device. Four digits of date and time are 
used as a password. Different formats such as 
h1:h2:m1:m2, m1:m2:h1:h2, h2:m1: h1:m2 can be used 
based on the user’s preference. The system cannot 

be taken down by the brute force as the PIN changes 
from time to time. Although this system is a good 
solution for shoulder surfing attack because of the 
dynamic PIN generation, the shoulder surfer can 
easily deduce the password if this method gets 
universally accepted. 
 

Pass matrix [16] protects the user suffering from 
shoulder surfing in public places through a one-time 
login indicator. The login indicator which is generated 
randomly during each phase for pass images will be 
unused after the session ends. Better security is 
provided by the login indicator in opposition to 
shoulder surfing attack because a dynamic pointer is 
used by the user to identify the location of their 
password rather than selecting the password directly. 
In the pass matrix, a part of every image is used as a 
password from a sequence of n images. In this, the 
first square is located in the first image and second 
square in the second image and so on. The user 
chooses one grid from each image instead of choosing 
‘n’ grid in the same image. The Cued Click Point 
(CCP) helps the user to remember and recall their 
password. If the user clicks on an improper password 
area within the picture the login will be failed. 
However, the disadvantage is the hacker can deduce 
the password through concealed cameras. 
 

The randomized keyboard [12] expects the user 
to type in something which is incorporated with an 
augmented reality wearable device. The user can see 
the keys on the randomized keyboard through 
augmented reality device which is commercially 
feasible. Different keyboard layout is made visible to 
the shoulder surfer wherein he cannot deduce the 
actual keyboard pattern. It is important to make sure 
that the keystrokes done by the user cannot be easily 
identified by the shoulder surfer. Even if he does so, 
the different keyboard pattern misleads the shoulder 
surfer from knowing the actual password. An 
algorithm called Individual Key Randomization (IKR) 
is used to randomize the keys on the keyboard. An 
algorithm called Row Shifting (RS) is used to shuffle 
the keys row wise whereas Column Shifting (CS) is 
used to shuffle the keys column wise. This method 
overcomes the disadvantages of having a shoulder 
surfer peak in while the user types in the password. 
The above three algorithms help the user to efficiently 
type in the password by misleading the shoulder 
surfer. However, the user should always wear the 
augmented reality devices or glasses. [12] 
 

This [17] technique consists of two phases namely 
registration and authentication phase. During the 
registration phase, the user is expected to enter his valid 
username and select images from the given set as his 
password. Every image is associated with three-digit 
code where this code has to be entered by the user to 
choose his image along with direction and the same has 
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to be remembered by the user for the entire process. 
During the authentication phase, the user is expected 
to identify the password images and the random code 
associated with the images. However, for every 
authentication session the images will be randomized. 
This technique uses indirect selection such as 
choosing the image next to password image called the 
subordinate image. This subordinate image is decided 
based on the direction chosen initially during the 
registration process. The correct identification of the 
subordinate image for every password image from the 
given set leads to successful authentication else it 
directs the user to start the whole process again from 
the beginning. [17] 
 

The proposed ColorPass [18] technique follows 
the concept of partially observed attacker model 
where the user can view only the response provided 
by the system but not the challenge values. Here, the 
user chooses four pin colors. In the login procedure 
firstly, the user has to enter his login id and then when 
the system authenticates the login id it will generate 
the feature table on the system that throws some 
challenge values in the range 1 to 10 to the user. The 
feature table can be selected depending upon the 
challenge values and further the color pin has to be 
selected depending upon the feature table that exactly 
indicates the colour cell. The digit in the color cell has 
to be identified and submitted as a response to the 
given challenge by the user. The login process will be 
completed only after responding similarly to all the 
other remaining three given challenges. The response 
given by the user will be evaluated by the system 
which then the system finally decides if the user is a 
legitimate user or not. However, this system does not 
work for fully observable attacker model [18]. 
 

In [21], a concept based on merging images called 
hybrid images is used wherein this technology simply 
fools the eyes of the shoulder surfer. The core idea is on 
the simple observation of the variation in the distance 
between the screen and the user with that of the screen 
and the shoulder surfer. The user views the screen from 
the lesser distance when compared to the shoulder surfer 
who is at least 0.9 meters away from the screen. Taking 
this into account, a hybrid keypad is implemented. The 
keypad consists of numbers with each button being the 
combination of two digits. The shoulder surfer is misled 
since the button is totally viewed differently by him with 
varied layouts. Consequently, the extraction of user's 
PIN becomes difficult. The shuffling of digits is 
performed in every authentication. This helps in 
knowing the spatial arrangement of the digits pressed. 
The hybrid keypad consists of two keypads. One keypad 
is viewed only by the user called user's keypad and the 
other which is visible to the shoulder surfer called 
shoulder surfer's keypad to confuse him. This hybrid 
keypad is created by using low pass and high pass filter 
parameters. This 

filtering helps in creating two images. The spatial 
frequency of both the keypads varies which 
differentiates the keypad layouts. The algorithm used 
called visibility algorithm helps to find the minimum 
safety distance from the user's keypad to the shoulder 
surfer. Therefore, a false PIN layout is created in 
order to protect the shoulder surfing attack. The 
disadvantages are - it's too complicated when 
compared to fingerprint scanner authentication 
scheme and the third-party apps already use a 
shuffling scheme which is nearly as complex as 
Illusion PIN concept [21]. 
 

This paper [22] presents a more secured pattern-
key based password authentication system where these 
grid points forms the pattern and these grid points only 
point to the location of number in an integer matrix. The 
pattern key being the first level is followed by the secret 
key and then the dummy values at the last. During the 
Registration phase, user will be given a 5*5 block grid 
numbered from 1 to 25. Firstly, the user types in the 
location number of the pattern. Then in addition to the 
pattern, the user registers a key for numbers 0 to 9. A 
key value ranging from "0 to 9" maps to any integers or 
characters or to any special characters. Followed by this, 
the user needs to type in the number of dummy values in 
this phase where dummy values precede as well as 
succeed the real password values. These dummy values 
are named as left and right dummy values. During Login 
phase, after entering the username a next screen appears 
containing 5*5 grid block will appear with randomly 
generated numbers. The pattern choose in the 
registration phase has to be remembered by the user to 
map the key values to the selected password values 
along with left and right dummy values and then enter 
the password. If the password matches it authenticates 
the user and is able to log in successfully else fails in the 
login process. The disadvantages are- three secured 
features are time consuming and remembering a lot of 
key values during authentication may frustrate the user 
[22]. 

 
In [23], pictures are used as password as the 

human brain has a capacity to remember hundred images 
with detail. At the beginning, users are exposed to 50 
images out of 70 images wherein each character are 
assigned to an image. The shoulder surfer cannot easily 
identify which character is assigned to which image. 
These images will be from the random art gallery. Here, 
the user chooses images that are difficult to relate and 
are colourful. So, for every 10 characters the user selects 
a picture that signifies a character. The user’s pass 
images are these 10 images. Also, the user should enter 
the username. The login phase takes 5 columns and 14 
rows of the 70 images. The images displayed during 
login phase help him to recognize the password 
character. The account will be blocked after 3 trials. 
Therefore, [23] provides a secure medium for 
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an authentication system. The disadvantages are – the 
system is very complicated since it consists of complex 
images and difficult to remember many images. 
 
3. PROBLEM STATEMENT 

 
Nowadays, there is an increasing usage in web 

services so the personal business email can be sent to 
the user when the user gets accessed to the user’s 
personal information, load files and photos to albums 
in the cloud or cancel the transaction. Users might not 
be able to secure the password from the unknown 
while logging into these facilities. People hack on the 
whole authentication either by direct supervision or 
with the help of external devices such as video 
cameras or a surveillance camera or from the reflected 
image on the window. Once the intruder acquires the 
password, it is possible for them to get the personal 
accounts and that would eventually end in stealing 
one’s information. The following are the problems:  
1. The issue of securing password in public in order 
to reduce shoulder surfing.  
2. The issue of creating secure password efficiently 
as compared to textual password.  
3. The issue of searching the exact image during the 
login phase becomes tedious.  
4. The issue of memorizing the password images at 
the time of authentication.  
5. The issue of having finite usage in authentication 
applicable only to some devices. 
 
3.1 ASSUMPTIONS 

 
In this paper, we not only explore about the 

shoulder surfing and the preferences of the user and 
the hacker may guess the correct password but also, 
the following assumptions.  
1. The client and the server communication are 
secured by SSL so that the information would not be 
leaked to the attacker while transmitting.  
2. The authentication system between the client and 
server devices is reliable.  
3. The screen and the keyboard of the system are 
difficult to protect, but an OTC which is sent to the e-
mail and the coordinates selected during the 
registration phase can be protected.  
4. Users should register their account in a secure 
place where there are no observers or the cameras 
present. 
 
4. OVERVIEW OF HONEYPASS 

 
HoneyPass is composed of the following 

components (see Figure 1): 
a) Grid Formation Module 
b) One-Time-Code Generation Module 
c) Horizontal and Vertical Slider Control Module 

d) Transmission Module  
e) Password Verification Module  
f) Honey Pot Module  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1: Overview of the HoneyPass System 

 
Grid Formation Module: This module formulates 
grids by dividing each image into tiny squares. From 
the set of formed squares, the user gets to choose one 
square as a password known as pass-square. The 
system provides three images divided evenly into a 
6x8 grid as shown in the figure. The user needs to 
select one pass-square from each grid. The larger the 
image divided, the higher the risk for a brute force 
attack. However, the formed squares cannot be 
extremely smaller that makes it difficult for the user 
to recognize the password image. This difficulty, in 
turn, might increase the complexity of the user 
interface. As a result, a 6x8 grid system is selected to 
make it more user-friendly without having to decrease 
the concentration of the grid.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 2: Three 6x8 image grids 
 
One-Time-Code Generation Module: This module 
generates One-Time-Code (OTC). The OTC consists of 
three alphanumeric pair. Each pair is a combination of 
one alphabet from A to F and one digit from 1 to 8. (For 
example, the three pairs can be C5, B3, E1). The system 
generates all three pairs randomly. The user gets the 
OTC through the mail. Each time the user logs in to the 
system, a new OTC sent to the user. The motto is to 
keep the password secret from the shoulder surfers 
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by generating a new OTC each time. The pass-squares 
can be known if the shoulder surfer gets to know the 
OTC. However, gaining access to OTC is a lot harder 
than imagined.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 3: Obtained OTC 

 
Horizontal and Vertical Slider Control Module: The 
system consists of two sliders: horizontal slider and 
vertical slider. As shown in the figure, the horizontal 
slider includes alphabets from A to F, and the vertical 
slider includes numbers from 1 to 8. The user can shift 
one character at a time with the help of arrows. The 
arrows help the character move in all directions, i.e., up, 
down, right, left. From the obtained OTC, the horizontal 
slider is shifted to the respective pass-square's column, 
and the vertical slider is shifted to the pass-square's row. 
Therefore, the slider implicitly leads to the user's pass-
square location.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4: Before Sliding and After Sliding 
 

Password Verification Module: This module verifies 
the password entered by the user in the form of slider 
movement. To get authenticated, it is important to 
align the slider’s character with the pass-square. This 
alignment is performed with the help of obtained 
OTC. Once the user locates the slider character to the 
respective column and row, the user will be able to 
login to the system. The details of how the slider is 
aligned to the pass-square will be discussed in the 
next section. 

 
Transmission Module: This module transmits 
information from the client to the authentication server. 
In this case, the pass-squares are transmitted to check for 
authenticity. The authentication server stores the user’s 
pass-squares in the database. These pass-squares 

are matched with the ones the user submits. Once the 
pass-squares match, the user will be able to login to 
the system. SSL (Secure Socket Layer) protocol 
protects the exchanged information from being 
intercepted and stolen. 
 
Honey Pot Module: Once the user logs in to the 
system, he can upload and download files from the 
cloud. To download any file, the user requires to enter 
the passkey. This passkey which is known only to him 
is sent to the user’s mail when he uploads the file 
which is shown in the figure. When the hacker tries to 
gain access to the user’s private file, the system limits 
the login attempts to three. However, a duplicate file 
is downloaded when a wrong passkey is entered after 
three attempts.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 5: Obtained Passkey 
 
4.1 HONEYPASS: THE PROPOSED SYSTEM 
 

The HoneyPass’s authentication consists of 
two phases such as registration phase and login phase. 
The description is as given below: 
 
4.1.1 Registration Phase 
 

In this phase, during the creation of an account, 
the user requires to enter all the required information 
such as user id, username, password, valid email-id, 
etc. Once all this information is submitted, three 
random images appear in three consecutive pages 
divided into 6x8 grid wherein the user has to select 
one coordinate image square from each page as the 
graphical password to get authenticated in the login 
phase. The three coordinates selected will be 
concatenated together to generate a hash code and the 
same will be stored in the database for reference. 
 
4.1.2 Authentication Phase 
 

During login phase, registered user logs in to the 
system by using his authenticated user id and password, 
if both matches one-time-code (OTC) will be received 
by the user immediately to his email id. OTC contains 
the random pair of horizontal and vertical slider 
coordinate points for all the three images. Using 
Coordinates received in OTC the slider has to be 
adjusted to match with the coordinates chosen 
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by the user during the password setting phase. Once the 
hash code created while registration matches with the 
 
generated hash code, user will be successful in logging 
in to the system and enter in to the home page else, 
process ends and login page will be displayed again.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
. 
 

Figure 6: Flowchart of Registration Phase. 
 
Figure 6 is the flowchart of registration phase and the 

following describes the registration steps in detail- 
 
1. The user inputs his credentials such as user id and 
user name and requests for registration.  
2. Server randomly chooses three images and breaks 
it into an m*n grid format.  
3. The user selects one square image from each grid 
and those coordinates have to be remembered by the 
user.  
4. Once the pass-square has been chosen from each 
grid by the user, the password string is created and the 
hashtag is generated.  
5. Hence, the registration process becomes successful 
and all the details about the user such as user id, user 
name, email id, and phone number are automatically 
stored in the database for future reference. 
6. A  confirmation  message  about  the  successful 
registration is displayed to the user. 
 
Figure 7 is the flowchart of authentication phase and 
the following describes the authentication steps in 
detail- 
 
1. The user needs to enter the same user id that was 
registered during the registration phase. 

2. User requests for OTC to receive a One-Time 
Code to his mail.  
3. Once the OTC is received, the server again 
chooses three random images and displays it to the 
user for authentication.  
4. The user has to slide the coordinate points with 
the help of the slider and locate to the correct 
coordinate points using the OTC.  
5. The password hence created generates a hash code.  
6. The comparison is made between the currently 
generated hash code and the existing hash code during 
password setting.  
7. If they both are equal user will be given an entry to 
the home page else error messages will be displayed.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 7: Flowchart of Authentication Phase. 
 

5. IMPLEMENTATION 

 
The HoneyPass prototype was built using the 

IDE Eclipse Galileo. The client side is designed using 
Java and Servlet, JSP to implement the functions that 
check for registered users and matching password, the 
creation of password images, grid formation, one-
time-code delivery, and the horizontal and vertical 
slider control system. The server side is implemented 
using Tomcat 7.0 and My-SQL 5.0. The driver used 
for JDBC connection is Type 4 - Driver. The 
registered users and pass-squares stored in the 
database are fetched during the authentication phase. 
The stored details help in password verification. 
 

In our implementation, the database is uploaded 
with a set of predefined password images. However, the 
system supports users' upload action. Each image is 
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divided into a 6x8 grid system wherein the user selects 
three images as a password during the registration 
 
phase. From each of the three images, one square is 
chosen as a password. The actions performed during 
the registration phase is shown in the figure 8 and 
figure 9.  

protect against shoulder surfers, the user can check the 
obtained OTC from his smartphone. The next step is to 
match the coordinates of the pass-squares to the obtained 
OTC. The user has to match coordinates of the first 
image with the first alphanumeric pair in OTC, 
coordinates of the second image with the second 
alphanumeric pair in OTC and coordinates of the third 
image with the third alphanumeric pair in OTC. The 
match actions are performed using the horizontal and the 
vertical slider as shown in figure 11.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 8: (a) User’s registration form. (b) Set of 

predefined password images stored in the 
database.  

 
 
 
 
 
 
 
 
 
 
 
 
Image 1 (col=5, row=5), Image 2 (col=5, row=2)  

Image 3 (col=2, row=6) 
Figure 9: Selected Pass-squares. 

 
The first step in the login phase is to get the one-

time-code as shown in the figure 10. This code is sent 
to the user's email as soon as he requests for it. To 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 10: (a) Login Form (b) Received OTC that 

has to be matched with the pass-squares 
coordinates  

 
 
 
 
 
 
 
 
 

 
Figure 11: Match action using the horizontal and 

the vertical slider 
 

Once the user logs in to the system, he can upload 
and download files to/from the system. To download the 
uploaded file, the user requires the passkey sent to his 
mail as shown in the figure 12. The user has to enter the 
received passkey to download the file (figure 13). Even 
though the shoulder surfer steals 
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the OTC, he will not be able to download the file. The 
honeypot concept prevents the shoulder surfer from 
accessing the file. When he tries to gain access to the 
user’s private file, the system limits the login attempts 
to three. However, a duplicate file is downloaded 
when a wrong passkey is entered after three attempts.  
 
 
 
 
 
 
 
 
 
 
 
 

Figure 12: Obtained Passkey  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 13: (a) Uploaded file by the user (b)  
Passkey is entered to download the file 

 
6. CONCLUSION 

 
In this paper, the cause for shoulder surfing attack 

and the prevention methods is put forth. An attempt that 
has been made to contemplate the significance of various 
graphical authentication systems that have been 
proposed over the years to overcome shoulder surfing 
attacks. The methods to overcome the disadvantages of 
textual passwords are presented. The system’s 
advantages and disadvantages that have been surveyed 
are presented for each paper. The need for graphical 
authentication system is emphasized. Implementation of 
the honeypot is addressed here to secure the system from 
counteracting attempts of unauthorized users to steal the 
information. Like any other graphical authentication 
system, HoneyPass is also vulnerable to random 
guessing attacks but it is strongly resistant to any form of 
shoulder surfing attacks i.e. either direct observation or 
with the help of 

external devices. This approach will help various 
research analysts to move forward with the graphical 
authentication system who was unfortunate about the 
textual password system and their drawbacks. 
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Abstract— It is difficult to find the parking space in a overcrowded area or the parking space available, during the summit hours and 
its always unbearable. It is common for drivers to keep circling within a parking lot for a parking space. Leaving negative influence on 
traffic congestion, climate changes, air pollution. Most of the existing automated parking systems are bit confusing for unfamiliar users. 
Every vehicle proprietor is worried about the security of the vehicle parked in the parking lot. In this paper, we try to diminish the driver’s 
cause of stress by proposing a new Smart Parking Management System for Vehicle(SPMSV) which provides real-time information for 
detecting parking lots and reservation, e-payment solutions with integration of Wireless Sensor Network (WSN), Radio Frequency 
Identification (RFID), Adhoc Network, and Internet of Things (IoT). 

 
Index Terms—WSN (Wireless Sensor Network), RFID, IoT, SPMSV, ad hoc network 

 
 

 

 

I. INTRODUCTION 

  According to the recent reports of the United Nations 
(UN), 54% of the world’s population live in urban areas, and 
this proportion is expected to raise to 66% by 2050. A direct 
implication is the increase of traffic congestion, which brings 
other issues with it, such as air pollution and parking problems. 
Already now, searching for an available parking spot can be 
considered more than a daily overhead, since it accounts for 
more than 30% of traffic congestion in urban areas. Currently, 
the common method of finding a parking space is manual 
where the driver usually finds a space in the street through 
luck and experience. This process takes time and effort and 
may lead to the worst case of failing to find any parking space 
if the driver is driving in a city with high vehicle density.  

Theft of vehicles is a serious problem in large parking lot 
when compared to search for the space to park the vehicles, as 
per the statistical report more than 100000 vehicles are been 
stolen every year in Canada. Extents of traffic in the parking 
lot, inability to remember and locate parked space of vehicle 
are some of the major issues associated with current 
multilevel parking systems. and identifying whether the lot is 
full or not at the door-level. Solving this problem means a 
better service can be offered by malls and shopping 
complexes and the average quantity of time drained by the 
public in parking garages can be reduced drastically. Some of 
the technologies can be adopted to solve such problems using 
IoT, Wireless sensor network, Vehicular ad hoc network etc. 
Things which are connected to each other via internet are  

 
 
 

 
 
 
 
termed as  “Internet of Things”. Sensors, actuators, RFID 

tags could be the things in Internet of Things which can be 
supervised remotely [1].Vehicular Ad hoc Networks 
(VANETs), is trending in the industry due to their advance 
and broad usage of wireless communication technologies, as 
the manufacturers and telecommunication industry are trying 
to adapt onboard unit (OBU) device that allows vehicles to 
communicate using the roadside infrastructure to improve the 
safety for the drivers[2]. Group of sensor nodes forms a 
wireless sensor network which can be self-organized to 
establish an ad hoc network via the wireless communication 
module equipped on the nodes.Taking the advantages of 
sensing and wireless communication, wireless sensor 
networks have already found many civil and army 
applications, such as smart home, intelligent health-care, wild 
environmental monitoring, battle surveillance, etc [3]. 

Nowadays, IoT and RFID are invading our daily live and 
activities which are transforming assets into smart objects, 
allowing information exchange among them and make 
decisions without or with minimal human intervention. Hence 
to determine parking lots status regarding vacancy\occupied 
using inexpensive and efficient WSN Adopt RFID to identify 
vehicle registration numbers (cars plates numbers) and its 
relevant information such as parking lot No, parking period, 
parking fee and assigned password for security purpose [4]. 

In this paper, we propose a method to minimize the drivers’ 
hassle and inconvenience, we propose a new smart vehicle 
parking management system using wireless sensor network. 
 

Smart Parking Management System For Vehicles 
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Fig 1.1: Existing parking system 

 

II. RELATED WORK 

There are various solutions that have been proposed to 
address SPS issues Using the image processing technique the 
parking system is automated by displaying the available lot in 
the given parking area. Authorization card will be given to 
individual user, which carries the vehicle number and user 
details [5].  
Another approach is to use wireless sensor node (combination 
of Ultrasonic Sensor and Wi-Fi technology) to detect the 
movement of the car at the entry and exit level of parking area 
[6]. The real-time information of the slot vacancy can be 
dynamically sent to android mobile application to accomplish 
this they have used a sensor node at the entry and exit points 
respectively instead of using sensor per slot. Experimental 
results have proven that, the system requires less cost for 
implementation, minimize the human intervention. 
  A convenient way for reservation of parking slot is to put 
forward an application where user can view different parking 
space to umpire availability of  free space and book it for 
specific time period [7]. 
To overcome the disadvantages of existing vision based target 
parking position Fresh light stripe projection based free 
parking space identification method is used[8]. By evaluating 
the three-dimensional information, alternating points, pivot, 
and opposite-site reference point are identified. Results are 
effective to find the position during the dark conditions and 
also the black surface of the vehicle.  
A novel solution to defeat the parking problems is proposed 
by providing a Mobile Application for IoT based Smart 
Parking System. The basic logic involved is, when vehicle 
enters through the gate, it is directed to a exact parking slot[9]. 
The Ultrasonic Sensors which are deployed on the slot detects 
the vehicle and send the data to the Arduino processing unit 
for further processing. 
Cloud-based smart parking system uses a novel algorithm that 
increases the effectiveness of the system and also develops 
network architecture based on the IoT technology. Through 
this algorithm user can automatically find a free space at the 
least cost based on new performance metrics and also 
calculates the cost by taking into account, distance and the 
total number of free slots in each car park. 

A survey on Smart Parking System states that Intelligent 
Parking Service is a part of Intelligent Transportation Systems 
(ITS). This study audits different Intelligent Parking Services 
used for parking management, parking facilities and gives an 
insight into the cost-effective analysis of such papers. In this 
survey, various systems that provide intelligent parking 
management services are discussed. These systems can 
answer the parking problems that arise due to the 
unavailability of a stable, modern and proficient parking 
system. The use of different and modern techniques such as 
Expert Systems, GPS based. Vehicular communication based, 
wireless sensor based, fuzzy based, and Vision based can 
reduce the parking related issues [11].   
This system reduces human efforts at the parking area to a 
great extent such as in case of searching of free lots by the 
driver and providing security to the vehicle within the parking 
area by generating alert messages. The information of users 
given at the time of registration. If user tries to breach the 
system policies the information of users given at the time of 
registration is useful to trace him/her.  The moment vehicle is 
parked IR sensor will detect the status of parking slot and 
updates the application [1]. A novel approach is to use 
Android application that will manage the number of cars that 
have to be parked on the parking area by automating the 
Parking and Un-parking of the car with the help of commands 
[12].With the help of application user can save his fuel time 
and can also book a parking slot for them from any remote 
site.  
A new parking system called Smart Parking System (SPS) 
assist drivers to find vacant parking slot in parking area in 
stipulated time uses ultrasonic (ultrasound) sensors to detect 
tenancy of slot or improper parking actions. 
Features of Smart Parking System include vacant parking slot 
detection, improper parking detection, displays availability of 
parking spaces, payment facilities [13]. 
 

III. PROPOSED METHODOLOGY 

 
To overcome the problems of searching parking lot we 

propose smart parking management system as shown in the 
figure. 
 

Cloud: 
Server of IBM MQTT is hosted on cloud.  Cloud acts as a 

database to collect all the data related to parking areas as well 
as end users that have access to the system. Our system 
maintains all the information such as time at which the vehicle 
was parked, time duration for parking a vehicle and it keeps a 
record of every user connected to the system. This system is 
scalable .The system is also reliable for any kind of system 
failure. 
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Fig 3.1: Block Diagram of Smart Parking Management System 

for Vehicles. 
 

 
  
Mobile Application: 
The IBM MQTT server is connected with the application 

through a secure channel which provides two factor 
authorization.The application provides information about 
availability of parking slots and also allows the end user to 
book a slot simultaneously. Apache Cordova and Angular Js 
framework are used to develop the application using 
JavaScript. 
 

 
Parking Area: 
 Entire parking area is divided into numerous slots and 

each slot is equipped with sensor. These sensors are in turn 
connected to Arduino (micro controller) which controls the 
parking system and also connects to cloud server through an 
Internet connection to transfer data. 
 

 
Arduino: 
 Arduino UNO ATmega328 is connected to an RFID 

reader. Arduino module will control the opening of the door 
for the vehicle and also connects to cloud server through an 
Internet connection to transfer data. The card reader 
authenticates the user information. If the information of the 
RFID tag or card is correct, then user is allowed to enter in 
parking area.  
 

IV. IMPLEMENTATION 

The user has to register with the help of application which 
indeed stores this information onto server hosted in the cloud 
so that user can be trailed in case he/she tries to breach the 
system policies. Application facilitates the user to view status 
of parking slot and allows to reserve a parking space where he 
can actually park his vehicle. RFID reader is present in the 
parking area which captures the RFID information of each 
vehicle. RFID tag which are present on each vehicle plays an 
important role in authentication, with the help of this tag, the 
flow diagram of the vehicle authentication by RFID reader is 
shown in the fig 4. 

System will calculate the amount to be paid by each user 
for time duration the vehicle is parked in the parking lot. 
Arduino UNO processor controls above activities through 
Internet. 

 
Fig 4.1: Sequence Diagram of Smart Parking Management 

System for Vehicles 

 
Fig 4.2: Flow chart of authentication of vehicle at the entry point of 

parking area by RFID reader 
 

V. RESULTS 

The following are the results of Smart Parking Management 
system for vehicles. The Fig 5.1 shows the code of Arduino 
UNO interface. The application is built using Android studio. 
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Fig 5.1: Code of Arduino UNO interface 

 
 
 

 
 

Fig 5.2: Login page 
 
 
 
 

 
 

Fig 5.3: Registration page 

 

 
 

Fig 5.4: Dashboard 
 

       CONCLUSION 

 
Our Smart Parking System for Vehicles helps in 
automating the parking system using android application. 
Also our project implements functionalities like 
authentication using RFID tag to attain security , guiding 
towards parking lot using map, e-payment options  etc. 
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Abstract— The data that is obtained from different media are 
getting stored in the form of scalable semi-structured and 
unstructured format, due to which the default MapReduce 
framework have been widely used to handle these types of data. To 
give better performance, Hadoop ecosystem has evolved into its 
second generation scheme for job scheduling that is Hadoop YARN 
which mainly concerns on fairness and efficiency. The current 
YARN does not yield effective optimal resource management, 
causing idle resources and ineffective scheduling. YARN doesn’t 
support dependency between tasks as well as heterogeneous job 
features. By considering all the above failures in job scheduling, 
proposed a new YARN scheduler which can effectively reduce the 
makespan in Hadoop YARN clusters. For accommodating 
heterogeneity in MapReduce jobs, extended scheduling by further 
considering the job iteration information in the scheduling 
decisions. The implementation of new scheduling algorithm as a 
pluggable scheduler in YARN and evaluated it with a set of classic 
MapReduce benchmarks. The experimented results shows that 
YARN scheduler reduces the makespan and improves resource 
utilizations. 
 
Keywords: MapReduce, job scheduling, Hadoop YARN, resource 
management. 
 

I. INTRODUCTION 
 
MapReduce [1] is a framework originally designed and developed 
by Google to handle clusters to perform parallel computations with 
no database support. Hadoop is an open source implementation for 
MapReduce has also been adopted in both academia and industry 
for information analysis. The MapReduce is based on implicit 
parallel programming model that provides convenient way to 
express certain kinds of distributed computations, those that process 
large data sets. The Hadoop has evolved into its second generation, 
Hadoop YARN which consists of fine-grained resource 

management schemes for job scheduling. Due to the popularity of 
MapReduce, fairness and 
 
efficiency become two main concerns in YARN. Current 
scheduling in YARN does not yield the optimal resource 
arrangement. MapReduce was originally used for batch data 
processing, it is now also being used in shared, multi-user 

 
 
 
environments in which submitted jobs may have completely 
different priorities. The paper aims to develop efficient 
scheduling schemes in YARN clusters for improving resource 
utilization and by reducing makespan of a given set of jobs. 
FIFO scheduler does not consider the optimal arrangement of 
cluster resources. The sequential running capability makes the 
FIFO scheduler for resources idleness. Fair and capacity 
scheduler, omit the dependency between tasks. For multiple jobs 
running concurrently in cluster the efficiency of resource 
utilization becomes crucial. Therefore, in this work a new 
Hadoop YARN scheduling algorithm i.e; HaSTE is presented 
based on task-dependency and resource-demand. The benefits of 
HaSTE is it efficiently utilize the resources for scheduling 
map/reduce tasks in Hadoop YARN and improve the makespan 
of MapReduce jobs. The further extension of new scheduling to 
dynamically determine the execution of tasks from multistage 
(or iterative) data processing applications. Many frameworks 
support multistage data processing applications such as spark, 
storm etc. The iterative features in the scheduling, the cluster 
resources cannot be efficiently utilized for executing iterative 
jobs, which incurs a long tail in the makespan. Therefore, a new 
extended version named HaSTE- A algorithm is further 
accommodated for heterogeneous workloads with both iterative 
and non- iterative jobs. HaSTE- A uses third metric (i.e. 
alignment) to differentiate iterative jobs from non- iterative jobs 
to capture the number of iterations in an application and the 
runtime progress of iteration jobs. HaSTE- A enforces both 
iterative and non- iterative jobs can be effectively reduced. 
 

II. TECHNICAL BACKGROUND 
 
A.  MapReduce 
 
When implementing a MapReduce program, the programmer 
has to implement only two functions: map(), which processes 
fragments of input data to produce intermediate results, and 
reduce(), which combines the intermediate results to produce 
the final output. Each map input is a key-value pair (with types 
defined by the programmer) that identifies a piece of work. The 
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output of each map is an intermediate result also expressed as a 
key-value pair (also defined by the programmer). The reduce 
input is composed of all the intermediate values identified by 
the same key; therefore, the reduce function can combine them 
to form the final result. All nodes in the cluster execute the same 
function on different chunks of input data. The MapReduce 
runtime distributes and balances work across the nodes, dividing 
the input data into chunks, assigning a new chunk when a node 
becomes idle, and collecting the results. There are many runtime 
implementations of this model in various environments. 
 
B. Hadoop 
 
Hadoop is an open source MapReduce runtime provided by the 
Apache Software Foundation. It uses the Hadoop Distributed File 
System (HDFS) as shared storage, enabling data to be shared 
among distributed processes using files. The HDFS implementation 

has a master/slave architecture: the master process (‘NameNode’) 
manages the global name space and controls operations on files, 
while a slave process (‘DataNode’) performs operations on blocks 
stored locally, following instructions from the NameNode. The 
Hadoop runtime consists of two types of processes: ‘JobTracker’ 
and ‘TaskTracker’. The singleton JobTracker partitions the input 
data into splits using a splitting method defined by the programmer, 
populates a local task-queue based on the number of obtained splits, 
and distributes work to the TaskTrackers that in turn process the 
splits. If a TaskTracker becomes idle, the JobTracker picks a new 
task from its queue to feed it. Thus, the granularity of the splits has 
considerable influence on the balancing capability of the scheduler. 
Another consideration is the location of the data blocks, as the 
JobTracker tries to minimize the number of remote blocks accessed 
by each TaskTracker. Each TaskTracker controls the execution of 
tasks on a node. It receives a split descriptor from the JobTracker, 
divides the split data into records (through the ‘RecordReader’ 
component), and spawns a new worker process that actually 
processes all the records in the split. Such worker process will run a 
so-called Map task. The TaskTracker will also be in charge to run 
the so-called Reduce tasks as soon as they can be initiated. Notice 
here that a Map task will eventually result in the execution of a 
map() function, and that a Reduce task will behave analogously 
with reduce() functions. The programmer can also decide how 
many simultaneous map() and reduce() functions can be run 

concurrently on a node. When a TaskTracker finishes processing a 
split and is ready to receive a new one, it contacts the JobTracker. 
The execution of a job is divided into a Map phase and a Reduce 
phase. In the Map phase, the Map tasks of the job are run. Each 
Map task comprises the execution of the actual map() function as 
well as some supporting actions (for example, data sorting). The 
data being output by each Map task is written to a circular memory 
buffer. As soon as this buffer reaches a threshold, its content is 
sorted by key and flushed to a 

temporary disk file. If a Map task generates more than one such 
file, they are merged into a single file and then served via HTTP to 
nodes running Reduce tasks. During the Reduce phase, Reduce 
tasks are run, divided into three sub phases: data copy, key sort and 
finally reduce. The reduce sub-phase, which runs the actual 
reduce() function, is able to start after the map outputs that pertain 
to this particular reducer have been copied and sorted, and the final 
result is then written to the distributed file system. The focus of this 
paper is mostly put on the Map phase, which dominates the 
computational cost of most MapReduce applications. 
 
C. Hadoop YARN schedulers 
 
This section briefly introduce the scheduling process in a 
Hadoop YARN system and the schedulers that are currently 
used in YARN. It consists of multiple worker nodes and the 
resources that are managed by a centralized ResourceManager 
routine and NodeManager routines each running on worker 
node. The major differences between classic Hadoop system 
and YARN are as follows; first, unlike the jobTracker in 
Hadoop MapReduce, the ResourceManager no longer monitors 
the running status of each job. Furthermore, Hadoop YARN 
abandons the coarse- grained slot based resource management 
used in the old versions, but instead manages the system 
resources in a fine- grained manner. Unlike Hadoop 
MapReduce, YARN systems no longer explicitly distinguish 
map and reduce tasks such that other parallel data processing 
applications (such as Spark, Hive, Pig) can also be supported by 
YARN. The scheduling policies that are currently used in a 
Hadoop YARN system include FIFO, Fair, and Capacity. 
 

 The FIFO policy sorts all waiting jobs in a non- 
decreasing order of their submission time. All task 
requests from each job will be further ordered by their 
priorities as well as their localities.

 Two Fair scheduling policies have been implemented in 
Hadoop YARN, i.e., Fair and Dominant Resource 
Fairness (DRF) [2]. The Fair policy only considers the 
memory usage of each job and attempts to assign equal 
share of memory to jobs, while the DRF policy aims to 
ensure all jobs to get on average an equal share on their 
dominant resource requirements (e.g., memory or cpu 
cores in the present YARN implementation).

 The Capacity policy works similar to the Fair policies. 
Under this policy, the scheduler attempts to reserve a 
guaranteed capacity for each job and orders these jobs by 
their deficit (i.e., the gap between a job’s deserved 
capacity and actual occupied capacity).
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The details are illustrated in Algorithm 1. The main algorithm is 
simply a loop that assigns tasks to each of the m servers (lines 
1– 2). The core algorithm is implemented in the procedure 
AssignTask(j, T), i.e., select tasks from T to assign to server Sj . 
Here is a dynamic programming algorithm with two 2-
dimensional matrices OPT and L, where OPT[a, b] is the 
maximum value of our objective function with a capacity <a, b> 
and L records the list of tasks that yield this optimal solution. 
The main loops fill all the elements in OPT and L (lines 4–17). 
Eventually, the algorithm finds the optimal solution (line 18) 
and assigns the list of tasks to Sj (lines 19–23). When filling an 
element in the matrixes (lines 6–17), the enumerate of all 
candidate tasks and based on the previously filled elements, we 
check: (1) if the resource capacity is sufficient to serve the task 
(lines 9–12); and (2) if the resulting value of the objective 
function is better than the current optimal value (lines 13–16). If 
both conditions are satisfied, we then update the matrices OPT 
(line 16) and L (line 17). 
 

III. LITERATUTE SURVEY 
 
P. Fattahi, M. S. Mehrabad, and F. Jolai, proposed Mathematical 
modeling and heuristic approaches to flexible job shop scheduling 
problems [3] in July 2007. The job shop scheduling is a branch of 
production scheduling, which is among the hardest combinatorial 
optimization problems. The job shop scheduling problem is to 
determine a schedule of jobs that have pre-specified operation 
sequences in a multi machine environment. In the classical job shop 
scheduling problem(JSP),n jobs are processed to completion on m 
un-related machines. For each job, technology constraints specify a 
complete, distinct routing which 

is fixed and known in advance. For solving the realistic case with 
more than two jobs, two types of approaches have been used: 
hierarchical approaches and integrated approaches. In hierarchical 
approaches assignment of operations to machines and the 
sequencing of operations on the resources or machines are treated 
separately, i.e., assignment and sequencing are considered 
independently, where in integrated approaches, assignment and 
sequencing are not differentiated. a mathematical model and 
heuristic approaches for flexible job shop scheduling problems 
(FJSP) are considered. Mathematical model is used to achieve 
optimal solution for small size problems. Since FJSP is NP-hard 
problem, two heuristics approaches involve of integrated and 
hierarchical approaches are developed to solve the real size 
problems. Six different hybrid searching structures depending on 
used searching approach and heuristics are presented in this paper. 
Numerical experiments are used to evaluate the performance of the 

developed algorithms. It is concluded that, the hierarchical 
algorithms have better performance than integrated algorithms and 
the algorithm which use tabu search and simulated annealing 
heuristics for assignment and sequencing problems consecutively is 
more suitable than the other algorithms. Also the numerical 
experiments validate the quality of the proposed algorithms. 
 
 
J. Polo, D. Carrera, Y. Becerra, J. Torres, E. Ayguad´e, M. 
Steinder, and I. Whalley proposed Performance-driven task co-
scheduling for MapReduce environments [4] in 2010. 
MapReduce framework with distributes the task and data across 
nodes. The management of MapReduce framework where the 
same physical resource are shared by multiple applications 
which consolidates the workloads in order to achieve the cost 
and energy savings. The proposed scheduler estimates the 
individual job completion for a particular given resource 
allocation to improve the performance goal. The main goal is to 
dynamically allocate resources in a cluster of machines based on 
the observed progress rate achieved by the jobs, and the 
completion time goal associated with each job. The proposed 
technique dynamically estimate the completion time of a job 
during its execution. The technique targets a highly dynamic 
environment [5], in which any jobs can be submitted at any time 
and workloads share physical resource with other workloads. 
Thus, the actual amount of resources available for MapReduce 
applications can vary over time. The dynamic scheduler uses the 
completion time estimate for each job given a particular 
resource allocation to adjust the resource allocation to all jobs. 
 
J. Ekanayake, H. Li, B. Zhang, T. Gunarathne, S.-H. Bae, J. Qiu, 
and G. Fox, proposed Twister: a runtime for iterative mapreduce 

[7] in June 2010. MapReduce takes a more data centered 
approach supporting the concept of “moving computations to 
data”. Classic parallel applications developed using message 
passing runtimes such as MPI[8] and PVM [9] utilize a rich set 
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of communication and synchronization constructs offered by 
these runtimes to create diverse communication topologies. In 
contrast, MapReduce and similar high-level programming 
models support simple communication topologies and 
synchronization constructs. There are some existing 
implementations of MapReduce such as Hadoop and Sphere[10] 
most of which adopt the initial programming model and the 
architecture presented by Google. These architectures focus on 
performing single step MapReduce (computations that involve 
only one application of MapReduce) with better fault tolerance, 
and therefore store most of the data outputs to some form of file 
system throughout the computation. The programming model 
and the architecture of Twister is an enhanced MapReduce 
runtime that supports iterative MapReduce computations 
efficiently and performance comparisons of Twister with other 
similar runtimes such as Hadoop and DryadLINQ for large scale 
data parallel applications. 
 
J. Polo, C. Castillo, D. Carrera, Y. Becerra, I. Whalley, M. 
Steinder, J. Torres, and E. Ayguad´e, proposed Resource-aware 
adaptive scheduling for mapreduce clusters [11] in 2011. The 
resource-aware scheduling technique for MapReduce multi-job 
workloads that aims at improving resource utilization across 
machines while observing completion time goals. Existing 
MapReduce schedulers define a static number of slots to 
represent the capacity of a cluster, creating a fixed number of 
execution slots per machine. The main challenge in enabling 
resource management in Hadoop clusters stems from the 
resource model adopted in MapReduce. Hadoop expresses 
capacity as a function of the number of tasks that can run 
concurrently in the system. To enable this model the concept of 
typed-‘slot’ was introduced as the schedulable unit in the 
system. ‘Slots’ are bound to a particular type of task, either 
reduce or map, and one task of the appropriate type is executed 
in each slot. The main drawback of this approach is that slots 
are fungible across jobs: a task (of the appropriate type) can 
execute in any slot, regardless of the job of which that task 
forms a part. The Task Scheduler is responsible for enforcing 
the placement decisions, and for moving the system smoothly 
between a placement decisions made in the last cycle to a new 
decision produced in the most recent cycle. The Task Scheduler 
schedules tasks according to the placement decision made by 
the Placement Controller. The Placement Controller technique 
leverages job profiling information to dynamically adjust the 
number of slots on each machine, as well as workload 
placement across them, to maximize the resource utilization of 
the cluster. In addition, our technique is guided by user-
provided completion time goals for each job. 
 
J. Wang, Y. Yao, Y. Mao, B. Sheng, and N. Mi, proposed Fresh: 
Fair and efficient slot configuration and scheduling for hadoop 
clusters [12] in 2014. The complexity that has been raised for the 

normal users in understanding the Hadoop system parameters and 
tune them appropriately is quiet difficult. Unnecessarily prolong the 
execution time and inefficient resource utilization while processing 
a batch of jobs. The proposed enhanced Hadoop system called 
FRESH, the best slot setting, which can dynamically configure the 
slots, and appropriately assign tasks to the available slots. In a 
classic Hadoop cluster, each job consists of multiple map and 
reduce tasks. The concept of “slot” is used to indicate the capacity 
of accommodating tasks on each node in the cluster. Specifically, 
the proposed new approach, “FRESH”, to achieving fair and 
efficient slot configuration and scheduling for Hadoop clusters. The 
solution attempts to accomplish two major tasks: (1) decide the slot 
configuration, i.e., how many map/reduce slots are appropriate; and 
(2) assign map/reduce tasks to available slots. The targets of 
approach include minimizing the makespan as the major objective 
and meanwhile improving the fairness without degrading the 

makespan. FRESH includes two models, static slot configuration 
and dynamic slot configuration. In the first model, FRESH derives 
the slot configuration before launching the Hadoop cluster and uses 
the same setting during the execution just like the conventional 
Hadoop. In the second model, FRESH allows a slot to change its 
type after the cluster has been started. When a slot finishes its task, 
our solution dynamically configures the slot and assigns it the next 
task. The experimental results show that when serving a batch of 
MapReduce jobs, FRESH significantly improves the makespan as 
well as the fairness among jobs. 
 
 
S. Tang, B.-S. Lee, and B. He, proposed Dynamic job ordering and 
slot configurations for mapreduce workloads [13] in 2015. 
MapReduce workload generally contains a set of jobs, each of 
which consists of multiple map tasks followed by multiple reduce 
tasks. Due to 1) that map tasks can only run in map slots and reduce 
tasks can only run in reduce slots, and 2) the general execution 
constraints that map tasks are executed before reduce tasks, 
different job execution orders and map/reduce slot configurations 
for a MapReduce workload have significantly different 
performance and system utilization. The two classes of algorithms 
to minimize the makespan and the total completion time for an 
offline MapReduce workload. Our first class of algorithms focuses 
on the job ordering optimization for a MapReduce workload under 
a given map/reduce slot configuration. In contrast, our second class 

of algorithms considers the scenario that the perform optimization 
for map/reduce slot configuration for a MapReduce workload. The 
target at one subset of production MapReduce workloads that 
consist of a set of independent jobs (e.g., each of jobs processes 
distinct data sets with no dependency between each other) with 
different approaches. For dependent jobs (i.e., MapReduce 
workflow), one MapReduce can only start only when its previous 
dependent jobs finish the computation subject to the input-output 
data dependency. In contrast, for independent jobs, there is an 
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overlap computation between two jobs, i.e., when the current 
job completes its mapphase computation and starts its reduce-
phase computation, the next job can begin to perform its map-
phase computation in a pipeline processing mode by possessing 
the released map slots from its previous job. Having proposed 
job ordering algorithms that optimize the makespan and total 
completion time, also shows that they are stable, i.e., the 
optimized orders produced by job ordering algorithms do not 
change even if some MapReduce servers fail at execution time. 
Slot Configuration Optimization. Moreover, the slot 
configuration can have a significant impact on performance for 
MapReduce workloads. The performed simulations as well as 
experiments on Amazon EC2 and show that proposed 
algorithms produce results that are up to 15% „ 80% better than 
currently unoptimized hadoop, leading to significant reductions 
in running time in practice. 
 

IV. ESISTING SYSTEM 
 
With the growth of applications in YARN systems, more and more 
iterative algorithms are adopted for the MapReduce paradigm. For 
example, the k-means algorithm can be modeled as a set of 
identical MapReduce jobs such that each job’s execution represents 
one iteration of the algorithm. Pagerank is another example of 
iterative algorithms, which has multiple stages in each iteration and 
also needs to instantiate a sequence of jobs for each iteration. The 
iterative feature of these algorithms determines that a single round 
of the map-reduce procedure is not enough for processing data. 
These applications often submit more than one jobs to the YARN 
cluster. The number of jobs for an application depends on the 
number of its stages as well as its input dataset. For example, the 
stop condition for k-means is controlled by either the pre-defined 
maximum number of iterations or the pre-defined convergence 
threshold. Observations shows that without considering the iterative 
feature, the current scheduling (even including HaSTE) cannot 
work well under the workloads with iterative applications. Two 
limitations can be found under those scheduling algorithms: (1) a 
long tail appears in the makespan due to the delayed execution of 
iterative algorithms, and (2) cluster resources (e.g., memory and 
cpu cores) cannot be fully utilized during the execution of those 
delayed iterative algorithms. 
 
 

V.  PROPOSED SYSTEM 
 
The performance evaluation of HaSTE and HaSTE-A by 
conducting experiments in a Hadoop YARN cluster. Implemented 
HaSTE, HaSTE-A and FFD-DotProduct (abbrev. FFD-DP) 
schedulers in Hadoop YARN version 2.2.0 and compared them 
with the built-in schedulers (i.e., FIFO, Fair, Capacity, and DRF). 
The performance metrics considered in the evaluation include 
makespans of a batch of MapReduce jobs and resource usage of the 
Hadoop YARN cluster. For HaSTE-A, 

average response time is additional metric is considered. In the 
experiment, the consideration of different resource requirements 
such that a job can be either memory intensive or cpu intensive. 
The resource requirements of map and reduce tasks of a 
MapReduce job can be specified by the user when that job is 
submitted. The user should set the resource requirements equal 
to or slightly more than the actual resource demands. Observed 
results shows that all the conventional schedulers (i.e., FIFO, 
Fair, and DRF) cannot efficiently utilize the system resources, 
e.g., under 60% cpu core usage and under 30% memory usage. 
Although these conventional schedulers obtain similar resource 
usage, FIFO outperforms Fair by 23.8% and DRF by 29.3%. 
That is because under Fair and DRF when multiple jobs are 
running concurrently in the cluster, their reduce tasks are 
launched and thus occupy most of the resources, which may 
dramatically delay the execution of map phases. Similarly, the 
makespan under the FFD-DP scheduling policy is 10% larger 
than under FIFO, although FFD-DP achieves the highest 
resource usage, e.g., 86.6% cpu cores usage in average. While, 
the new scheduler HaSTE solves this problem by considering 
the impacts of both resource requirements (i.e., fitness) and 
dependency between tasks (i.e., urgency) and thus achieves the 
best makespan, which is, for example, 27% and 44.6% shorter 
than FIFO and Fair, respectively. 
 

VI.  CONCLUSION 
 
The two scheduling policies, named HaSTE and HaSTE- A, 
which is implemented in Hadoop YARN v.2.2.0 reduced the 
makespan of a given set of MapReduce jobs. Based on each 
task’s fitness and urgency, HaSTE dynamically schedules tasks 
for execution when resources become available. By further 
considering each task’s alignment, our extended scheduler 
HaSTE-A effectively addresses the long tail issue caused by 
iterative jobs. The experimental results demonstrated that 
HaSTE and HaSTE-A improve the performance in terms of 
makespan under different workloads. 
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Abstract – The face of a human being conveys a lot of 
information about identity and emotional state of the 
person. Face recognition is an interesting and 
challenging problem, and impacts important 
applications in many areas such as identification for law 
enforcement, authentication for banking and security 
system access, and personal identification among others. 
Today’s, biometric systems are vulnerable to spoof 
attacks made by non-real faces. The problem is when a 
person shows in front of camera a print photo or a 
picture from cell phone. This proposed system is an anti-
spoofing solution for distinguishing between ’real’ and 

’spoof’ faces. In this approach overlapping block LBP 
and LTP operator is used to extract features in each 
region of the image with different radius. Finally, Chi-
Square histogram distance is used to determine whether 
the input image corresponds to a real face or not. 
Experimental analysis on a publically available NUAA 
face anti spoofing database following the standard 
protocols showed good results. 
 
Keywords – Face Recognition, Face Spoofing Attacks, 
Local Binary Pattern (LBP), Local Ternary Pattern (LTP), 
Chi-Square histogram distance and NUAA dataset. 
 
 

I.INTRODUCTION 
 

A facial recognition system is a technology capable of 
identifying or verifying a person from a digital image or a 
video frame from a video source [1]. There are multiple 
methods in which facial recognition systems work, but in 
general, they work by comparing selected facial features 
from given image with faces within a database. It is also 
described as a Biometric Artificial Intelligence based 
application that can uniquely identify a person by analyzing 
patterns based on the person's facial textures and shape. Face 
recognition systems are vulnerable to spoofing attacks with 
printed photos or replayed videos [2]. The recent availability 
of richer imaging sensors is opening new possibilities for 
designing improved face recognition and spoofing attack 
detection solutions. A spoofing attack occurs when a person 
tries to masquerade as someone else by falsifying data and 
thereby gaining illegitimate access and advantages. 

 
 
Face spoofing is a form of attack that is, presenting a fake 
sample to the acquisition sensor with facial information of a 
valid user including showing photographs, video, 3D facial 
model of a valid user etc. Face spoofing attacks may be 
image-based or video-based. In-order to detect the spoofing 
attack, there are lots of methods are available that detect 
whether a biometric sample is original or not. These 
methods include frequency-based approaches [3], texture-
based approaches and motion-based approaches. During the 
capturing process of synthetic biometric data, there are noise 
information and artifacts are present such as blurring effect, 
printing artifacts and banding effects. These noise 
information and artifacts are enough to determine the 
spoofing attacks. 
 

In general, there are three possible ways to generate a 
face spoof attack, they are:  
• Generating a photograph of a valid user  
• Reproducing a video of a valid user  
• Presenting a 3D reproduction of the face of a valid user. 
 

Typical countermeasure against spoofing is liveness 
detection that aims at detecting physiological signs of life 
such as eye blinking, facial expression changes, mouth 
movements etc [4]. Another existing countermeasure to 
spoofing attacks consists of combining face recognition 
with other biometric modalities such as gait and speech. 
Indeed, multimodal systems are intrinsically more difficult 
to spoof than uni-modal systems. As illustrated in Figure 1, 
face images captured from printed photos can look very 
similar to face images captured from real faces. From these 
characteristics of an image is captured and compared with 
the image which is stored in the database and by classifying 
it is recognized as a real face or a fake face. 
 

The organization of the rest of the paper is as follows: 
In this paper, we reviewed other techniques related to face 
spoofing attacks in section II. In Section III we present the 
methodology used to determine whether the input image has 
a real or spoofed face using both LBP and LTP methods. 
Section IV experimental results are then introduced and 
discussed. Finally, Section V includes conclusion of our 
proposed system in this paper. 
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Figure 1: Example of images captured from real faces (upper row)  
and from Printed photos (lower row). 

 
 

II. RELATED WORK 
 

There are many approaches implemented in face 
spoofing detection. The existing methods for face spoofing 
detection can be classified into four groups: user behaviour 
modeling, user co-operation, methods that require additional 
software and hardware and methods based on data-driven 
characterization. Several approaches related to the face 
recognition system and detection of face spoofing detection 
methodologies are briefly explained in this section. 
 

Tronci et al. [5] proposed a method based on the motion 
information and clues that are take out from the scene by 
combining two types of processes, referred to as static and 
video-based analysis. The static analysis consists of 
combining different visual features such as color, edge, and 
Gabor textures. The video-based analysis combines simple 
motion-related measures such as eye blink, mouth 
movement, and facial expression change. The static analysis 
is used to find the abnormalities related to the input samples 
at verification process. Fusion was carried out at score level 
by using a weighted sum. Photo detection gives a higher 
weight in combination. Movement measures contribute only 
very little weight. This performs both video and static 
analysis in order to employ complementary information 
about motion, texture and liveness and consequently to 
obtain a more robust classification. 
 

TopiM aenpaa et al. [6] presents two novel ways of 
extending the local binary pattern (LBP) texture analysis 
operator to multiple scales. First, large-scale texture patterns 
are detected by combining exponentially growing circular 
neighborhoods with Gaussian low-pass filtering. Second, 
cellular automata are proposed as a way of compactly 
encoding arbitrarily large circular neighborhoods. The 
performance of the extensions is evaluated in classifying 
natural textures from the database. The operator works by 
thresholding a 3×3 neighborhood with the value of the 
center pixel, thus forming a local binary pattern, which is 
interpreted as a binary number. The joint distribution of 

 
LBP codes and cellular automaton rules proved to be too 
sparse to be statistically reliable, even when infrequently 
occurring entries were removed. Statistical reliability seems 
to be the key issue in using the distributions of cellular 
automaton rules. 
 

Zhenhua Guo et al. [7] explained about Local binary 
pattern (LBP), fast and simple for implementation, has 
shown its superiority in face and palm-print recognition. To 
extract representative features, “uniform” LBP was 

proposed and its effectiveness has been validated. However, 
all “non-uniform” patterns are clustered into one pattern, so 

a lot of useful information is lost. In this study, the authors 
propose to build a hierarchical multi-scale LBP histogram 
for an image. Local binary pattern (LBP), fast and simple for 
implementation, has shown its superiority in face and palm-
print recognition. The useful information of “non-uniform” 

patterns at large scale is dug out from its counterpart of 
small scale. The performance of single LBP operator is 
limited. Multi-scale or multi-resolution could represent more 
image feature under different settings. Traditionally, LBP 
features of different scale are extracted first, and then the 
histograms are concatenated into a long feature. Joint 
distribution could contain more information, but it suffers 
from huge feature dimension. 
 

Yogesh Raja et al. [8] explained about pair wise-
coupled reformulation of LBP-type classification which 
involves selecting single-point features for each pair of 
classes across multiple scales to form compact, contextually-
relevant multi-scale predicates known as Multi-scale 
Selected Local Binary Features (MSLBF), and a novel 
binary feature selection procedure, known as Binary 
Histogram Intersection Minimization (BHIM) designed to 
choose features with minimal redundancy. Multi-scale 
Selected Local Binary Features (MSLBF) predicates are 
used in a pair wise-coupling approach with multiple binary 
classifier, one for each pair of classes, along with a scoring 
procedure to perform multiclass discrimination. Each 
classifier is a joint density generated from individual bit 
features selected from across scales in the training data. 
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Figure 2: The Proposed Approach 

 
III. SPOOFING DETECTION USING 

LBP AND LTP 
 

This approach of anti-spoofing used to differentiate 
between live faces and fake ones in photographs. The 
process of person identification starts with input image by 
using face recognition can be split into four main phases and 
ends with the result as real face or spoofed face. They are 
face preprocessing, feature extraction, trained image dataset 
and classification. The block diagram of our anti-spoofing 
approach can be seen in figure 2. 
 
A. Face Preprocessing: The preprocessing of face 
includes conversion of an image to gray, filtering of a gray 
image and detection of a face image using Viola – Jones 
algorithm. The Viola-Jones algorithm is one of the most 
popular and exploited methods in face detection history. The 
main components of this face detection framework are 
integral imaging, Adaboosting and cascading. A new 
representation of the image called the integral image [9]. 
 
B. Feature Extraction: There exist several methods for 
extracting the most useful features from (preprocessed) face 
images to perform face recognition. The feature extraction 
methods used in this proposed system are Local Binary 
Pattern (LBP) and Local Ternary Pattern (LTP). 
 
1) Local Binary Pattern (LBP): The LBP is an image 
operator which transforms an image into an array or image 
with more detail. The basic LBP introduced by Ojala et al. 
[10], was based on the assumption that texture has locally 
two complementary aspects, a pattern and its strength. The 
original LBP works in a 3x3 pixel block of image. The 
pixels in this block are threshold by its center pixel value, 
multiplied by powers of two and then summed to obtain a 
label for the center pixel. As the neighborhood consists of 8 
pixels, a total of 28=256 different labels can be obtained 
depending on the relative gray values of the center and its 
neighborhood as shown in Figure 3. 

 
The LBP(P,R) operator used a circular neighborhood. The 
notation (P, R) is generally used for pixel neighborhoods to 
refer to sampling points and circle of radius. So the 
calculation of the LBP(P,R) codes can be easily done. The 
value of the LBP code of a pixel (xc, yc) is given by: 

 

LBPP,R=∑ 
P-1s(gp – gc)2p (1) 
P=0   

Where gc corresponds to the gray value of the center 
pixel(xc, yc), gp refers to gray values of P equally spaced 
pixels on a circle of radius R , and s defines a thresholding 
function as follows:   

  
s(x) = 

1  if x ≥ 0  
(2) 

  
         

   0 otherwise     

           
           

5 4 3   1 1  1  

   Threshold       
4 3 1 1 

  

0 
 

     

           
2 0 3   0 0  1  

           
             

Binary: 111011001 Decimal: 233  
Figure 3: Illustration of LBP Operator 

 
(2) Local Ternary Pattern (LTP): LTP are an extension of 
local binary patterns (LBP) [11]. Unlike LBP, it does not 
threshold the pixels into 0 and 1; rather it uses a threshold 
constant to threshold pixels into three values. In this way, 
each threshold pixel has one of the three values. 
Neighboring pixels are combined after thresholding into a 
ternary pattern. Computing a histogram of these ternary 
values will result in a large range, so the ternary values will 
result in a large range, so the ternary pattern is split into two 
binary patterns [12]. Histograms are concatenated to 
generate a descriptor double the size of LBP. 
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         Upper Pattern  
             

         0 1 1 Binary: 
            

01101000          1  0            

   

t = 5 
         

        0 0 0  

31 90 102  0 1 1  

Decimal: [34 – t, 34+ t]     
          

          

            

104 70 34 20   1  -1     
   

Threshold 
         

12 33 9  -1 0 -1  Lower Pattern  
          
            

Binary: 
            

     Ternary Code 0 0 0      10000101      (-1)1101(-1)0(-1)     

      0  1  
           

            
Decimal:          1 0 1          133     

Figure 4: Illustration of LTP Operator 
   

         
 

 
Considering k as the threshold constant, c as the value 

of the center pixel, a neighboring pixel p, the result of 
threshold is: 
 

1, if p > c + k  
s(x) = 0, if p > c - k and p < c + k (3) 

-1, if p < c – k 
 

Here's an illustration of LTP shown in figure 4, given a 
3 x 3 image patch and a threshold t. The range assign a pixel 
in a window to 0 is when the threshold is between c - t and c  
+ t, where c is the centre intensity of the pixel. Therefore, 
because the intensity is 34 in the centre of this window, the 
range is between [29, 39]. Any values that are beyond 39 get 
assigned 1 and any values that are below 29 get assigned -1. 
Once determine the ternary codes, split up the codes into 
upper and lower patterns. Basically, any values that get 
assigned a -1 get assigned 0 for upper patterns and any 
values that get assigned a -1 get assigned 1 for lower 
patterns. Also, for the lower pattern, any values that are 1 
from the original window get mapped to 0. The final pattern 
is reading the bit pattern starting from the east location with 
respect to the centre (row 2, column 3), then going around 
counter-clockwise. Therefore, probably modify function so 
that outputting both lower patterns and upper patterns in 
image. 
 
C. Trained Image Database: The NUAA spoofing face 
database [13] which plays an important role in static face 
liveness detection and is available to the publically 
published in 2010, and both the images of real client and 
imposter attacks are included. Each individual face images 
is collected in three different sessions of which each is held 
every two weeks and the environment and lighting 
conditions are different for each session. The NUAA 
database use traditional webcams whose resolution is 
680*480 to obtain 15 persons images, and each person are 
captured almost 500 images. Only nine out of fifteen objects 
present in the training set under the live human circumstance 
and only three out of nine objects present under the photos. 

 

 
Thus we can know that there is such a big difference 
between persos present in test and training sets. The training 
set contains 3099 images, the test set contains 2623 images 
and does not overlap with the training set to form a 
database. 
 
D. Classification: System consists of database that 
contains predefined patterns that compares with detected 
object to classify in to proper category. Face spoofing 
attacks are most likely performed by displaying the targeted 
faces using prints, video displays or masks to the input 
sensor. The most crude attack attempts performed, e.g. using 
small mobile phone displays or prints with strong artifacts, 
can be detected by analysing the texture and the quality of 
the captured gray-scale face images [14][15][16]. A model 
is a representation of the examples as points in space, 
mapped so that the examples of the separate categories are 
divided by a clear gap that is as wide as possible. 
 

Chi-squared tests are often constructed from a sum of 
squared errors, or through the sample variance. Test 
statistics that follow a chi-squared distribution arise from an 
assumption of independent normally distributed data, which 
is valid in many cases due to the central limit theorem. Chi-
square histogram distance is one of the distance measures 
that can be used to find dissimilarity between two 
histograms. The effect is demonstrated by measuring the 
similarity between the local binary pattern (LBP) 
descriptions extracted from a genuine face with another face 
of the same person. The similarity is measured using the 
Chi-square distance:  

N 

( Hx( i ) – Hy( i ) ) 2  

 

dx
2(Hx, Hy) =   ∑ (4) Hx ( i ) + Hy( i )   

i = 1  
where Hx and Hy are two LBP histograms with N bins. In 
addition to its simplicity, the Chi-square distance is shown 
to be effective to measure the similarity between two LBP or 
LTP histograms. Chi-square distance does not necessarily 
indicate that there are no intrinsic disparities in the gray- 
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scale texture representation that could be exploited for face 
spoofing detection. More specifically, we computed mean 
LBP histograms for both real and fake face images in the 
training set and used these two models to compute a Chi-
square distance based score value for each sample in the test 
set as follows: 

 
d( Hx, Hr, Hf ) = dχ2(Hx, Hr) − dχ2(Hx, Hf) (5) 

 
where Hx is the LBP or LTP histogram of the test sample, 
and Hr and Hf are the reference histograms for real and fake 
faces, respectively. Classifier is first trained using a set of 
positive (real faces) and negative (fake faces) samples from 
the dataset. 

 
IV. EXPERIMENTAL RESULTS AND ANALYSIS 

V. CONCLUSION 
 

In this work, an approach for anti-spoofing detection 
using LBP and LTP is presented that discriminate live faces 
from fake ones. Only print attacks are considered in the 
system. The face region in the given image is detected first 
with good accuracy. LBP and LTP features are extracted 
from the face region. A chi-square histogram distance is 
used for classifying the image as a real face or a spoofed 
face. The system is tested for both real and spoofed images. 
The developed system exhibits a good recognition rate of 86  
% for LBP and around 97.6% for LTP. Comparatively 
feature extraction using LTP method gives a good result 
than the LBP method. 
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extracted is 5900. It has been observed from Table I has 
overall recognition rate of both the feature extraction 
methods showing LTP has better results than the LBP. 

 
Table I:  Results of images whose Block size of 16 x 16 

 

Feature 
Number of 

Number of 
Overall correct 

test images Extraction recognition Recognition   

Method     Rate (%) 
Real Spoof Real Spoof   

      

Local      
Binary 

150 100 132 83 86 Pattern      

(LBP)      
      

Local      
Ternary 

150 100 147 97 97.6 
Pattern      

(LTP)      
      

 
 
 
 

[1] J. Määttä, A. Hadid, and M. Pietikäinen, “Face 
spoofing detection from single images using micro-
texture analysis,” in Proc. IEEE Int. Joint Conf.  
Biometrics, Oct. 2011, pp. 1–7. 

 
[2] A. Silva Pinto, H. Pedrini, W. R. Schwartz, and A. 

Rocha, “Video-based face spoofing detection through 
visual rhythm analysis,” in Proc. 25th SIBGRAPI  
Conf. Graph., Patterns Images, Aug. 2012, pp. 221– 
228. 

 
[3] T.-W.  Lee,  G.-H.  Ju,  H.-S.  Liu,  and  Y.-S.  Wu,  

“Liveness detection using frequency entropy of image 
sequences,” in Proc. IEEE Int. Conf. Acoust., Speech,  
Signal Process., May 2013, pp. 2367–2370. 

 
[4] Samarth Bharadwaj, Tejas I. Dhamecha, MayankVatsa 

and Richa Singh, “Computationally Efficient Face 

Spoofing Detection with Motion Magnification”, in 

Proc. IJETAE Int. vol. 3. Dec. 2013, pp. 627-633. 
 
[5] R. Tronci et al., “Fusion of multiple clues for photo 

attack detection in face recognition systems,” in Proc.  
IEEE Int. Joint Conf. Biometrics, Oct. 2011, pp. 1–6. 

 
[6] Topi M¨aenp¨a¨a, Matti Pietik¨ainen, “Multi-Scale 

Binary Patterns for Texture Analysis”, in Machine 

Vision Group, Infotech Oulu University of Oulu. Dec 
2013. 

 
[7] Zhenhua Guo, Lei Zhang, David Zhang, “Hierarchical 

Multiscale Lbp For Face And Palmprint Recognition”, 

in Proceedings of 2010 IEEE 17th International 
Conference on Image Processing. September 26-29, 
2010. 

 
[8] Yogesh Raja, Shaogang Gong, “Sparse Multiscale 

Local Binary Patterns”, University of London Mile End 
Road, London E1 4NS, U.K. December 2013. 



 
 

14th National Conference on Integrated Intelligent Computing, Communication & Security 
 
 
 

Dept. of CSE, SJBIT                                                                                    NCIIC-2019 Page 106 
 

[9] P. Viola and M. Jones, “Rapid object detection using a 

boosted cascade of simple features”, in Proceedings of  
Computer Vision and Pattern Recognition, Vol. 1, pp. 
1-9. 2001. 

 
[10] T. Ojala, M. Pietikainen, and T. Maenpaa, “Multi-

resolution gray-scale and rotation invariant texture 
classification with local binary patterns” in 

proceedings of Pattern Analysis and Machine 
Intelligence, IEEE, vol. 24, no. 7, pp. 971–987, 2002. 

 
[11] Renuka Patnaik, Raj Gupta, “Local Ternary Patterns 

and Maximum Bipartite Matching for Face  
Recognition”, Third National Conference on Computer  
Vision, Pattern Recognition, Image Processing and 
Graphics, 2011. 

 
[12]  Vasudha, Deepti Kakkar, “Facial Expression  

Recognition  with  LDPP  &  LTP  using  Deep  Belief  
Network”, 5th International Conference on Signal  
Processing and Integrated Networks (SPIN), 2018. 

 
[13] Tan X, Li Y, Liu J, et al. ,“Face liveness detection from 

a single image with sparse low rank bilinear 
discriminative model”, in Proceedings of European  
Conference on Computer Vision(ECCV), Springer-
Verlag, pp. 504-517, 2010. 

 
[14] Aruni Singh, Sanjay Kumar Singh, “Effect Of Face 

Tampering On Face Recognition”, in Signal & Image 
Processing : An International Journal (SIPIJ) Vol.4, 
No.4, August 2013. 

 
[15] Zinelabidine Boulkenafet, Jukka Komulainen, 

Abdenour Hadid, “Face Spoofing Detection Using  
Colour Texture Analysis”, in IEEE Transactions on 
Information Forensics and Security. August 2016. 

 
[16] Hoai Phuong Nguyen, Florent Retraint, “Face 

spoofing attack detection based on the behavior of 
noises”, IEEE 978-1-5090-4545-7/16, 2016. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

14th National Conference on Integrated Intelligent Computing, Communication & Security 
 
 

 

Dept. of CSE, SJBIT                                                                       NCIIC-2019                                                                      Page 107 

 

An Efficient Solution For Establishing Stem Education And Ict 
Environment For Smart Schools 

 
Ashwini S S1, Cercilia T2 

 
1
 Assistant Professor, Information Science Engineering, Nagarjuna College of Engineering and Technology,

  

Karnataka, Bangalore, India  
2
Student, Information Science Engineering, Nagarjuna College of Engineering and Technology, Karnataka, 

Bangalore, India  
-----------------------------------------------------------------****---------------------------------------------------------------- 

 
 
Abstract-The smart school is a technology-based 
teaching learning institution for preparing children 
for the Information Age. To achieve smarts schools 
educational objectives, these teaching and learning 
concepts should be covered: curricular, pedagogy, 
assessment and teaching-learning materials, STEM 
education. Information and communication 
technology (ICT), as second pillar of smart school, 
plays many roles in a smart school, from facilitating 
teaching and learning activities to assisting with 
school management. For instance, some of 
technologies which can equip a smart school might 
be classrooms with multimedia courseware and 
presentation facilities, computer laboratory for 
teaching, multimedia development centre and server 
room equipped to handle applications, management 
databases, and web servers. Although in recent years 
some efforts have been done for developing smart 
schools, there is not a pre-defined and an efficient 
solution for establishing ICT environment for smart 
schools. The main objective of this paper is, it 
describes learning in digital age and gains increase 
attention. A smart school makes children smart and 
will help them grow with the technology.  
 
Keywords- Smart schools, E-Learning, STEM 
education, ICT. 
 

I. INTRODUCTION 
 
The development of new technologies enables 
children to learn more effectively, efficiently, 
flexibly and comfortably. Children will utilize 
smart devices to access digital resources through 

 
 
wireless network and to immerse in both 
personalized and seamless learning 
 
Engaging primary school students in Science, 
Technology, Engineering and Maths (STEM) 
learning is difficult, due to the often abstract 
notions and concepts involved[2]. One common 
alternative proposed to improve engagement and 
learning about such subjects, is to involve students 
in scientific inquiries, in which students are 
involved in formulating hypotheses and gathering 
and analyzing real data. Very often, this gathering 
of data is done outdoors, using increasingly 
available mobile and sensing technologies. 
However, the application of these approaches in 
authentic setting conditions faces simple but quite 
important constraints in terms of timing and effort. 
 
In our view, one of the important programs for 
using information technology and communication 
(ICT) is smart school[4]. This reality was 
investigated through some observation in ministry 
of education. Although there are few efforts to 
implement smart school in private and public 
sector, it was realized these efforts uses different 
information technology infrastructure (platform), 
ideas and teaching material. In order to encourage 
for successful development of smart school, an ICT 
infrastructure framework should be developed. 
 
With our interest in the goals for students in Vision 
2020, we are beginning to look at what it takes to 
educate our children for the world of the future and 
what skills that will need to acquire to become 
productive citizens[3]. It is interesting to explore 
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the wide range of skills in communication, critical 
thinking, and even problem solving that the world 
of work would ask educators to consider when 
planning curriculum, as well as the advanced 
technical skills associated with the information 
society we are going to become. To make this shift, 
the education system under the guidance of the 
National Philosophy of Education, must undergo a 
radical transformation. The schooling culture must 
be transformed from one that is memory-based to 
one that is informed, thinking, creative and caring. 
One way to make this happen is through the use of 
leading edge technology. 
 

II. SMART SCHOOLS  
The smart school is a technology-based teaching-
learning institution for preparing children with the 
effective functionality of smart school which 
requires skilled staff, and well-designed teaching, 
learning and supporting processes[1]. It encourages 
active thinking process while its’ environment 
motivates students to use personal computers 
(PCs), the internet and intranets as research and 
communication tools. Students are able to access 
online libraries, use electronic mail (e-mail) or 
combination of desktop video-conferencing and 
chat rooms for doing tutorials.  
The idea of the smart school is defined to 
revolutionize the education system through 
development of a holistic approach that concerns 
on making value based education available to 
anyone, anytime and anywhere. Implementing 
smart schools successfully will be a complex task, 
requiring changes teaching-learning processes; 
management functions; people, skills and 
responsibilities; and technology. 
 

III. E-LEARNING  
E-Learning can be described as the use of ICT in 
learning process. Various tools and technologies 
including e-mail, internet, video streaming and 
virtual classrooms can be applied for this 
purpose[4]. For example, one of the concerns of e-
Learning in context of a learner is to connect 
him/her to a network in order to access course 
materials. This also will supported be by other tools 
like course management system and virtual 
classrooms. Andersson and Grönlund had analyzed 
several related papers regard to e-learning activities 
in different developing countries and finally they 

 
developed a conceptual framework for e-learning 
as shown in Table 1. 
 
Table 1: Conceptual Framework for Challenges of  

E-learning 
(Andersson & Grönlund)  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Developing countries will benefit e-learning if they 
think for innovative ways to deliver online content 
on the national backbone. 
 

IV. STEM EDUCATION 
 
Engaging primary school students in Science, 
Technology, Engineering and Maths (STEM) 
learning is difficult, due to the often abstract 
notions and concepts involved[2]. One common 
alternative proposed to improve engagement and 
learning about such subjects is to involve students 
in scientific inquiries, in which students are 
involved in formulating hypotheses and gathering 
and analyzing real data. Very often, this gathering 
of data is done outdoors, using increasingly 
available mobile and sensing technologies. 
However, the application of these approaches in 
authentic setting conditions faces simple but quite 
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important constraints in terms of timing and effort 
(e.g., logistics of such data gathering trips, 
matching between weather and curriculum 
sequence constraints, etc.). 
 
At Tallinn University, they are starting a project 
that takes a different perspective on this problem of 
student engagement in STEM and its constraints:  
instead of (or, in addition to) “taking students to 
the data”, the Smart School project aims to “bring 
the data to students”, while still keeping it  
authentic and relevant to them. The general idea of 
the project is to support the next generation of 
scientists and engineers by having them learn in a 
data-rich school environment. 
 

V. ICT 
 
Information and communication technology (ICT), 
as second pillar of smart school, plays many roles 
in a smart school, from facilitating teaching and 
learning activities to assisting with school 
management[4].For instance, some of technologies 
which can equip a smart school might be 
classrooms with multimedia courseware and 
presentation facilities, computer laboratory for 
teaching, multimedia development centre and 
server room equipped to handle applications, 
management databases, and web servers. 
 
Schools use a diverse set of ICT tools to 
communicate, create, disseminate, store, and 
manage information[5].In some contexts, ICT has 
also become integral to the teaching-learning 
interaction, through such approaches as replacing 
chalkboards with interactive digital whiteboards, 
using students’ own smartphones or other devices 
for learning during class time, and the “flipped 
classroom” model where students watch lectures at 
home on the computer and use classroom time for 
more interactive exercises. 
 
When teachers are digitally literate and trained to 
use ICT, these approaches can lead to higher order 
thinking skills, provide creative and individualized 
options for students to express their 
understandings, and leave students better prepared 
to deal with ongoing technological change in 
society and the workplace. 

 
ICT issues planners must consider include: 
considering the total cost-benefit equation, 
supplying and maintaining the requisite 
infrastructure, and ensuring investments are 
matched with teacher support and other policies 
aimed at effective ICT use. Although in recent 
years some efforts have been done for developing 
smart schools, there is not a pre-defined and an 
efficient solution for establishing ICT environment 
for smart schools. 
 

VI. ADVANTAGES  
A. Easy access to information 

 
This is perhaps the biggest benefit of a smart 
classroom[6]. This is because such a classroom 
uses many gadgets that have internet connection 
such as mobile, laptops, and tabs. Thanks to all 
these devices it is easier for students to gain access 
to information on the internet. Now, students have 
all the information that they need about any kind of 
topic they want to know about. It is basically at 
their fingertips. In fact, this is beneficial for the 
teachers as well. This way, they are able to learn 
outside the syllabus as well and this only enriches 
them further. 

 

B. Taking notes on a digital medium 
 
One of the biggest features of a smart school is that 
students can take their notes by using digital 
devices such as pens and tabs. This way they are 
able to save a significant amount of their learning 
time as well. No longer do they need to carry all 
those heavy notebooks and textbooks to class. 
Technology such as Google Docs has also made it 
a lot easier for the teachers to come up with 
documents and presentations. This can add major 
value to their students’ education. 

 

C. A better understanding of topics through 
digital tools 

 
If students learn to topics in a better way, chances 
are that a smart class would be a much better bet 
for the same. The learning sessions at these classes 
normally use many visual aids. This includes 
PowerPoint presentations, word documents, audio 
sessions, and video screenings, to name a few. 
They play a major role in conveying the lessons in 
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a way that is a lot more understandable. At times, a 
simple picture is a good enough substitute for 
thousands of words. 

 

D.  A great option for students who are absent 
 
One thing with smart classes is that they are always 
being recorded. This means that even if you were 
to miss a couple of sessions you need not to feel 
bad. This is because there would always be the 
video recordings to fall back on in case you need 
them. You can go through the videos and also 
email the teachers in case you happen to have any 
doubt about the same. In a traditional classroom, 
the students always find it hard to copy down all 
the information that the teacher is providing them. 

 

E. Learning in a dynamic manner 
 
It is common knowledge that not all students in a 
class have the same power to grasp things. As far 
as the weak students are concerned they always 
find it hard in the traditional classrooms. But, the 
smart classrooms – by being as dynamic as they are 
– have made it easier for these students to learn at a 
pace that they are comfortable with. Mention needs 
to be made of the visual effects concepts that are 
being used in these classes. These effects make the 
entire lesson a lot clearer and this benefits these 
weak students in particular. 

 

F. A teaching environment that is interactive 
 
The digital tools are now an integral part of these 
smart classes. This is why the teaching 
environment over here can be called interactive in 
the truest sense of the term. It is one where both 
students and teachers have definite roles to play. 
This kind of learning makes the entire process a lot 
more transparent. It is a lot better than what it 
would otherwise have been. This improves the 
interaction between the students and the teachers in 
a significant way as well. It also improves the bond 
between these individuals as well. This is because 
they are able to communicate outside the school 
with the help of emails and messages. 

 
Each year students use tons of paper in order to 
take notes. These days, there is a lot of emphasis 
on being environment-friendly and this is the 
reason why most of the businesses are going 
paperless as well. In fact, by facilitating note taking 
on digital instruments it is now actually possible 
for the environment to be saved in a way. They are 
creating a way to replace usage and wastage of 
paper. In such a concept there is no place for 
photocopies and printouts, and this is helping 
reduce the carbon footprint as well. 

 

H.  They are easy to maintain 
 
In traditional classrooms, students have to spend a 
lot of money each year to buy the necessary 
educational items such as books and pens to name 
a few. Even as they go up these costs increase as 
well. However, with smart classes, such expenses 
can be kept to the bare minimum. In these classes, 
all you need to do in this regard is to make a 
onetime investment in the first year and buy those 
electronic gadgets. 

 

VII. CONCLUSION 

 

With the help of the technology available in these 
smart classes, students actually have the chance to 
learn from the experts of various subjects[6]. This 
is one facility that is not available in traditional 
classrooms where it is the same teachers who take 
care of various subjects and this is something that 
does not change at all. Apart from all these, smart 
classes provide students more learning 
opportunities, makes the process of learning a fun-
filled one, help them learn new technology, allow 
them the option to collaborate with others and 
learn, and their grades improve as well. 
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Abstract 
E-Voting is the key public sectors that can be 
disrupted by blockchain technology. The idea in 
blockchain-enabled e-voting (BEV) is simple. To 
use a digital-currency analogy, BEV issues each 
voter a “wallet” containing a user credential. Each 
voter gets a single “coin” representing one 
opportunity to vote. Casting a vote transfers the 
voter’s coin to a candidate’s wallet. A voter can 
spend his or her coin only once. However, voters 
can change their vote before a preset deadline. In 
this project, we prove that blockchains might 
address two of the most prevalent concerns in 
voting today: voter access and voter fraud. The 
idea is as follows. Eligible voters cast a ballot 
anonymously using a computer or smartphone. 
BEV employs an encrypted key and tamperproof 
personal IDs. For example, the mobile e - voting 
platform of BostonbasedstartupVoatz employs 
smart biometrics and real-time ID verification. 
The public ledger ties each cast ballot to an 
individual voter and establishes a permanent, 
immutable record. No bad actor can engage in 
nefarious activities because such activities will be 
evident on the ledger or corrected by a peer-to-
peer consensus network. To compromise the 
network, hackers would need to successfully hack 
most of the blocks (files with transaction records) 

before new blocks were introduced. The 
blockchain’s audit trail ensures that no vote has 
been changed or removed and that no fraudulent 
and illegitimate votes have been added.Put simply, 
blockchains enable the creation of tamper-proof 
audit trails for voting. In this paper, we propose 
some BEV implementations and the approach’s 
potential benefits and challenges. 

1. Introduction 

Voting, whether traditional ballet based or 
electronic voting (e-voting), is what modern 
democracies are built upon. In recent years voter 
apathy has been increasing, especially among the 
younger computer/tech savvy generation. E-voting 
is pushed as a potential solution to attract young 
voters. For a robust e-voting scheme, a number of 
functional and security requirements are specified  
including transparency, accuracy, auditability, 
system and data integrity, secrecy/privacy, 
availability, and distribution of authority. 
Blockchain technology is supported by a 
distributed network consisting of a large number 
of interconnected nodes. Each of these nodes have 
their own copy of the distributed ledger that 
contains the full history of all transactions the 
network has processed. There is no single 
authority that controls the network. If the majority 
of the nodes agree, they accept a transaction. This 

mailto:prabhavathi138@gmail1.com
mailto:prabhavathi138@gmail1.com
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network allows users to remain anonymous. A 
basic analysis of the blockchain technology 
(including smart contracts) suggests that it is a 
suitable basis for e-voting and, moreover, it could 
have the potential to make e-voting more 
acceptable and reliable. There are number of 
papers that have explored this idea including now 
this one.Obvious advantages of e-voting using 
blockchains includes: i) greater transparency due 
to open and distributed ledgers, ii) inherent 
anonymity , iii) security and reliability (especially 
against Denial of Service Attacks) and iv) 
immutability (strong integrity for the voting 
scheme and individual votes). Existing works 
explore how blockchains can be used to improve 
the evoting schemes or provide somestrong 
guarantees of the above listed requirements.  

 

 

 

2.Literature Approach 

[1] "SELES: an e-voting system for medium scale 
online election" C. Garcia-Zamora ; F. Rodriguez-
Henriquez ; D. Ortiz-Arroyo Sixth Mexican 
International Conference on Computer Science 
(ENC'05) 

[2] "Building a reliable e-voting system: functional 
requirements and legal constraints" C. 
Lambrinoudakis ; D. Gritzalis ; S. Katsikas 
Proceedings. 13th International Workshop on 
Database and Expert Systems Applications.There 
are several types of Blockchain 

PermissionlessBlockchain, like Bitcoin  
orEthereum, all can be a user or run a node, 
anyone can "write", and anyone can participate in 
a consensus in determining the state's validity. 

Permission Blockchain inversely proportional to 
the previous type, operated by known entities such 
as consortium blockchains, where consortium 
members or stakeholders in a particular business 
context operate a Blockchain permission network. 
This Blockchain permission system has means to 
identify nodes that can control and update data 
together, and often has ways to control who can 
issue transactions. 

Private blockchain is a special blockchain 
permitted by one entity, where there is only one 
domain trust. 

3.Proposed work 

In this paper, we incorporate Block chain 
technology as the solution for the problems seen in 
the traditional voting systems, because it embraces 
a decentralized system and the entire database are 
owned by many users. Blockchain itself has been 
used in the Bitcoin system known as the 
decentralized Bank system. By adopting 
blockchain in the distribution of databases on e-
voting systems can reduce one of the cheating 
sources of database manipulation. Advantages: 
This technique introduces the decentralized system 
and thus the entire database are owned by many 
users. Cheating sources of the database 
manipulation is reduced. Simple and feasible 
solution. The results of the election will be 
available on the go and will be accurate and 
cheating-free.The motivation behind the proposed 
e-voting protocol, is to have a blockchain based 
scheme that meets the above stated goals. In 
addition to those properties the protocol must 
allow for a voter to change one’s mind and cancel 
one’s vote, replacing it with another. As a 
secondary goal, it has been actively pursued to 
provide the maximum degree of decentralisation 
and to create a protocol which the voters control as 
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a network of peers. After careful consideration, 
however, it was decided that a certain degree of 
centralisation is necessary to reach the primary 
goal. This is because when using the blockchain, 
one is unable to store secret information in the 
public ledger without the use of external oracles 
that maintain such information. So if the identity 
of the voters is to remain secret, whilst at the same 
time permitting only eligible voters to participate 
in the elections, a Central Authority needs to be 
introduced that acts as a trusted third party.The 
main reason for using the blockchain in an e-
voting protocol is to take advantage of the fact that 
it enables a group of people to maintain a public 
database, that is owned, updated, and maintained 
by every user, but controlled by no one. Since the 
protocol is based on the blockchain, it will be 
realised as a network of peers. Each voter will be a 
peer i.e. a node in a network of equals. Every voter 
will be responsible for making sure that fraudulent 
votes are rejected, hence that consensus is 
maintained according to the election rules. The 
blockchain also has the additional advantage of 
being increasingly well-known and well-trusted to 
operate as intended, as evidenced by the sheer size 
of the cryptocurrency market.  

E-VOTING 

Voting mechanisms using electronic means, or ’e-
voting mechanisms’, to aid casting and counting 
votes have been studied in both the commercial 
and the academic world. In order for an e-voting 
protocol to be deemed secure certain formally-
stated properties must hold.  

• Fairness: No early results should be obtainable 
before the end of the voting process; this provides 
the assurance that the remaining voters will not be 
influenced in their vote.  

• Eligibility: This property states that only eligible 
voters should be allowed to cast their vote and 
they should do so only once.  

since voters need to prove their identity before 
being deemed eligible or not.  

• Privacy: The way that an individual voter voted 
should not be revealed to anyone. This property in 
non-electronic voting schemes is ensured by 
physically protecting the voter from prying eyes.  

• Verifiability: This property guaranties that all 
parties involved have the ability to check whether 
their votes have been counted or not. Typically 
two forms of verifiability are defined, individual 
and universal verifiability. Individual verifiability 
gives an individual voter the ability to verify that 
one’s vote has been counted. Universal 
verifiability requires that anyone can verify that 
the election outcome is the one published. 

 • Coercion-resistance: A coarser should not have 
the ability to distinguish whether a coerced voter 
voted the way they were instructed to. 

 

4.System Architecture 

 
User Authentication & Authorization: User 
should register or login to the application.  

 

KYC Process: Here KYC going to check whether 
the given user information is right or wrong.  

 

Assembly Component: Here an admin can 
perform Create, Edit and Delete the assembly. 
User can see the assembly information. 
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Parties Management: Here an admin can add the 
contestant with respect to party. Here both user 
and admin can view.  

 

Election Process: Here the actual implementation 
of block chain take place.After every user cast 
their vote everything is gathered in form of blocks.  

 

Result view service: Admin is goung to unveil the 
result after the allotted schedule is close. and both 
user and admin can view the result. 

 

5. SHA-256 Algortithm 

SHA-256 operates in the manner of MD4, MD5, 
and SHA-1: The message to be hashed is first (1) 
padded with its length in suchaw ay that the result 
is a multiple of 512 bits long, and then (2) parsed 
into 512-bit message blocks M(1);M(2);:::;M(N). 

The message blocks are processed one at a time: 
Beginning with a fixed initial hash value H(0), 
sequentially compute H(i) = H(i1) + CM(i)(H(i1)); 
where C is the SHA-256 compression function and 
+ means word-wise mod 232 addition. H(N) is the 
hash of M. 

Description of SHA-256 

The SHA-256 compression function operates on a 
512-bit message block and a 256bit intermediate 
hash value. The initial hash value H(0) is the 
following sequence of 32-bit words (which are 
obtained by taking the fractional parts of the 
square roots of the first eight primes): 

H(0) 1 = 6a09e667  

H(0) 2 = bb67ae85  

H(0) 3 = 3c6ef372  

H(0) 4 = a54ff53a  

H(0) 5 = 510e527f  

H(0) 6 = 9b05688c  

H(0) 7 = 1f83d9ab  

H(0) 8 = 5be0cd19 

We will use following notation: 

   ^        bitwise AND  
   _        bitwise OR  
   :         bitwise complement  
   +        mod 232 addition  
  Rn      right shift by n bits  
 Sn       right rotation by n bits 
 
           Table1: Notations 

Preprocessing 

Computation of the hash of a message begins by 
preparing the message: 

1. Pad the message in the usual way: Suppose the 
length of the message M, in bits, is `. Append the 
bit \1" to the end of the message, and then k zero 
bits, where k is the smallest non-negative solution 
to the equation `+1+k  448 mod 512. To this 
append the 64-bit block which is equal to the 
number ` written in binary.For example, the (8-bit 
ASCII) message \abc" has length 8*3 = 24 so it is 
padded with a one, then 448(24+1) = 423 zero 
bits, and then its length to become the 512-bit 
padded message 

01100001 01100010 01100011 1 

 

The length of the padded message should now be a 
multiple of 512 bits. 

2. Parse the message into N 512-bit blocks 
M(1);M(2);:::;M(N). The first 32 bits of message 
block i are denoted M(i) 0 , the next 32 bits are 
M(i) 1 , and so on up to M(i) 15 .We use the big-
endian convention throughout, so within each 32-
bit word, the left-most bit is stored in the most 
significant bit position. 

Main loop 

The hash computation proceeds as follows: 
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For = I to N (N = number of blocks in the padded 
message) 

Initialize registers a, b, c, d, e, f, g, h with the 
(i — I) St intermediate hash value the initial 
hash value when i — 1)  

 

SHA-256 compression function to update 
registers a, b, . For J — O to 63 
Compute Ch(e, f, g), Maj(a, b, c), Eo(a), El(e), 
and wJ (see Definitions below) 

 

Compute the ith intermediate hash value H(i) H(i) 
1 a + H(i1) 1 H(i) 2 b + H(i1) 2 . . . H(i) 8 h + 
H(i1) 8H(N) =(H(N) 1 ;H(N) 2 ;:::;H(N) 8 ) is the 
hash of M. 

Definition 

Six logical functions are used in SHA-256. Each 
of these functions operates on 32-bit words and 
produces a 32-bit word as output. Each function is 
defined as follows: 

Ch(x, y, z) 

Maj(x, y, z) 

Eo(x) = s2 (x) s 13 (x) s22 (x) 

= SC (X) S ll(x) S25 (x) 

01 x) = S7 (x) S IS (x) R3 (x) 

CI(.T) = SIT (x) S 19 (.T) R 

6. THE ADVANCED ENCRYPTION 
STANDARD ALGORITHM (AES) 

AES is a symmetric block cipher that can encrypt 
and decrypt information. The AES is capable of 
cryptographic keys of 128,192 or 256 bits. Other 
input, output, cipher key   lengths are not 
permitted by this standard. For a long period of 
time, the Data Encryption Standard (DES) was 
considered a standard for the symmetric key 
encryption. DES has a key length of 56 bits [2]. 
For the time being, this key length is considered 
small and can easily be broken. For this reason, the 
National Institute of Standards and Technology 
(NIST) announced as a result of computation 
among 15 algorithms that the Rijndael cipher will 
replace the DES cipher and will become a new 
AES [16]. The Rijndael cipher has three possible 
block and key lengths: 128, 192, or 256 bits. 
Therefore, the problem of breaking the key 
becomes more difficult. In general, hardware 
implementations of encryption algorithms and 
their associated key schedules are physically 
secure, as they cannot easily be modified by an 

e 

 



14th National Conference on Integrated Intelligent Computing,Communication& Security 
 

Dept.of CSE,SJBIT                                               NCIIC-2019 Page 117 
 

outside attacker. The basic block diagram of 
encryption module is shown in below fig. The 
decryption function is similar to that of the 
encryption function except that the keys have to be 
read in reverse order, they must be calculated prior 
to applying any input, therefore they are stored in a 
stack like buffer [9].   

 

Figure.1: Basic block Diagram of Encryption Module  

 

Figure.2: Block Diagram of decryption Module  
 

TRANSFORMATIONS USED   IN AES  

The Advanced Encryption Standard (AES) is a 
block cipher. The algorithm may be used with the 
three different “flavors” may by referred to as 
“AES-128”, “AES-192”, and   “AES-256”. The 
input to each round consists of a block of 
message called the state and the round key [2] . It 
has to be noted that the round key changes in 
every round. The state can be represented as a 
rectangular array of bytes. This array has four 
rows; the number of columns is denoted by Nb 
and is equal to the block length divided by 32. 

The same could be applied to the cipher key. The 
number of columns of the cipher key is denoted 
by Nk and is equal to the key length divided by 
32. The cipher consists of a number of rounds - 
that is denoted by Nr - which depends on both 
block and key lengths [14].Each round of AES 
encryption function consists mainly of four 
different transformations:   

ByteSub Transformation:   

The ByteSub transformation is a non-linear byte 
substitution, operating on each of the state bytes 
independently. The ByteSub transformation is 
done using a once-pre-calculated substitution 
table called S-box. That Sbox table contains 256 
numbers (from 0 to 255) and their corresponding 
resulting values.   

Shift Row Transformation:  

In ShiftRow transformation, the rows of the state 
are cyclically left shifted over different offsets. 
Row 0 is not shifted; row 1 is shifted over one 
byte; row 2 is shifted over two bytes and row 3 is 
shifted over three bytes.  

Mix-Column Transformation:  

It operates on each column individually. It takes 
all the columns of the state and mixes their data 
to produce new column.  

Add Key Transformation : 
The round key is applied to the state - resulted 
from the operation of the Mix- Column 
transformation - by a simple bitwise X-OR. The 
round key length is equal to the block length.  
Each Round Key consists of Nbwords from the 
key schedule. Those Nbwords are each added 
into a column of the state.  The output of the 
above transformations is called the 'state'. The 
state consists of the same byte length as each 
block of the message. Decryption process is 
performed according reversed encryption scheme 
although mentioned earlier Trans formations 
have different definition to be complementary 
transformations. Only Add RoundKey is identical 
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for encryption and decryption. Also the same 
keys are used for rounds in decryption as they 
were use in encryption. Such for decryption 
round the following transformations are in 
InvByteSub Transformation, InvShiftRow 
Transformation and InvMix Column 
Transformation. The below fig. shows the 
modified implementation of AES Encryption and 
Decryption Module.  

 

IMPLEMENTATION OF AES 
ENCRYPTION AND DECRYPTION 
MODULE  

 

Figure.3: Modified block Diagram of Encryption 
Module  

 
 

Figure.4: Modified block Diagram of Decryption 
Module  

In the modified block diagram instead of 
multiplier we use shift-and-add multiplier. So it is 
mainly used to reduce the power consumption 
nearly 75% and increase the speed [10].  

The Controller:  

This block controls the sequencing operations of 
the rounds. It generates the round constant 
associated with each round. It also generates the 
control signal at the appropriate time, those control 
signals are: Key_reg_mux_sel:The key schedule 
input selector which selects the input key before 
the first round, and then it reads the output key as 
the next input.  

Load_key_reg:The key schedule output enable.  

load_data_reg:the input registers enable. 
data_reg_mux_sel:The data register selector which 
selects input register data from the plaintext input, 
last_mux_sel:it goes to the round layer to indicate 
the last round. 

Round_constant:  

it goes to the key schedule layer to indicate which 
round is running at the moment and it applies a 
constant value according to the running round. 
Key Generator: This block is responsible for 
creating the keys for each round. It contains four S 
boxes.   

The Round Layer:  

It contains the row shifter followed by two blocks 
running in parallel. The first one is Mix-Column 
block combined with an S-Box block, and the 
second one is S-Box block. The first block calls 
four look-up tables to calculate its output. The 
second block is the normal S-Box block. The final 
output is taken from S-Box combined with 
MixColumn block. 

 

7. Improvements and Extensions 

In this section, we discuss some possible further 
improvements and extensions when applying the 
e-voting protocol in special elections and 
scenarios. 

Privacy of Data Transmission 

In our protocol, the communication through the 
blockchain network may divulge voters’ IP 
addresses, which may lead to the exposure of 
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connections between voters and ballots via 
network analysis. To enhance voters’ privacy, we 
recommend voters to use anonymity services like 
proxies or TOR [26], with which voters can hide 
their IP addresses. 

Data Confidentiality and Neutrality 

According to our protocol, because of the 
transparency property from blockchain, ballots are 
visible when they are cast to the blockchain 
network. 

 This exposes the progress of the election during 
the voting phase, and may greatly influence the 
outcome of the election. Here, we provide two 
possible solutions for this problem.  

The permissioned blockchain is more flexible and 
there exist several promising solutions of access 
control (like [27]). However, providing certain 
extent of data confidentiality, transparency is 
somehow lost. To keep transparency, we may also 
introduce a ballot encryption mechanism here.  

 

Dishonest Behaviors from the Organizer and 
Inspectors 

Corruption may happen if the organizer and 
inspector conspire together, since both of their 
signatures are components of a valid ballot. To 
avoid this kind of dishonest behaviors, we can 
introduce more inspectors such that the corruption 
cost is greatly increased. 

8. CONCLUSION 

E-voting, as discussed in the paper, is a potential 
solution to the lack of interest in voting amongst 
the young tech savvy population. For e-voting to 
become more open, transparent, and independently 
auditable, a potential solution would be base it on 
blockchain technology. This paper explores the 
potential of the blockchain technology and its 
usefulness in the e-voting scheme. The paper 
proposes an e-voting scheme, which is then 
implemented. The implementation and related 
performance measurements are given in the paper 

along with the challenges presented by the 
blockchain platform to develop a complex 
application like e-voting. The paper highlights 
some shortcomings and presents two potential 
paths forward to improve the underlying platform 
(blockchain technology) to support e-voting and 
other similar applications. Blockchain technology 
has a lot of promise; however, in its current state it 
might not reach its full potential. There needs to be 
concerted effort in the core blockchain technology 
research to improve is features and support for 
complex applications that can execute within the 
blockchain network. 
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Abstract:Social media is arguably the richest source of human generated text input. Opinions, feedbacks and critiques 
provided by internet users reflect attitudes and sentiments towards certain topics, products, or services. Every day, millions 
of messages are created, commented, and shared by people on social media websites, such as Twitter and Facebook. This 
provides valuable data for researchers and practitioners in many application domains, such as marketing, to inform decision-
making. Distilling valuable social signals from the huge crowd’s messages, however, is challenging, due to the 
heterogeneous and dynamic crowd behaviors. These are the anomalies caused by a user because of his/her variable behavior 
towards different sources. Due to such risk parameters, it is always a best practice to have a mechanism to assign a risk score 
to each online social network user. This paper therefore put forth risk analysis of Facebook. This work hence acts as a risk 
indicator to the administrator of the Face book services so that they can formulate strategies to overcome the same. 
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I          INTRODUCTION 

Over the recent years, the surge of social 
media, such as Twitter and Facebook, has 
significantly advanced the way that people publish, 
acquire, and share news and information. All day 
long, millions of messages are created, commented 
on, and disseminated by over one billion active social 
media users [10]. Such publicly available texts as 
well as their propagation patterns among people 
provide great potential for researchers and 
practitioners in a variety of fields, such as political 
science and marketing, to make data-informed 
decisions. While there is abundant information on 
social media, not every posting is equally valuable, 
important or informative. The first challenging 
question is: which particular message streams are 
worth looking into? To be efficient, analysts aim to 
identify anomalous 

Anomalies are the unexpected behavior of 
the user which results in irregular and suspicious 
activity causing threats to the information and the 
regular network users. With the advent of increased 
online social interaction sites, user tracking and 
anomaly detection in social networks are two of the 
major areas of research. The primary goal of 
detecting anomalies is to identify the accustomed 
trends of incredulous activities in the network [17]. A 
lot of research has been carried out to build a 
generalized method for anomaly detection. A number 
of well-developed methods are available for detecting 
them under specific conditions on different domains.  

Over the last few years, detection of the 
anomalies has been taken as a serious research which 
required efficient approaches for improved 
identification. However, the approaches proposed so 
far are valid for networks under certain pre-defined 
parameters which mostly involves the level of 
information exchange between the source and the 
users.  

One of the most popular Online Social 
Network is Facebook which provides platform where 
user can keep in touch with family, friends and share 
the information among them. Facebook is also used 
for commercial purposes. Despite of drastic increase 
in OSN usage – Facebook, for instance, has now 1 
billion daily users, 1.3 billion mobile users, 1.55 
billion monthly active users; which has led to lot of 
security and privacy concerns. 

Anomaly detection is based on the idea that 
the characteristics of normal behavior can be 
distinguished from abnormal behavior [1]. 

In this paper, we describe a new method for 
anomaly detection in social media posts. The basis 
for this method is a series of patents filed in [4] [5] 
and [6].The rest of this paper is organized as follows. 
Section II discusses the existing sensing technologies. 
Section III presents the proposed methodology of 
fine-grained sentiment analysis. Section IV provides 
the system architecture for proposed method using 
real world anomaly buzzwords. Lastly, in Section V, 
we conclude this study along with all the references. 
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II          RELATED WORK 

The anomaly detection in online social networks can 
be carried out in a number of ways. Over the years, 
multiple variants of anomalies have been identified 
and targeted with strategic solutions. These solutions 
focus on the categorization of the anomaly and then 
provide solutions which can resolve the problem of 
user identification. 
 
Compromised Account-based Anomaly Detection 

Another aspect of the anomalies in the 
online social networksis the compromised accounts 
which have been examined by Egele et al. [6] [3]. 
The authors developed an approach under the name 
of COMPA, which can identify the compromised 
accounts in most of the social networking sites. The 
authors analyzed and tested their approach on a large 
data set comprising approximately 1.4 billion Twitter 
messages which are publicly available. These systems 
can be classified as Intrusion Detection Systems 
(IDS) particularly focusing on the anomaly detection 
in the online social networks as stated by Sommer 
and Paxson [17]. The authors presented the utility of 
machine learning approaches to the formation of an 
IDS which can efficiently track the network 
anomalies. 
 
Interaction-based Anomaly Detection 

Point of interaction can be another solution 
for identifyinganomalies. Such approach utilizes the 
concept of anomaly scores by analyzing the sources 
with which a user interacts. Takahashi [12] proposed 
change-point detection technique which uses the 
Sequentially Discounting Normalized Maximum 
Likelihood (SDNML). The authors utilized the 
anomaly scores obtained from these experiments to 
identify the link anomalies. In the other approach by 
Yu et al. [4], the authors proposed a Group Latent 
Anomaly Detection (GLAD) approach which uses the 
pair-wise as well as pointwise data to inference at the 
final decision of anomalies. Their approach is 
efficient but lacks applicability to the horizontal 
anomalies because of its dependency on group 
features for each individual, whereas horizontal 
anomalies arise due to an individual’s activity 
irrespective of the group to which it belongs. 
 
Previous work presented in this section clearly shows 
that most of the existing approaches have been 
generic in the detection of the anomalies and have not 
considered for live anomaly detection. Thus, efficient 
approaches are required which can not only identify 
the threat level caused by those anomalies but also 
resolves these efficiently by taking further actions. 
 

The first major limitation is that the training 
data needs tobe large enough to allow sufficient 
representation of full target domains. In the real-

world social media context, it is hard to determine the 
effective size for a training dataset. This is due to the 
diversity of the social discussion being unknown a 
priori. The second major limitation is that the training 
data must be of good quality, requiring domain 
experts to clean up the training data. This makes 
learning-based approaches too costly and impractical 
to be applied to new domains. Their over-reliance on 
training databases means the machine learning- based 
methods are not directly applicable since training 
datasets are not always available. 
 

To tackle the limitations as well as the 
challengesmentioned above, this study proposes an 
new anomaly detection method which enhances the 
current methods for anomaly detection, through 
vectors acting live on  on social media. The 
applicability of the proposed method is demonstrated 
using a live model of social network. 

 
III EXISTING TECHNOLOGIES 

 
Sentiment analysis methods can be broadly 

categorized into two types: learning-based and 
lexical-based [8] [9]. Learning based method uses 
known properties derived from labelled training data 
to make predictions about unlabeled new data. In text 
data, it derives the relationship between the features 
of the text segment. Some examples of learning-based 
methods are the Naive Bayes (NB) classifier [10] 
[13], Maximum Entropy (MaxEnt) classifier [11],  
support vector machine (SVM) [14][18] and Extreme 
Learning Machine (ELM) [19] [2].To be effective, 
models using such learning-based methods typically 
require a sufficiently large labelled training dataset[2] 
[20] to achieve an acceptable  classification accuracy 
[20][7]. However, in most social media contexts,  it is 
difficult to determine what size of labelled dataset 
qualifies as being sufficient because the diversity of 
the social discussion is not known a priori [5] [14]. In 
addition, the labelling task would be costly or even 
prohibitive [5] [8] [14], not to mention wasteful 
because the training results could not be really 
applied to other datasets. 
 

IV     PROPOSED METHOD 
 
 Our proposed demonstrates how anomaly can be 
detected in live on social media such as Facebook. 
The proposed system creates a social network hosted 
on a cloud service. The social network acts as a 
replica to actual Facebook site. The users can register 
on the social network and can login with login 
credentials anytime .The users are greeted with home 
page and are provided with an option to share his/her 
opinions through posts. As soon as the user posts, the 
text is stored and compared with predefined feature 
vectors created using anomaly buzz words, the text 
are dimensionally reduced and concluded as either 
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anomaly affected or not. In case of mixed posts the 
Gradient Based SVM is applied on the text with the 
help of feature vectors and anomaly is detected, as 
shown in Figure 1. 

 Depending upon result of this anomaly 
detection module a report is generated which contains 
information about users and number of the time they 
have voided the rules. This information is provided 
graphically to the admin using data analytics. 
Depending upon report generated appropriate action 
are taken (sending warning mail/blocking the user) 
 
 

 
Figure 1: Anomaly detection module 

 
 

VSYSTEM ARCHITECTURE 
 

User first logins to the social network cloud 
with fresh registration or login credentials. The user 
then enters a text messages, and these text messages 
are stored in database. From the database, all the 
messages are extracted and the classification of the 
messages is done, that is messages are classified into 
Anomaly posts and normal posts. The classification 
of the posts is done using SVM. For the input 
messages anomaly identification rules are applied to 
determine the category of the words in the messages. 
Neurons are trained using the training dataset. Finally 
result of the messages is predicted that is whether the 
entered posts are anomaly affected or not. 

The system keeps a count of number of times a user 
tweets a anomaly text. After 3 anomaly tweets the 
system warns the user through email and after 5 
anomaly tweets the user will be blocked and notified 
the same through email,The admin of the social 
network has full control to remove anomaly tweets 
any time. The admin is also provided with data 
analytics about all the users and their number of 
anomaly actions.The system also allows users to 
categorize available tweets and view them through 
notepad. The users are provided with options of 
categorizing tweets and also an option to remove their 
anomaly tweets personally. Figure 2 shows the 
system architecture of proposed model. 

 

 
 
Figure 2: An Overview Architecture for AnomalyDetection. 
 

 
VIALGORITHM 

 
The Anomaly check on the text can be 

determined using support vector machines. The 
anomaly in the text is distinguished in two ways as 
direct anomaly and mixed anomaly. When a person 
enters a comment or post in social media it is 
compared with vectors created using training data. 

 
The proposed algorithm creates vectors 

(Hidden and visible) with the training data provided. 
The target class contains testing data in the form of 
posts. The training objective is created for the vectors 
created. The contents of the target class are made to 
pass through this objective function. As a result the 
vectors trained will check for the buzzwords in the 
testing data set to classify the testing posts as 
anomaly posts or not.In case of mixed posts the 
anomaly is identified using +, - properties of the 
trained vectors. In case of direct posts the anomaly is 
found by passing trained vectors and the test data into 
a objective function created for anomaly detection. 
The algorithm with input and output is mentioned 
below as stepwise. 
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Algorithm: Anomaly text classification using 
support vector machine 
 
Input: Training dataset with anomaly buzz words 
Output: classification of testing text to be affected by 
anomaly or not 
1: Load training dataset 
2: Sample training vector from training dataset 
3: Initialize weights W and bias a and b 
4: Set m visible units (v) 
5: Set n hidden units (h) 
6: Compute conditional probability P for all v 
7: Compute conditional probability P for all h using 
dropout 
8: Initialize target class c = {c1, c2, ·  ·  · ,ct} 
9: Set training objective  
10: To deal with the computational problem, compute 
gradient of log P(ct, vt), i.e., ∂ log P(ct, vt)/∂θ 
11: Repeat the procedure G times to classify all target 
class members 
12: Return classified texts 
 

 
VIIRESULTS AND DISCUSSION 

 
This algorithm helps in differentiating the 

text from the normal and anomaly text, which in turn 
will help in keeping the social network free from 
anomaly tweets. As said,this algorithm plays a major 
role in categorizing the text.The test text goes into the 
classification algorithm, according to the algorithm 
the result of the process is defined. The action on 
anomaly users are takes based on the value of the 
count variable.The result can be either of the three 
followings:no action (if count<5), send warning mail 
to the user (if count=5) and remove user account (if 
count>10) 

VIICONCLUSION AND FUTURE WORK 
 

In this paper, a vector based anomaly 
detection model is proposed that accounts for 
efficient detection of anomalies in online social 
networks. The proposed model uses support vector 
machine and detect anomaly action as soon as 
performed (Live).Study results indicated that SVM 
based anomaly detection algorithm is efficient in 
identifying anomaly actions and the visualization is 
useful for analysts to discover insights and 
comprehend the model.The proposed approach uses 
limited formulations even for identifying complex 
anomalies and the number of iterations required for 
arriving at a decision is less than the theoretical 
values. 

In the future, we will further investigate 
anomaly detection models for Twitter conversational 
threads and improve the current algorithm to allow a 
faster analysis. In addition to anomaly detection, it is 
interesting to integrate other content features (e.g., 
topics and semanticinformation) to the current 
system.Results suggest that the proposed model 
proves to be efficient in terms of significant gains 
attained in comparison with the existing approaches 
over various parameters namely, anomaly filtering 
rate, accuracy in anomaly detection, convergence 
value, approach failures. 
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tcartsbA  -  sretlif moolB rof desu era   revo seireuq pihsrebmem

srorre elbawolla htiw stes  osla  evitisop eslaf dellac  si tI .
ylevisnetxe   detubirtsid dna skrowten ,sesabatad ni desu

 snoitacilppa detubirtsid rof laitnetop taerg sah ti dna smetsys
.atad elbaliava tuoba noitamrofni erahs ot deen smetsys erehw  

 eht stneserp repap sihT  suoirav ilppa snoitac   .retlif smoolb fo
moolB   lativ a syalp retlif  a si tI .euqinhcet gnihcraes ni elor

 na rehtehw tset ot desu si taht erutcurts atad citsilibaborp
 a fo rebmem a si tnemele  nevig  .tes fo rebmuN   era snoitacilppa

nissecorp dna gnissecca rof ygolonhcet siht gnisu  .atad eht g
 era yehT  osla snoitacilppa krowten ynam ni ylediw desu  .

ed atad ,yltneceR -  ,noitacilpud  epocs suodnemert tog sah taht
hcraeser rof  htob morf noitnetta daorb a deviecer sah ,

 sehcraeser emoS .yrtsudni dna aimedaca etartnecnoc   eht no
hw yb hcaorppa  ot hci hsinimid   eht dnA .atad tnadnuder erom

ed od ot woh etagitsevni srehto - hgih ta noitacilpud re  deeps s  .
 syalp retliF moolB ni elor lativ a  ed atad -d noitacilpu  dna   yreuq

.ataD giB ni noitazimitpo  
 

sdrowyeK — eD ,retliF moolB - noitacilpud  yreuQ ,ataD giB ,
pO noitazimit  

.I  I  NOITCUDORTN  
 saw retlif moolB detnevni   si dna )0791( moolB yb

 rof yadot ylediw desu esrevid  i sesoprup ed atad gnidulcn -
noitacilpud  debircsed si retlif moolB eht dniheb yroeht ehT .

 dna debircsed si retlif moolB eht ,tsrif tA .noitces siht ni
eht  gnirts fo tnemeriuqer eht teem ot tnemecnahne sti n

 atad citsilibaborp a si retlif moolB .denialpxe si noitceted
 na fo pihsrebmem a tset ot desu si hcihw erutcurts e  tnemel

 retlif moolB A .tes nevig a ni a stseggus  gnikirts   rof eciohc
gnisU .gnihctam gnirts   si sgnirts fo puorg a ,euqinhcet siht
yb tsrif ta desserpmoc  gnitaluclac   snoitcnuf hsah elpitlum

fo tes desserpmoc ,nehT .gnirts hcae revo   derots si sgnirts
yromem ni nevig a fi tuo dnif ot deireuq eb nac tes sihT .  

 tnatropmi owt ehT .ti ot sgnoleb gnirts  a fo seitreporp
ekam taht retlif moolB   gnirts rof noitulos elbaiv a ti

:gniwollof eht era gnihctam  
 :ytilibalacS  tnuoma tnatsnoc a sesu retlif moolB

ot yromem fo  gnirts hcae sserpmoc   eht fo evitcepserri
,suhT .gnirts lanigiro eht fo htgnel  nac sgnirts egral   eb

ylhgih ti sekam sihT .ecaps yromem rellams htiw derots  
.egasu yromem fo smret ni elbalacs  

            :deepS  ni devlovni noitatupmoc fo tnuoma ehT
gnirts a gnitceted   .tnatsnoc si retlif moolB gnisu  sihT

dna snoitcnuf hsah fo noitaluclac a si noitatupmoc   eht
 snoitcnuf hsah tneiciffE .spukool yromem gnidnopserroc
 ecruoser elttil htiw ylisae erawdrah ni detnemelpmi eb nac
 moolB fo noitatnemelpmi erawdrah a ,ecneH .noitpmusnoc

 sretlif moolB .sdeeps hgih ta gnihctam gnirts od nac retlif
 ecaps yromem ssel esu  ehT .sgnirts desserpmoc eht erots ot

 gnieb sgnirts fo rebmun eht no sdneped yromem fo tnuoma
 ot ,ecnatsni roF .stibagem wef si yllacipyt dna desserpmoc

.deriuqer era stib k002 dnuora ,sgnirts 000,01 erots  

           denialpxe si retlif moolB fo gnikrow ehT  siht ni
 .noitces  gnirts a neviG x  hsah k setupmoc retlif moolB eht ,

 morf gnignar seulav hsah gnicudorp ti no snoitcnuf 1  ot m  .
 stes neht tI k  na ni stib m  sesserdda eht ta rotcev gnol tib

 eht ot gnidnopserroc k  si erudecorp emas ehT .seulav hsah
f detaeper  si ssecorp sihT .tes eht fo srebmem eht lla ro

 dellac gnimmargorp   ehT .retlif eht fo yreuq   si ssecorp
 pihsrebmem esohw gnirts a erehw ,gnimmargorp ot ralimis

 eb ot  moolB ehT .retlif eht ot tupni sa nevig si deifirev
 setareneg retlif k eht gnisu seulav hsah   snoitcnuf hsah emas

 eht ni stib ehT .retlif eht margorp ot desu era hcihw m  tib
 eht ot gnidnopserroc snoitacol eht ta rotcev gnol k  hsah

.pu dekool era seulav  

 gnirts eht neht tes ton dnuof si stib k eseht fo eno tsael ta fI
non a eb ot deralced si -  rebmem  era stib eht lla fI .tes eht fo

 tes eht ot gnoleb ot dias si gnirts eht neht tes eb ot dnuof
 eht ni ytniatrecnu sihT .ytilibaborp niatrec a htiw
 m eht ni stib k esoht taht tcaf eht morf semoc pihsrebmem
 ,suhT .srebmem n eht fo yna yb tes eb nac rotcev tib
 tes saw ti taht ylpmi ylirassecen ton seod tes tib a gnidnif

.deireuq gnieb gnirts ralucitrap eht yb  
 

.II  R  DETALE W KRO  
erutcurts atad elbat hsaH  hcihw mhtirogla dna   smrofreptuo

smhtirogla elbat hsah lanoitnevnoc eht   retteb gnidivorp yb
noisilloc hsah no sdnuob yromem eht dna s   rep ssecca

H  .pukool itlum eht sdnetxe mhtirogla elbat hsa - gnihsah  
,revewoH .hctam tcaxe troppus ot ,retlif moolB ,euqinhcet  

itlum lanoitnevnoc eht ekilnu -  seriuqer ti ,semehcs gnihsah
eno ylno   lanretxe  llams a gnisu yB .pukool rof yromem

a itlum fo tnuom - trop  no -  pihc ,yromem   ot sessecca eht woh
 eht ffo -  pihc ,yromem   ro noisilloc ot eud rehtie d  ot eu

decuder eb nac ,sehcraes lufsseccusnu  yltnacifingis   si
denimaxe sisylana laciteroeht hguorhT .  snoitalumis dna  

 taht wohs srohtua gis si elbat hsah  eht naht retsaf yltnacifin
lanoitnevnoc   ,suhT .elbat hsah  desu eb nac elbaT hsaH tsaF

a sa   gnomA .snoitacilppa gnikrowten lareves dia ot eludom
 elbat hsah eht evorpmi ot seuneva lanoitnevnoc eht

,ecnamrofrep   hsah cihpargotpyrc detacitsihpos gnisu
snoitcnuf  hcus   oot era yeht ecnis pleh ton seod 5DM sa
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evisnetni yllanoitatupmoc   muminim a ni detupmoc eb ot
tekcap - gnisived ;tegdub emit   yb noitcnuf hsah tcefrep a

erp - rof krow ton seod syek gnissecorp   stes atad cimanyd
laer dna - elpitlum dna ;gnissecorp emit - ihsah gn   seuqinhcet

yromem lellarap elpitlum dnamed snoisilloc ecuder ot  
ne ,ecneH .)rewop erom dna snip erom gniriuqer( sknab  

gnireenigne  hgih dna tneiciffe ecruoser a -  hsah ecnamrofrep
a deedni si elbat  at gnignellahc .]1[ ks  

verP dna noitceteD noisurtnI krowteN smetsyS noitne  
 rof stekcap tenretnI nacs ot gnihctam gnirts esu )SPDI(

suoicilam  hcraes ot msinahcem a reffo sretlif moolB .tnetnoc  
yltnerrucnoc dna yltneiciffe sgnirts fo rebmun egral a rof  
yarrA etaG elbammargorP dleiF htiw detnemelpmi nehw  

onhcet )AGPF(  neeb sah tiucric gnihctam gnirts A .ygol
detnemelpmi   .sretlif moolB gnisu mroftalp XPF eht nihtiw

gnisU   0002 ExetriV xniliX elgnis a no sMAR kcolb 551
,AGPF  .serutangis euqinu 574,53 rof snacs tiucric eht   yB

sretlif moolB gnisu detnemelpmi eb nac SPDI na ,   snacs taht
rep tibagiG ta sgnirts fo sdnasuoht fo snet rof   ,setar dnoces

.AGPF elgnis a nihtiw lla   enigne moolB a fI   ,hctam a stceted
enimreted ot deireuq si elbat hsah a   hctam tcaxe na fi

na si erutangis deireuq eht fI .derrucco   eht ,hctam tcaxe
uoicilam na dna dekcolb eb nac tnetnoc s   si egassem trela

locotorP margataD resU na nihtiw detareneg   ,tekcap )PDU(
 na ro ,resu dne na ,rotartsinimda krowten a gnimrofni

erutangis gnihctam a taht ssecorp detamotua   sah  neeb
.]2[ detceted  

w selpmaxe suoremun era erehT  ot ekil dluow eno ereh
 a ,eussi na si ecaps nehw yllaicepsE .krowten a ni tsil a esu
 na gnipeek ot evitanretla tnellecxe na eb yam retliF moolB
 ti taht si retliF moolB a gnisu fo kcabward ehT .tsil ticilpxe

slaf a fo tceffe ehT  .sevitisop eslaf secudortni  tsum evitisop e
 ot noitacilppa cificeps hcae rof deredisnoc ylluferac eb

o tcapmi eht rehtehw enimreted  elbatpecca si sevitisop eslaf f
.]3[  

 ]4[  gnihsah fo ecnamrofrep lacitcarp eht dezylanA
 selbat egap sa hcus snoitacilppa erawdrah ni desu snoitcnuf

da rof  tib fo secnamrofrep lacitcarp ehT .noitalsnart sserd
 era gnihsah fo ssalc 3H dna ,gniRO evisulcxe ,noitcartxe
 snoitcnuf gnisoohc yb taht dewohs stluser ehT .desserdda
 nac hcihw ,snoitcnuf gnihsah fo ssalc siht morf ylmodnar

awdrah ni detnemelpmi yldipar eb  yllacitylana na ,er
 efil laer htiw semehcs gnihsah fo ecnamrofrep detciderp

.deveihca eb nac atad   

.III  B  MOOL F GNIKROW RETLI  

.A  retliF moolB a gnimmargorP  
 hcihw m htgnel fo rotcev tib a yllaitnesse si retlif moolB A

tib fo tes a tneserper yltneiciffe ot desu si - ts  a neviG .sgnir
 si retlif moolB a ,srebmem n htiw ,S sgnirts fo tes
 hsah k ,S ni ,x gnirts tib hcae roF .swollof sa ”demmargorp“

h ,snoitcnuf 1 h...)( k  seulav k gnicudorp x no detupmoc era ,)(
 a sesserdda seulav eseht fo hcaE .m ot 1 morf gnignar hcae

b elgnis tib hcae ecneh ;rotcev tib m eht ni ti -  sesuac x gnirts
m eht ni stib k -  taht deton eb ot si tI .1 ot tes eb ot rotcev tib

 tes ydaerla si taht tib a sesserdda seulav hsah k eht fo eno fi
 moolB etartsulli 1.3 erugiF .degnahc ton si tib taht neht ,1 ot

 retlif tib owT .gnimmargorp -  era y dna x ,sgnirts
 snoitcnuf hsah 3 = k htiw retlif moolB eht ni demmargorp
 tnereffid taht deton eb ot si tI .yarra eht ni stib 61 = m dna

 gniwollof ehT .snrettap tib gnippalrevo evah nac sgnirts
oduesp - tib a gnidda sebircsed edoc - ts  moolB a ot ,x ,gnir

oduesP .retlif -  si retlif moolB eht gnimmargorp rof edoc
elbaT ni nevig  .1  

oduesP :1 elbaT - retliF moolB eht gnimmargorp rof edoc  

 
 
 

 

                                                 

 
 moolB ni ’y‘ dna ’x‘ sgnirtS gnimmargorP :1 erugiF retlif  

 

.B   retliF moolB a gniyreuQ  
 nevig a fo pihsrebmem tes rof retlif moolB eht gniyreuQ

tib -  neviG .ssecorp gnimmargorp eht ot ralimis si ,x gnirts
tib -  emas eht gnisu detareneg era seulav hsah k ,x gnirts

stib ehT .retlif eht margorp ot desu snoitcnuf hsah  m eht ni -
 hsah k eht ot gnidnopserroc snoitacol eht ta rotcev tib
 eht neht ,0 si stib k eht fo eno tsael ta fI .dekcehc era seulav

tib - non a eb ot deralced si gnirts -  eht fo rebmem  sa ,tes
 erugiF ni dessucsid  neht ,1 eb ot dnuof era stib eht lla fI .3

b eht ti -  niatrec a htiw tes eht ot gnoleb ot dias si gnirts
,ytilibaborp   erugiF ni nwohs sa  dnuof era stib k eht lla fI .2

 a eb ot dias si ti neht ,S fo rebmem a ton si x dna tes eb ot
oduesp gniwollof ehT .evitisop eslaf -  eht sebircsed edoc
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oduesP .ssecorp yreuq -  retlif moolB eht gniyreuq rof edoc
si   elbaT ni nevig .2  

 elbaT oduesP :2 - retliF moolB eht gniyreuq rof edoc  
 

  
 

    
1 era stib k lla erehw z gniyreuQ :2 erugiF                                       

 
 

erugiF   eno erehw w gniyreuQ :3 0 si stib k eht fo                                                                         
 

.VI  A  FO SNOITACILPP B  MOOL F RETLI  

.A  ed atad rof hsalF nI moolB - noitacilpud  
 

gnisu detnemelpmi era sretlif moolb yllausU   modnaR
 .evisnepxe dna detimil si hcihw )MAR( yromeM sseccA

sihT  ih ot sdael  hcihw ytilibaborp evitisop eslaf rehg
ed eht sesaerced - .ycneiciffe noitacilpud   A  hsalF desaB  

eD rof retliF moolB detnemgeS - noitacilpud   desoporp si  ni
 ]5[ dilos no )FB( retlif moolb sti stnemelpmi hcihw   etats

 retlif moolb elohw eht fo trap ylno erehw evird  tpek eb lliw
elihw MAR ni   .evird etats dilos no si retlif moolb lluf eht

ni pukool etacilpud sevorpmi sihT   ezis eht tsriF .syaw eerht
,dnoceS .egral yltneiciffus eb nac retlif moolb eht fo   erom

 lliw ereht ,tsal dnA .desu eb nac snoitcnuf hsah fo rebmun
 eb erom  .ehcac tnirpregnif rof ecaps MAR  

 

.B  retliF  moolB evitisneS ytilacoL  ataD giB ni  
I gnitnemelpm   otni tluser lliw atad gib revo retliF s’moolB

yreuq tneiciffe  .atad gib ni gnissecca  A ot hcaorppa n  
 )FBSL( retliF moolB evitisneS ytilacoL tnemelpmi

euqinhcet  desoporp si atad gib ni  oT .]6[ ni   eht evomer
elpmis fo skcabward   eb tsum FBSL eht ,euqinhcet gnihsah
erots ot detnemelpmi   pleh lliw hcihw retlif moolb eht ni atad

tsom eht hcraes ot   ytilacoL eht gnisu yb tluser etamixorppa
gnihsaH evitisneS  .hcaorppa  

 
coL  atad ralimis setaicossa )HSL( gnihsaH evitisneS ytila

 ot ytilibaborp hgih a htiw stekcub hsah emas eht ni stnemele
.smeti ralimis eht gnihcraes rof smhtirogla yromem niam evres  
 ot deen ew gnihcraes ytiralimis roF .]7[ ni decudortni saw HSL

q yreuq eht hsah   neht dna ,selbat hsah elpitlum ni stekcub otni
gniknar yb tekcub hsah nesohc eht morf smeti gninibmoc yb   ot

 tniop eht morf ecnatsid rieht  .q  tsesolc eht esoohc suht nac ew
 stnemele ehT .eno deireuq eht ot tcaxe tsom eht eb ot tnemele

hcae ot esolc tneserp   gnidilloc rehgih a evah lliw rehto
HSL ni trapa raf era taht stnemele eht naht ytilibaborp  

 

.C  snoitacilppA rehtO  
 sretlif moolB deilppa yltnecer sah yromeM lanoitcasnarT

.sdaerht gnoma stcilfnoc ssecca yromem tceted ot  

ot sah metsys noitacifitnedi euqinu ynA   euqinu a etareneg
 resu fo rebmun eht fI.sresu deretsiger ylwen rof rebmun
 eht htiw gnikcehc yllacitamard esaercni snoitartsiger
 llet nac retlif moolb a esac eht nI .evisnepxe oot si esabatad
  sey fi.ton ro detareneg neeb ydaerla sah rebmun a fi

neg ylpmis  htiw kcehc dna rebmun modnar  wen a etare
.eslaf snruter retlif smoolb eht litnu enod si sihT.niaga retlif  

 reves ot llac a gnikam yb enod yllausu era ssentrohs LRU
 yrev si ti tuB .kcab ti sdnes dna LRU hserf setareneg hcihw

seneuqinu eht kcehc ot tluciffid  retlif smoolB  esac taht nI. s
 ylrae detareneg neeb ydaerla sah LRU  eht fi llet ot desu si
 oS.eslaf snruter ti litnu eno wen eht gnitareneg speek ti dna

.ecirp elbaredisnoc a dna reisae hcum krow eht sekam siht  

r si egap etisbew a nehW noitasimitpO sehcaC  ew detisive
 hcihw, ycilop URL evah yllausu hcihw sehcac ssorca emoc
 ni yromem elbaulav pu ekat lliw rednow tih eno siht snaem
 erots  ot desu si smoolb siht evlos oT. ehcac revres eht

.eurt snruter retlif smoolb eht fI ehcac ni ylno seirtne egap  

sesu elcarO   fo gninurp moolb mrofrep ot retlif smoolb
 a gninioj nehw elpmaxe roF.seireuq niatrec rof snoititrap
 yb denoititrap elbat tcaf egral a htiw elbat noisnemid etad
 noisnemid etad eht revo  tliub eb nac retlif moolb a,atad

eht morf snoititrap enurp ot desu dna  .elbat tcaf  

 A:eliF laitnereffiD a fo noitatneserpeR tcapmoC
 eb ot sdrocer esabatad fo hctab a sniatnoc elif laitnereffid
 detadpu si esabatad eht snosaer ecnamrofrep roF. detadpu
 niatrec evoba sworg elif eht nehw ro yllacidoirep ylno
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 ot revewoh. dlohserht  ot ecnerefer hcae ytirgetni evreserp
 a fi ees ot elif laitnereffid eht ssecca ot sah esabatad eht
 pu deeps oT.detadpu eb ot deludehcs si drocer ralucitrap
 daehrevo noitatupmoc  dna yromem elttil htiw ssecorp eht

 retlif smoolb sa detneserper si elif eht  

SL  desoporp a si tI:) retlif moolb evitisnes ytilacol(FB
 dlrow laer ynam ni desu yltneiciffe eb nac hcihw erutcurts
 ekatsim tupni sa hcus seitreporp sti ot eud noitacilppa

,esnopser yreuq tsaf, ecnarelot   yreuq ralimis ot ecnatsissa
rpmi ecnamrofrep metsys dna .tnemevo  

 
 fo noitacilppa tnellecxe na tneserp esehgraV dna natsE
 a fo edisni smelborp tnemerusaem ciffart ot sretlif moolB
 citsahcotS eht ni desu seuqinhcet eht fo tnecsinimer ,retuor
 yvaeh enimreted ylisae ot si laog ehT . mhtirogla eulB riaF

r a ni swolf  semit k dehsah si gniretne tekcap hcaE .retuo
 eht ni noitacol hcae htiw detaicossA .retlif moolB a otni
 tekcap fo rebmun eht sdrocer taht retnuoc a si retlif moolB
 htiw detaicossa retuor eht hguorht dessap evah taht setyb

rcni si retnuoc ehT .noitacol taht  fo rebmun eht yb detneme
 detaicossa retnuoc muminim eht fI .tekcap eht ni setyb
 eht ,dlohserht niatrec a evoba si tekcap a htiw
 .swolf yvaeh fo tsil a no decalp si wolf gnidnopserroc
 tnuoma llams a htiw detceted eb ybereht nac swolf yvaeH

ms a dna ecaps fo  A .tekcap rep snoitarepo fo rebmun lla
 wolf thgil a ot sdnopserroc noitautis siht ni evitisop eslaf
 dehsah osla era taht snoitacol k otni hsah ot sneppah taht
 hsah ot sneppah taht wolf thgil a ot ro ,swolf yvaeh yb otni

 rehto lareves yb tih snoitacol otni  a fo aedi ehT. swolf thgil
 secuder taht noitairav gnitseretni na ,etadpu evitavresnoc
 nehW .atad laer rof yltnacifingis etar evitisop eslaf eht
 eht taht raelc si ti ,lavirra tekcap a nopu retnuoc a gnitadpu

wolf eht htiw detaicossa setyb suoiverp fo rebmun   taht fo
 siht llaC .sretnuoc k sti revo muminim eht tsom ta si tekcap
 setyb fo rebmun eht ,setyb B sah tekcap wen eht fI .kM
 detadpu eht oS .B+ kM tsom ta si wolf siht htiw detaicossa
 fo mumixam eht eb dluohs sretnuoc k eht fo hcae rof eulav

av tnerruc sti  hcae ot B gnidda fo daetsnI .B + kM dna eul
 eht fo seulav eht segnahc ylno etadpu evitavresnoc ,retnuoc
 htiw detaicossa setyb elbissop tsom eht tcelfer ot sretnuoc

.wolf eht  

.V   NOISULCNOC  
ecaps elpmis a si retlif moolB A -  a fo noitatneserper tneiciffe

 ro tes  evah ew sA .seireuq pihsrebmem seldnah taht tsil a
 gnikrowten suoremun era ereht ,yevrus siht ni nees
 yllaicepsE .deriuqer si erutcurts atad a hcus erehw smelborp
 tnellecxe na eb yam retlif moolB a ,eussi na si ecaps nehw

ticilpxe na gnipeek ot evitanretla   gnisu fo kcabward ehT .tsil
 tceffe riehT .sevitisop eslaf swolla ti taht si retlif moolB a
 ot noitacilppa cificeps hcae rof deredisnoc ylluferac eb tsum
 si sevitisop eslaf fo tcapmi eht rehtehw enimreted

 .elbatpecca  
etlif moolB ehT :ot kcab su sdael sihT  reverehW :elpicnirp r

 redisnoc ,muimerp a ta si ecaps dna ,desu si tes ro tsil a
 eb nac sevitisop eslaf fo tceffe eht fi retlif moolB a gnisu
 poleved ot moor fo ytnelp eb ot smees erehT .detagitim
 cificeps rof sretlif moolB fo snoisnetxe ro stnairav

cilppa  gnitnuoc eht taht nees evah ew ,elpmaxe roF .snoita

 fo snoitatneserper etamixorppa rof swolla retlif moolB
itlum -  hguorht emit revo egnahc taht stes cimanyd ro stes

 tenretnI 605 sretlif moolB .snoiteled dna snoitresni htob
er ot gnitrats won era scitamehtaM  noitnetta tnacifingis eviec

 neeb evah ereht elihw dna ,ytinummoc cimhtirogla eht morf
 rehtruf eb llew yam ereht ,stluser tnecer fo rebmun a
 tsrub tnecer eht taht tcepxe eW .dnuof eb ot stnemevorpmi

t fo esuaceB .gninnigeb eht tsuj yllaer si snoitacilppa fo  rieh
 lliw sretlif moolB taht eveileb ew ,rewop dna yticilpmis
 dna wen ni smetsys krowten nredom ni desu eb ot eunitnoc

.syaw gnitseretni  
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Abstract 

Spam emails are a chronic issue in computer 
security. It is very costly economically and 
extremely dangerous for computers and 
networks. Despite of social networks and other 
Internet based information exchange venues, 
dependence on email communication has been 
increased over the years. Although there are 
many spam filters created to detect these spam 
emails by entering a user’s inbox. Currently, 
Naive Bayes is one of efficient method of spam 
classification because of its simplicity and 
efficiency and it is very accurate. But it is unable 
to correctly classify all the emails when they 
consists leetspeak or diacritics. Thus, in this 
proposes, we implemented a novel algorithm to 
enhance the accuracy of the Naive Bayes Spam 
Filter so that it can detect and correctly classify 
the email as a spam or ham. Keyword based and 
machine learning algorithms are used to increase 
the accuracy of Naive Bayes and Hidden Markov 
model. Additionally, we have discovered a 
relationship between the Naïve Bayes Classifier 
and Hidden Markov Model to get more accurate 
spam emails. 
 
Keywords - Email,Spam Filter, Naive Bayes 
Classifier, Text Classification, Hidden markov 
model. 
 

                                         I. Introduction 
The growth of the emails has also led to 
unprecedented increase of the number of 
illegitimate mail, or spam - 49.7% of emails sent is 
spam because current spam detection methods have 
lack in accurate spam classifier. Spam is a 
problematic but not only because it is also the 

carrier of malware, and also spam emails hoard 
network bandwidth, storage space, and 
computational power. Additionally, the commercial 
world has a significant interests in the spam 
detection because of spam it causes loss in work 
productivity and financial loss. 
This project investigates a comparison between two 
different approaches for classifying emails. Naive 
Bayes and Hidden Markov Model (HMM), are the 
two different machine learning algorithms, both 
have been used for detecting whether an email is 
important or spam.  
Naive Bayes Classifier is based on conditional 
probabilities. By taking small datasets as an input it 
processes fast. It considers independent words as a 
feature. HMM is a generative model that provides 
with the distribution over the sequences of 
observations. HMMs can handle inputs of variable 
length and help programs come to the most likely 
decision, based on both previous decisions and 
current data. In this paper, we will discuss related 
methods, definitions, our new method, results. 
 

II. Existing System 
Enrico Blanzieri, Anton Bryl AI review29(1), 2008 
In this paper we give an overview of the state of the 
art of machine learning applications for spam 
filtering, and different ways of evaluation and 
comparison of different filtering method. It also 
provides a brief description of anti-spam protection 
and discuss the use of various machine learning 
algorithms and approaches anti-spam software 
solution. 
 
Andronicus A Akinyelu, Aderemi O Adewumi,  
2014 This paper investigates and reports the use of 
random forest machine learning algorithm in 
classification of phishing attacks, additionally it as a 
major objective that is improved phishing email 
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classifier with better accuracy and with less 
features. 
 
Aery, M., & Chakravarthy, S. (2005). eMailSift: 
eMail classification based on structure and content. 
Data Mining, Fifth IEEE Int., 2005. IEEE.This 
paper gave an approach which is based on the 
premise that patterns can be extracted from a pre-
classified email folder and the same can be used 
effectively for classifying incoming emails. As 
emails consists a format in the form of headers and 
body of the email, the correlation between different 
terms can be showed in the form graph. Hence there 
is a graph mining technique for pattern extraction 
and classification. 
 
Jing Jiang, 2008 Domain adaption of statistical 
classifier is the problem that arises when the data 
distribution in our test domain is different from that 
in our training domain. For example, spam filters 
can be trained on some public collection of spam 
and ham emails. But when applied to an individual 
person’s inbox, we may want to “personalize” the 
spam filter to adapt the spam filter to fit the 
person’s own distribution of emails in order to 
achieve better performance. 
 
D Karthika Renuka, T Hamsapriya, 2011 The 
spams or damages in the email are oocured by the 
increasing amount of the electronic business and 
financial transactions directly increases in the email 
threats. Email spam is one of the major problem’s, 
bringing financial damage to companies and 
annoying individual users.  
 
Ammar Almomani, BB Gupta, 2013 In this paper, 
we present a survey of the state of the art research 
on such attacks. This paper discusses the methods 
of the protection against attacks of phishing email. 
It also shows the various techniques which is used 
to detect phishing email. 
  
Islam, R., & Zhou, W. (2007). Email Categorization 
Using Multi-stage Classification Technique. 
Parallel and Distributed Computing, Applications 
and Technologies, 2007. PDCAT '07. Eighth 
International Conference on, 2007. IEEE.This paper 
showed a way which proposed a multi-stage 

classification technique using different popular 
learning algorithms such as SVM, Naive Bayes and 
boosting with an analyzer which reduces the False 
Precision substantially and increases classification 
accuracy compared to similar existing techniques 
 
Teli, S. P., &Biradar, S. (2014). Effective Email 
Classification for Spam and Non-Spam. The 
research paper written showed us a three phased 
system that they engineered for their way of spam 
detection.The first phase is a users interacts with 
html interface and creates the rule for classification. 
Rules are nothing, but the keywords/phrases that 
occur in mails for respective legitimate or spam 
mails. The second phase is a training phase by 
giving training set. Here the classifier will be 
trained using a spam and legitimate emails 
manually by the user. Then with the help of 
algorithm the keywords are extracted from 
classified emails. 

 
Although, the work has been done for the spam 
filter improvement over the years, many of the 
spam filters today have a limited success because of 
its dynamic nature of spam. Spammers have been 
constantly developing new techniques to bypass 
filters, and also include word obfuscation and 
statistical poisoning. Although these two text 
classification issues were recognized, research 
today it has largely neglected to provide a 
successful method to improve spam detection and 
recognition by counteracting word obstruction and 
Bayesian poisoning, and also many other common 
spam filters have been unable to detect them. 
 
The Naive Bayes spam detection method is also a 
supervised machine learning probabilistic model for 
spam classification technique based on the Bayes 
Theorem. Supervised machine learning is a method 
of teaching computers without direct programming, 
or machine learning, which uses a known data set 
which are a training set to train the technique to 
classify whether email is spam or ham, which 
contains input and response values, to make 
predictions on another dataset, the testing set. We 
have preferred Naive Bayes for its speed, multi-
class prediction ability, and small training set and 
also for its accuracy and efficiency. Since Naive  
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Bayes is the baseline for most of the spam filters, by 
improving the Naive Bayes it will inevitably 
improve most spam filters overall. 
 
Although the Naive Bayes classifier has high 
accuracy in testing, but also it has several major 
flaws in that surface in real life spam detection as 
exemplified by increasing the spam. The only way 
for which spammers can bypass spam filters easily 
by using tokenization attacks. A tokenization attack 
disrupts the feature selection process by inserting 
forms of word obfustication and also the concept of 
using a non-decrypt able piece of data to represent 
by reference, sensitive or secret data. The word 
obfustication includes some different forms like 
embedding special characters, using HTML 
comments, character-entity encoding, or ASCII 
codes.  
 
One of the most important aspects is that although 
humans are able to discern the actual words, the 
computer is incompetent. By using leetspeak and 
diacritics common spam senders are able to bypass 
the spam detectors. Leetspeak is an informal 
language used, where the standard letters are 
replaced by numerals,special characters or symbols.  
 
Diacritics is a sign, such as an accent, when it is 
written above or below a letter that makes a 
difference in pronunciation from the same letter 
when it is unmarked. Leetspeak allows the spam 
senders to change the letters or words into some 
numerals or special characters. For example, 
“WELCOME” can be written as “\/\/3|C0M3”. 
When the words which are presented in the email 
are modified using leetspeak and diacritics, then the 
spam detectors fail to identify or predict the email 
as spam, which results in a false positive. Bayesian 
poisoning is a technique used by e-mail spammers 
to attempt to degrade the effectiveness of spam 
filters that rely on Bayesian spam filtering. 
 
Additionally, there is a speculation about the 
existence of Bayesian Poisoning because it always 
requires the knowledge of which words has to be 
considered as ham. However, we have seen that in 
both a passive attack and an active attack, when the 
spammers come to know which words are ham 

words, then the performance of Naive Bayes 
decreases gradually. Bayesian poisoning results in a 
spam emails incorrectly classified as ham and 
shows high false negative rate. Naive Bayes makes 
the assumption as that all the feature vectors are 
independent to one another, and also Naive Bayes 
will fail to detect if certain words or phrases are 
related. 
 
A keyword based statistical method like Naive 
Bayes mostly depends on the strict lexical 
correctness of the words. The Naive Bayes 
algorithm is also unable to detect all forms of word 
obfuscation and also fails to detect the emails which 
contain leetspeak and diacritics that are spam. 
Minimal research has been done on the forms of 
word obfuscation. One previous research paper 
written showed us a three phased system that they 
engineered for their way of spam detection. In the 
starting phase, the user firstly creates the rule and 
checks for the classification. Rules are nothing, but 
the keywords/phrases that occur in mails for 
respective legitimate or spam mails.  
 
The second phase is a  training phase by giving 
training set to it. Here the classifier will be trained 
using a spam and legitimate emails manually by the 
user. Then with the help of algorithm the keywords 
are extracted from classified emails. According to 
this paper, in sender based detection, the email 
sender information such as the writing style and the 
email sender user name is used as the major 
features. 
 
However, although the efficiency of the Spam-
Assassin and Naïve bayes was approximately 20%, 
so the study failed to detect for the word which 
contains leetspeak and diacritics and also the word 
boundary or optimization. The research in proposed 
is by using both the Naïve Bayes and Hidden 
Markov Model (HMM) method for email 
classification. 
 

III. IMPLEMENTATION 
 
 
PROPOSED SYSTEM 
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Fig 1.0: System archcitecture for proposed system 
 
 
 
List of modules 
 
Module 1: User Authentication and 
Authorization  
 
 

 
Fig 1.1: User’s account operations 

 
Here, the end users of the project will be provided 
with an interface where they can request access to 
our project. They will be provided with an HTML 
interface using which they can create a new account 
by providing the required information (like email 
ID, phone number, first name, last name, etc). The 
user’s registration is subject to approval from the 
project administrators. Once the administrators 
approve a user registration, the user can proceed 
with logging in to our portal, perform various 
account operations (edit profile, change password, 

etc). After this, the users will be granted access to 
rest of the modules of the project. 
 
 
Module 2: Data I/O Operations  
Here, the end users having access to the project will 
be provided with an interface using which he/she 
can perform various file input-output operations 
(like upload, download, and delete) on the Hadoop 
Distributed File System location which is 
configured in module 2. The solution presented here 
will be a thread-based solution to enable transfer of 
multiple files concurrently to improve the speed of 
the operation.  

 
Fig 1.2: Data set operations 

 
Module 3: Control node configuration 
Here, the users can specify which control node to be 
used for performing the core operations (email 
classification) of the project. That said, the solution 
proposed will be capable of getting installed at 
multiple nodes individually and can operate 
independently from each other. This gives an added 
advantage to our project that, when there are 
multiple instances of the servers processing millions 
of client’s request, the load from these clients can 
be evenly distributed across multiple control nodes. 
This configuration will be made in the module. 
 
Module 4: Obscure process 
This component will perform the hash operation on 
the input dataset using MD-5 algorithm. The hashed 
datasets are called obscured datasets. The obscured 
datasets are then given to run component to execute 
the algorithm. Hence, the email classification 
component, either HMM or NB, will not have an 
access to the user’s plain text. This way, we 
preserve the privacy of the sender. 
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Fig 1.3: Obscure operations 
 

Module5: Classification Service  
Here, we will be developing an intelligent solution 
for classifying the emails into “spam” and “not 
spam” using couple of algorithms – Naive Bayes 
approach and Hidden Markov Model. The solution 
will then decide which of these approaches an ideal 
candidate for the given datasets is. The output of the 
more accurate of the two solutions will be presented 
to the users.  
 
Module 6: Result View service  
This module presents a user with the output of the 
email classification algorithm which is developed in 
the previous module. The user will be provided with 
an improved visual representation which is easy 
even for a layman to perform analytics kind of 
operations.  
 

 
 

Fig 1.4: Run and Results 
 
Advantages of proposed system 

 Filtering of email into Important and Spam 
efficiently. 

 Improves the existing Naïve’s Bayes 
algorithm and blocks the hackers. 

 Enabling privacy preservation. 

IV. METHODOLOGY 
. The above diagram indicates the use case of the 
design and implementation of efficient email spam 
detection enabling privacy preservation. Firstly a 
user has to have an account. In this not only one 
user many users can have the account. Firstly user 
has to create and register the account by entering his 
details like name, mobile number, email id, 
password, gender and address. 
 
 

 
 

Fig 1.5:Use Case diagram for proposed system 
 
Mailbox which includes inbox, sent items, trash, 
spam etc. In the dataset option the end-user uploads 
the email (datasets) and check whether it is spam or 
ham. Here we can view, delete and download the 
datasets. 
So after uploading the email we have to check 
whether it is spam or ham. So, before that here we 
have an obscure option for enabling the privacy 
preservation. The function of obscure is for 
enabling the privacy preservation here the email 
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which is in the form of plain text is converted to 
cryptographic cipher text. So, the hackers cannot 
see or hack the contents of the sender as it is in the 
cryptographic cipher text form. So, in this proposed 
system it as an advantage of enabling the privacy 
preservation. Here in this obscure it includes start 
process and view results. In this obscure option it 
takes the input as the emails (dataset) and the start 
the process it converts plain text to the 
cryptographic cipher text. Finally, look output or 
result of the obscure process. User should able to 
see the obscure file to get the confirmation that the 
classifier not using the plain text. 
 
After this it as an execution process. Here execution 
invokes the classifier and runs the classifier by 
using both Naïve Bayes and Hidden Markov Model 
(HMM). Naïve bayes is based on conditional 
probabilities. It runs fast and works with small 
dataset and gives accurate result. It considers 
independent words as a feature. HMM is a 
generative, probabilistic model. The state is not 
directly visible but output (in the form of data or 
token) dependent of state is visible. The sequence of 
tokens generated by HMM gives information about 
sequence of states. In HMM it uses various 
combinations of NLP (Natural Language 
Processing) techniques that is stop words removing, 
stemming, lemmatizing. Stopwords removing are 
(commonly used words like the,a,an,in) that search 
engine has programmed to ignore. Stemming is the 
process of reducing word to its word stem that 
affixes to suffixes and prefixes or to root of words. 
Lemmatizing is normally aiming to remove 
inflectional endings only and return base or 
dictionary form of a word. It is being tried on both 
the algorithms to inspect the differences in accuracy 
as well as to find the best method among them.  
                            

V. CONCLUSION 

In this paper we have proposed both the Naïve 
Bayes and Hidden Markov Model algorithms for 
enhancing the accuracy and also enabling the 
privacy preservation. Both the algorithm are 
implemented and tested in real-time environment 
over the internet. We also carried out two main 
types of spam encryptions: leetspeak and diacritics 

to overcome it. By using both the algorithms Naïve 
Bayes and Hidden Markov Model it improves the 
accuracy of the spam server by coding new addition 
to the current server. By using these algorithms not 
only increases the accuracy of email sorting but also 
enabling the privacy preservation. 
                         

VI.  FUTURE ENHANCEMENTS 

 The concept can be used in “Design and 
implementation of efficient email spam detection 
enabling privacy preservation”, Naïve bayes and 
Hidden Markov Model. The future enhancement is 
done using other algorithms like clustering and 
ANN, it can increase in speed, accuracy and 
efficiency of the system. 
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Abstract: The personal identification 
numbers (PINs) is a common user 
 
authentication method for many 
applications, such as money transactions in 
automatic teller machines (ATMs), 
unlocking personal devices and opening 
doors. Authentication remains a challenge 
even when user enters a PIN in open or 
public places, makes PIN entry vulnerable 
to password attacks, such as shoulder 
surfing as well as thermal tracking. The 
use of PINs is especially true for banking 
applications where the combination of a 
token (e.g. bank card) and the user’s secret 
PIN is commonly used to authenticate 
transactions. In financial applications PINs 
are typically four-digit numbers, resulting 
in 10000 possible numbers. The security of 
the system relies on the fact that an 
attacker is unlikely to guess the correct 
PIN number and that the systems (e.g., 
Automated Teller Machines) limit the user 
to few attempts (e.g., 3) for entering the 
correct PIN. To overcome shoulder surfing 
attacks, and enable users to enter their PIN 
without fear of being observed by 
developing a system that employs an eye 
tracking device. With safety PIN, users 
select PIN numbers with their eyes by 

 
simply focusing on the digits displayed on 
 
a screen. Gazed-based authentication 
refers to finding the eye location across 
sequential image frames. Haar Cascade 
algorithm is a machine learning approach 
which can be used for detecting the eye 
pupil location. 
 
 
Keywords: Personal identification 
numbers (PINs), Eye centre, Pupil 
location, Gaze-based PIN entry, Haar 
Cascade. 
 
1. Introduction. 
 
The use of PINs (personal identification 
numbers) as passwords for authentication 
is ubiquitous nowadays. This is especially 
true for banking applications where the 
combination of a token (e.g. bank card) 
and the user’s secret PIN is commonly 
used to authenticate transactions. In 
financial applications PINs are typically 
four-digit numbers, resulting in 10000 
possible numbers. The security of the 
system relies on the fact that an attacker is 
unlikely to guess the correct PIN number 
and that the systems (e.g., Automated 
Teller Machines) limit the user to few 
attempts (e.g., 3) for entering the correct 
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PIN. As most applications that use PINs 
for authentication operate in a public 
setting a common attack is to try to 
observe and record a user’s PIN entry 
(shoulder-surfing). 
 
These security problems have been 
recognized for a long time and researchers 
have proposed a number of different 
schemes to minimize the risk of PIN entry 
observation. One such proposed alternate 
PIN entry method requires the user to 
input some information, which is derived 
from a combination of the actual PIN and 
some additional information displayed by 
the system, instead of the PIN itself. 
Another approach proposes the use of an 
elaborate hardware to make PIN entry 
resilient to the observation attacks. 
However, these methods have not been 
introduced into practical applications 
because the users would have to be 
retrained to use a completely different 
approach to PIN entry and the significant 
additional costs involved in the hardware 
setup. 
 
Interaction with computers is not limited to 
keyboards and printers anymore. Different 
kinds of pointing devices, touch- 
 
sensitive surfaces, high-resolution 
displays, microphones, and speakers are 
normal devices for computer interaction 
nowadays. There are new modalities for 

 
computer interaction like speech 
interaction, input by gestures or by 
tangible objects with sensors. A further 
input modality is eye gaze which 
nowadays finds its application in 
accessibility systems. Such systems 
typically use eye gaze as the sole input, but 
outside the field of accessibility eye gaze 
can be combined with any other input 
modality. Therefore, eye gaze could serve 
as an interaction method beyond the field 
of accessibility. One of the security 
requirements for general terminal 
authentication systems is to be easy, fast 
and secure as people face authentication 
mechanisms every day and must 
 
authenticate themselves using conventional 
knowledge-based approaches like 
passwords. But these techniques are not 
safe because they are viewed by malicious 
observers who use surveillance techniques 
such as shoulder-surfing (observation user 
while typing the password through the 
keyboard) to capture user authentication 
data. Also there are security problems due 
to poor interactions between systems and 
users. As a result, the researchers proposed 
eye tracking systems, where users can 
enter the password by looking at the 
suitable symbols in the appropriate order 
and thus the user is invulnerable to 
shoulder surfing. Eye tracking is a natural 
interaction method and security systems 
based on eye 
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movement tracking provide a promising 
solution to the system security and 
usability. 
 
The most of eye-tracking systems work on 
video-based pupil detection and a 
reflection of an infrared LED. Video 
cameras became cheap over the last few 
years and the price for a LED is negligible. 
Many computer devices come already with 
built-in camera as, such as mobile phones, 
laptops and displays. Processor power still 
increases steadily and standard processors 
are powerful enough to process the display 
on video streaming which gives freedom 
for the user to move in front of their 
displays, are also video based. Such 
systems can be implemented unobtrusively 
with a second camera. If produced for the 
mass market, a future standard eye tracker 
should not cost much more than an optical 
mouse or webcam today. 
 
Some people interact with the computer all 
day long, for their work and in their leisure 
time. As most interaction is done with 
keyboard and mouse, both using hands, 
some people suffer from overstressing 
particulars parts of their hands, typically 
causing a carpal tunnel syndrome. With a 
vision of ubiquitous computing, the 
amount of interaction with computers will 
increases the needs of interaction 
techniques which do not cause physical 

 
problems. The eyes are a good candidate 
because they move anyway when 
interacting with computers. Using the 
information lying in the eye movements 
could save some interaction, in particular 
hand-based interaction. 
 
The paper describes the following 
sections: 
 
Section II gives the general methods for 
eye tracking. Section III gives the 
conclusion. 
 
 
2. Methods Influencing Authentication 
Mechanism of Eye Tracking. 
 
 
The study of existing security systems that 
are based on eye movement tracking 
developed by different researchers 
according to their area of expert. In the 
following paragraphs are given several of 
the published researches related to the 
goals of this work. 
 
 
A. Pin-entry against Human Shoulder-
Surfing: 
 
In computer security, shoulder surfing 
refers to using direct inspection 
techniques, such as peeping over 
 
someone’s shoulder, to acquire 
information. Shoulder surfing is frequently 
used to acquire passwords, PIN security 
codes and related data. To stop shoulder 
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surfing, which is between the customer 
and the system, cryptographic prevention 
approach is hardly relevant because users 
are restricted in their capacity to process 
information. Among them, the PIN entry 
technique introduced was effective 
because of its clarity and instinctive in 
every round, a structured numeric keypad 
is colored at odd half of the keys are in 
black and another half in white, which is 
called as BW method. A customer who 
knows the accurate PIN digit can enter the 
color by pressing the distinct color key 
below. The primary BW method is 
targeted to withstand a human shoulder 
surfing attack. [1] 
 
 
B. Gaze-Touch Pass Scheme: 
 
With mobile devices enabling ubiquitous 
access to sensitive information, there is a 
need to protect access to such devices. 
Meanwhile, authentication schemes are 
prone to shoulder surfing attacks, where a 
bystander observes a user while 
authenticating. The attacker then gets hold 
of the device and tries to authenticate and 
access sensitive data. To overcome this 
attacks Gaze Touch Pass, a multimodal 
authentication scheme in which user define 
four symbols, each can be entered either 
via touch (a digits between 0 and 9) or via 
gaze (gazing to the left and to the right). 
Consecutive gaze inputs to the same 

 
direction would then need to be separated 
by a gaze to the front and switches 
between input modalities are used within a 
single password. [2] 
 
 
C. Eye Gaze Classification for iTyping : 
 
Human emotions and cognitive states are 
essential in developing a natural human-
computer interaction system (HCI). 
Systems which can identify the affective 
and cognitive states of humans can make 
the interaction more natural. The 
knowledge of mental processes can help 
computer systems to interact intelligently 
with humans. Estimation eye gaze 
direction is useful in various human-
computer interaction tasks. Knowledge of 
gaze direction can give valuable 
information regarding user’s point of 
attention. A real time framework which 
can detect eye gaze direction using low-
cost cameras in desktops and other smart 
devices. Estimation of gaze location from 
webcam often requires cumbersome 
calibration procedure. Gaze direction 
classification as a multi-class classification 
problem, avoiding the need for calibration. 
The eye directions obtained can be used to 
find the EAC and thereby infer the user’s 
cognitive process. The information 
obtained can be useful in the analysis of 
interrogation videos, human-computer 
interaction, information retrieval, etc. 
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D. To Enhance iTyping Privacy: 
 
Mobile devices offers the most convenient 
user experience ever, e.g., at anytime and 
anywhere, but users unavoidably face a 
new potential threat at the same time. The 
interaction between users and mobile 
devices may be exposed to public directly, 
which may leak very sensitive information 
of the user, e.g., passwords, private data, 
account information, etc. If the input of 
such information is not properly protected, 
the user’s privacy can be easily emanated 
and compromised in public. iTyping is for 
entering the private information using the 
eye gaze. In iType, the keyboard consists 
of multiple buttons and each button 
represents unique character(s) (number or 
letter). For the ease of presentation, it 
refers password to various kinds of private 
information for short. To type a password, 
the user looks at the corresponding buttons 
sequentially, and iType essentially solves a 
decoding puzzle it reads the user’s gaze, 
infers the buttons being looked at, and 
assembles the password. The iTyping is 
secure primarily due to the fact that the eye 
gaze is difficult to eavesdrop. Even an 
adversary in front of the user could decode 
the eye gaze, the gaze itself conveys no 
meaningful information, unless it matches 
with the keyboard layout, which however 
can be user-defined and changed. [4] 

 
 
E. Accuracy and Precision of Eye 
Tracking: 
 
To establish eye gaze as part of everyday 
interaction with computers, it needs to 
understand the characteristics and 
limitations of eye tracking in practice and 
derive standards for the design of gaze-
enabled applications that take into account 
that accuracy and precision can vary 
 
widely across different tracking 
conditions. It collects calibration style eye 
tracking data from 80 participants, using 
two different trackers in two lighting 
conditions. In contrast to many eye 
tracking studies, It does not exclude any 
participant due to insufficient tracking 
quality and only calibrated once at the 
beginning. Finding a several contributions 
for the design and development of gaze-
enabled applications. 
 
1. Checking the accuracy and precision 
ranges overall and for different parts of the 
screen that characterize the large variation 
across different tracking conditions. 
 
2. Provides a formal way to derive 
appropriate target sizes from measures of 
accuracy and precision. Based on data user 
gives a recommendation for the minimum 
size of gaze-aware regions to allow robust 
interaction. 
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3. An approach to find optimal parameters 
for any filter that minimizes target size and 
signal delay. [5] 
 
To overcome all the above issues by 
implementing a real time hands-off gaze-
based PIN entry technique is used, which 
 
leaves no footprints. Gaze-based 
authentication refers to finding the eye 
location across sequential image frames 
and tracking eye centre. Haar Cascade 
algorithm is a machine learning approach 
used for detecting the eye pupil location by 
Image Processing. In this technique, 
several stages are used to find out the 
movement of eye, such as Face detection 
and Eye detection, Edge detection. The 
distance between the centre point and eye 
pupil centre are measured using 
coordinates system logic. According to the 
eye pupil movements, the measured 
distance will vary. A minimum distance 
indicates the eye pupil is moved towards 
the left, and maximum values indicates the 
eye moved on right and if there is no 
movements of the eye, then it concludes 
that eye is in the middle position. After 
tracking the eye pupil position, the data is 
taken by the system. The entered data is 
compared with the trained dataset. If the 
entered data is not matched with the 
trained data then the system will throw an 
error as “unauthorized access” else the 

 
system confirms and allows for further 
transaction. 
 
 
3. Conclusion 
 
In order to protect the users from shoulder-
surfing in ATMs while entering the PIN, 
new method of entering the PIN are being 
evaluated. With the eye tracking 
 
technology becoming easier, eye 
interaction for PIN entry is emerging as a 
practical solution. It has been discussed 
about Safety PIN, which proposes 
retrofitting the ATMs with an eye tracking 
device, so that users can enter their PIN 
without using keypad for pin entry. In 
addition to look and shoot the gaze 
activation method called blink activation. 
Initial user evaluations have yielded 
encouraging results, prompting further 
work. 
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 

Abstract— The necessity of improving the quality of life and an 
enhancing experience is the significant research in recent days. 
It is required to evaluate usability and emotion to improve a 
user’s experience. Sentiment analysis which is used to 
understand user’s tendency is based on their opinions. User’s 
opinion were collected from Twitter and classified into positive, 
negative, neutral opinions by lexicon named Valence Aware 
Dictionary and sEntiment Reasoner (VADER). 
 
Keywords— Twitter, sentiment Analysis, VADER, sentiment 
scores. 

 

I. INTRODUCTION 
 he main aim of a product or a service is to provide a 
better experience to the user. This experience can be 
enhanced by the research on understanding and 

observing the user and obtaining the feedback from the users 
[1]. The experience can be evaluated by focusing on the 
user’s usability and emotion. User’s opinions are generally 
applied to evaluate emotion [2] [3]. 
  Sentiment analysis is a kind of big data mining. Researchers 
use the data from social media such as Instagram, Facebook, 
and Twitter, which has appeared as user’s subject opinions. 
Hence, sentiment analysis is known as opinion mining. This 
allows the researcher to understand the user more accurately. 
User opinion depends on user’s values, conditions or 
interests. Each user has their own different sentiment. By 
investigating the user tendency the best experience can be 
provided. 
  In this paper, the data from twitter, a text based social 
media service is collected. Tweets are classified into 
positive, negative and neutral opinions using Valence Aware 
Dictionary and sEntiment Reasoner (VADER). VADER 
converts the opinions into sentiment scores. Each opinion 
which is quantified to document matrix demonstrates 
statistical significance between sentiment groups. 
  The paper is composed of six sections. Section 2 consists of 
related works from earlier studies to present day about 
sentiment analysis. Section 3 describes the design and 
defining of the architecture, modules and components of the 

 
 

 

system. Section 4 shows consists of the procedure to collect 
the data from Twitter Corpus and classifying them using 
lexicon. Section 5 consists of the snapshots and the 
experimental trials of the proposed system. The final section 
is about the results and summary and about the further 
research. 

II. RELATED WORKS 
According to Chae Won Park and Dae Ryong Seo, providing 
a significant experience is one of the current issues in the 
user's research in Sentiment Analysis of Twitter Corpus 
Related to Artificial Intelligence Assistants. A process 
should improve the user’s experience by evaluating their 
emotions and usability [1]. 

 Action rules are data mining method for gaining 
information as well as knowledge from the datasets. The sub-
actions are called Meta actions. The action rules for 
Sentiment Analysis on Twitter Data process new optimized, 
speed and efficient system for generating meta- actions. Meta 
actions are generated by implementing Specific Action Rule 
discovery based on Grabbing strategy (SARGS)  
algorithm [2]. 

The social networking sites generate a huge amount of 
data. An approach was proposed by V. Sahayak, V. Shete, 
S.A.Bahrainian, A. Dengel which classifies the sentiment of 
tweets automatically taken from the twitter datasets. This is 
useful for company as well as the customers to know about 
the brand, its quality and feedback from the other customers 
[3][18]. 
  A novel unsupervised approach is used in the Sentiment 
Analysis of Twitter Data using sentiment Influencers for the 
analysis for the twitter data based on a rule based scoring 
engine. Here, parts of speech of the sentence are ranked 
according to the influence of the sentiment of the sentence 
[4]. 
  The datasets are pre- processed after the extraction from 
the twitter in Sentiment Analysis of Twitter Data using 
Machine Learning Approach and Semantic analysis. Later 
the adjectives from the dataset are extracted that have some 
meaning called feature vector. For the selected feature vector 
list machine learning algorithms such as Naïve Bayes, 
Maximum entropy and SVM algorithms are applied [5]. 
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VADER model is used for general sentiment analysis and 
also it is compared to eleven benchmarks like LIWC, 
ANEW, SentiWordNet, and machine learning techniques in 
Sentiment Analysis of Social Media text by E. Gilbert, CJ 
Hutto, Federico Neri, Carlo Aliprandi,  [6][17]. 

Sentiment Analysis and Opinion Mining is based on 
predicting sentiments to extract opinions from the internet 
and predict online customer’s preferences, which would help 
in economic and marketing of the company [7].  

Supervised Learning and Volume based measures are used 
by B.O’Connor, R BalaSubramanyan, A.Bermingham and 
Smeaton.A [8][9] for the purpose of Sentiment Analysis. 
They evaluated against the conventional election polls and 
final election result to find the Social analytics. 

For the task of Sentiment Analysis A.Pak,P.Paroubek, 
B.Pang and Lee.L[10] [11] have focused on the most popular 
microblogging platform,Twitter. For the purpose of 
Sentiment Analysis and Opinion Mining the corpus are 
automatically collected. Using the Corpus a Sentiment 
classifier is built which can determine the sentiments for a 
document.  

III. DESIGN OF SYSTEM 

The process of defining and designing the architecture, 
components, modules, interfaces, and data for a system to 
satisfy requirements is System requirements. Systems design 
is the process of defining and deploying and designing 
systems to satisfy specified requirements of the user. 

The entire architecture has been implemented in eight 
modules. The below figure shows a general block diagram 
describing the activities performed by this project. 

 

 
 

Fig.1 System Design 
 

A. Data Access Layer 

Data access layer is the one which exposes all the possible 
operations on the data base to the outside world. The internal  
components consists of Dao classes, interfaces, POJO’s and 
Utils.All the other modules will be communicating with the 
DAO layer for their data access needs. 

B. Account Operations 

Account operations module provides the following 
operations to the users of the project.  

1. Register a new seller/ buyer account 
2. Login to an existing account 
3. Logout from the session 
4. Edit the existing Profile 
5. Change Password for security issues 
6. Forgot Password and receive the current password 

over an email 
7. Delete an existing Account  

The Account operations use DAO layer to provide back the 
above functionalities. 

C. Twitter Handle and Twitter Keyword 

Here, the end users will be provided with an HTML 
interface where they can add as many twitter handles or 
twitter hashtags they want for which the sentiment analysis 
operations need to be carried out. The inputted twitter handle 
and the hashtags will be stored in the database which will be 
retrieved later while performing the sentiment analysis 
operation 

D. VADER Algorithm 

VADER is used for text sentiment analysis that is 
sensitive to both polarity (positive/negative) and intensity 
(strength) of emotion. Lexical approaches map words to 
sentiment by building ‘dictionary of sentiment.’ This 
dictionary can be used to access the sentiment phrases and 
sentences. Sentiment can be categorical – such as {negative, 
neutral, positive} – or it can be numerical – like a range of 
intensities or scores. 

E. Adhoc Run 

This component is developed using the HTML interfacing 
components to display the results of the VADER algorithm 
on the specified input text (temporary text) in a beautiful 
styling in the browser of the client who has requested for the 
same. This component will be developed in a responsive 
fashion so that it works consistently across various devices 
and browsers. 
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F. Twitter Data Analysis 

This application is also implemented using java. This 
application accepts the twitter handler as an input and makes 
use of Twitter 4J libraries for communicating with twitter 
and pulls the data (posts) from that twitter account and 
executes the core Emotion Recognition Algorithm against 
each of the posts. It later invokes a utility function to decide 
the category of this emotion. Possible emotion categories are 
positive, negative, and neutral. 

G. As a Service Implementation 

This component is useful particularly when an external 
application has to make use of the solution proposed by us in 
this project. As part of this component, we will be exposing a 
REST (Representational State Transfer) API to the outside 
world to consume our solution. The external application will 
have to provide the input text which needs to be analyzed for 
the sentiment and this API returns the result back to the 
application with the calculated results. 

H. Service Layer 

Service Layer is a J2EE implementation of web Tier which 
processes the requests from various clients. This service 
layer will contain servlets, the configuration files, and the 
helper classes. The servlets is a server side programming 
construct in Java used to receive the requests from the 
HTML clients, forward the request to the appropriate 
business logic components and get the results back to the 
HTML clients. To find out the appropriate business logic 
component for each request, the servlet will have to 
communicate with the configuration file which is the 
deployment descriptor (web.xml) of the J2EE application. 
The deployment descriptor will have a mapping from the 
incoming request (URL path) to the business logic 
component. The helper classes are the ones which acts as an 
interfacing agents between the service layer components and 
the VADER algorithm components.  

IV. METHODOLOGY 

The experimental procedure consists by collecting the 
Twitter corpus and classify the data by using the lexicon 
method. Then after classification process, the percentage of 
positive, negative and neutral opinions are extracted from the 
lexicon method. This can be applied for the purpose of user’s 
research. 

 
A. Corpus 
 Microblogging today has become a famous 

communication tool among Intertxt users across the world. 
Many users share their opinions on different aspects on daily 

basis. So, microblogging sites are rich sources of content for 
opinion mining and sentiment analysis. One of the most 
popular microblogging services across the world is Twitter. 

Twitter is a platform for the extraction of public opinion 
on specific issues in society. The number of daily active 
users are 126 million as of February 2019. Twitter offers the 
organizations a fast and effective way to analyze the 
customer’s opinion on the products available in the market. 

Tweets of the users are collected by Twitter API for the 
analysis process. The twitter tweets length are limited to 140 
characters. So, the users have limited space to express their 
thoughts. The sentiments in the twitter tweets are usually 
incisive, uncomplicated and consistent in polarity. 

The tweets have a length limitation, so the users use 
emotions to make their tweets more expressive. 
 
B. Lexicon 
  Lexical approach aims to map the words to corresponding 
sentiment by building a lexicon or a ‘dictionary of 
sentiment’. We use this to map the sentiment of phrases and 
sentiment, without looking anything else. Sentiment can be 
categorical i.e., negative, neutral, positive or it could also be 
numerical –like are scores or the intensity values. 
VADER (Valence Aware Dictionary and sEntiment 
Reasoner) is a lexicon and it is a rule- based sentiment 
analysis tool used to express sentiments of social media data. 
It is a open –source used the MIT License. IT is introduced 
in 2014, Vader text Sentiment analysis uses a human –centric 
approach, by combining qualitative analysis and empirical 
validation by using human raters. 

VADER classifies the tweets related to artificial 
intelligence assistants into three categories, which are 
positive, neutral, negative words. If in a tweet there were no 
positive or negative word then it is considered to be neutral. 
However, the proportion of words that consisted of positive, 
negative or neutral could be expressed in a format of 
percentage. 

V. RESULTS 

First the user has to create an account by providing all the 
required credentials. Later he/ she can login in to the account 
with the required credentials. A message pops up when the 
user has successfully logged in. The user can modify their 
account by providing the required credentials. The user can 
change the password of the account, or logout of the account 
or delete the account. 
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Fig.2 Login page 

 

 
Fig.3 Registration page 

 

 
Fig. 4 Change password 

After the user has logged into the account they can add the 
Twitter handles and the Twitter hashtags. The user can 
register a new Twitter handle for which the sentiment 
analysis have to be run. Twitter handles can be added, 
viewed along with its date and time, and can also be deleted. 

 

 
Fig.5 Twitter Handle 

 
Similarly, Twitter Hashtags can also be added, viewed and 

also deleted. 
 

 
Fig.6 Twitter Hashtag 

 
Sentiment analysis can be executed in two ways. One is 

Ad-Hoc method, where the user can run the VADER 
algorithm for a set of textual data which can be obtained 
from the other sources as well. The sentimental scores can be 
obtained for each and individual sentences or for the whole 
set of provided data. 

 

 
Fig.7  Individual token analysis 
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Other method of sentiment analysis is the run the 
sentiment analysis algorithm. Here, the VADER algorithm is 
implemented for the Twitter Handles and Hashtags. It 
provides the sentiment score for the recent 100 tweets of that 
particular handles/ hashtags. The individual scores for each 
tweet can also be obtained along with the overall score. 

 
Fig.8 Analysis for Twitter Handle 

 

 
Fig .9 Analysis for Twitter Hashtag 

VI. CONCLUSION 

In this project, we have analyzed the tweets, the tweets 
were collected using Streaming API and divided into 
positive, negative, and neutral opinions by VADER, the 
sentiment dictionary. A change of sentiment score was 
described as positive, negative, and neutral percentage. 

In future, we would be working towards applying our 
algorithm to non-textual data as well like image, videos, and 
other multimedia. 
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Abstract— Predicting consumer’s location and motion is very 
important in a large shopping mall to provide them better 
service. When a consumer passes regions of a shopping mall, 
his/her moving trace can be recorded for prediction. Existing 
approaches cannot be directly used to fulfill such task because 
handling the ordered region sequences is quite challenging. 
System Proposes an improved Apriori algorithm called 
AprioriOS (Apriori for Ordered Sequences) to solve this 
problem. Using this method, association rules are mined out 
from ordered region sequences and then used to predict future 
locations of consumers. System can predict more than one 
region that a consumer may pass in future and System also 
proposes a motion prediction method based on Wi-Fi 
Positioning System to predict motions of consumers. Based on 
the proposed Idea System develops a location and motion 
prediction system for shopping malls. 
 

Keywords—Association Rule Mining, Apriori, Location & 
Motion Prediction. 

I. INTRODUCTION  

Every industries main purpose is to provide a best service 
to the customers, and one of the industries which are growing 
in urban areas is shopping mall so it is important to predict 
consumer’s location and motion in a large shopping mall to 
provide them better service. When a consumer passes 
regions of a shopping mall, his/her moving trace can be 
recorded for prediction [6]. To provide better services for 
consumers and promote the sales of shops, it is important to 
predict two things. One is the regions that a consumer will 
walk in. The other is the motions of consumer will perform 
(e.g. slowly walking, quickly walking, standing up, sitting 
down). If we can predict locations and motions of a 
consumer, we can know which things catch his/her eyes and 
then recommend products or services to them. 

II. RELATED WORK 

Existing approaches related to above mentioned problem 
[2] cannot mine relations from ordered sequences of regions 
that consumers have gone, and hence cannot effectively 
predict locations of consumers. It is highly demanded that we 
can obtain the location prediction result in the form of 
subsequence of consecutive regions like “ Region 3→
Region 5 → Region 1 → Region 2”.  

Moreover, the prediction of motion is not combined with 
the prediction of locations. Indoor positioning methods 
[3]are used to trace the move of consumers and generate an 
ordered sequence of regions that consumers passed. The 
outliers of positioning data are removed to avoid data 
distortion. Then we mine ordered region sequence set using 

AprioriOS to get association rules. The Algorithms proposed 
for association rule mining were based on sequential pattern 
mining techniques on the data bases. In today’s world, when 
we are dealing with Big Data the existing algorithms [4] lag 
behind because of the time and computational complexity. 

Data Mining has various techniques [5] such as 
clustering, classification, Naïve Bayes, Association rule 
mining. Association Rule mining is one of the most well-
known technique for discovering relationships between the 
items in data sets. Association rules are being used widely in 
various areas such as telecommunication networks, risk and 
market management, inventory control, medical 
diagnosis/drug testing etc. The Association rule mining 
focuses on the frequent item-set. It’s also important to 
understand the rare association algorithms are also equally 
important to capture a rare scenario. The document focus on 
the rare and interesting association rule mining. 

 

Defense 
Mechanism 

Functionality Limitations 

Markov-based 
crowdsourced 
mobility prediction 
 
 

This approach 
characterizes the 
close relationship 
between the 
human mobility 
patterns 
 
 

difficulty in  
differentiating 
human motilities 
among the 
relative small 
areas due to its 
coarse 
localization 
granularity 

APFT(Combination 
of apriori and FP-
tree structure 

This approach is 
used to get 
Frequent item set 
mining 

when the support 
threshold is high 
this combination 
is not so 
productive 

Novel approach for 
indoor localization 

this method is 
used in WiFi-
based indoor 
localization and 
navigation 

when the space is 
too large like a 
large shopping 
mall this method 
cannot be applied 

Density-based 
Clustering 
Algorithm 

This method is 
used to obtain 
wi-fi finger 
prints which will 
help in motion 
prediction  

This method is 
less sensitive to 
outliers[11] 

Similarity-based 
location predictions 
and adaptive 

This mechanism 
is used to 
distinguish 

This algorithm 
predicts the 
location in 
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background 
modeling approach, 

betting moving 
humans and 
relocated objects 
also it is used to 
predict future 
location of 
customer 

macroscopic 
level than predict 
users next 
location on a 
microcosmic 
level. 

Hidden Markov 
Model 

This approach is 
used in Human 
motion 
prediction for 
human-robot 
collaboration 

Only a small part 
of distributions 
over the space of 
possible 
sequence can be 
represented 

BFSPMiner This approach is 
used to get 
sequential 
pattern mining  

This method is 
only accurate in 
batch stream 
which is not 
continuous not in 
the bulk non 
batched data 

Closed weighted 
sequential mining 

This approach is 
used to find the 
sequential 
pattern on time 
series 

Weighted 
sequential 
mining is only 
applicable in 
Sequential 
mining 

 

III. SYSTEM ARCHITECTURE 

The indoor positioning system [10] provides the set of 
ordered region sequences and the location data of a 
consumer to association rule mining system and motion 
recognizing and recording system, respectively. Motion 
recognizing and recording system (motion system for 
short) is a central server which collects motion data from 
phone sensors of consumers. Then it analyses motion data 
to generate quater-naries (time window length, region id, 
consumer id, motion tag). There are two databases, 
association rule database and Consumer’s motion 
database. Association rules and quaternaries are stored in 
them, respectively. The final quaternary (time length, 
region id, consumer id, motion tag) will be generated 
using quaternaries in database and stored back into the 
database. The prediction system uses the data of two 
databases to do location and motion prediction. 

The system architecture is broadly categorized as 
follows: 

a. Mapping from the physical world to the cyberspace 

b. Data Capturing & Pre-processing 

c. Data Mining Mechanism 

d. Knowledge Understanding & Utilization 

 

 

 

 

Figure: System Architecture 

 

 

 

 

 

 

 

 

Proposed Algorithm 

Function: getAllFrequentOrderedRegionSequences  
(HC )  
1 LS1 = {All 1 frequent sequences of Consumer C}; 
2 for (k = 2;LSk−1= ; k++) do 
3 CK= candidate-gen(LSk−1); 
4 foreach LHC do 
5 foreach cdkCk do 
6 if Lcontains subsequencecdk then 
7 cdk.count++;  
7 end 
9 endfch 
10 endfch 
11 LSk= {cdkCk | cdk.count ≥ minsup}; 
12 end 
13 return    kLSk; 
 
The above algorithm shows the process of mining out all 
frequent ordered region sequences and shows the pseudo 
code of function candidate-gen(). The main difference 
between our AprioriOS and original Apriori is in candidate-
gen(). The original Apriori needs two prune steps to delete 
non-frequent K itemsets from candidate frequent K itemsets. 
It first examines whether any K-1 sub-item set of a 
candidate frequent K itemset is frequent or not, then 
calculates the support of this candidate and deletes it if its 
support is less than minsup. But our variant only needs one 
step.  
 
Mathematical model 
To explain about the motion function [22] we have taken a 
mathematical model which will take the region id as the 
input and also take the Centre of the area  
 

=EXP  

Where: ℎ𝑞 : the output of the qth motion function. 𝒙: vector that represents the network inputs (𝒙 = [𝑥1, 𝑥2, … 
, 𝑥𝐼 ]). 𝒖𝑞: vector that represents the center of the qth basis 
function (𝒖𝑞 = [𝑢𝑞1 𝑢𝑞2 𝑢𝑞3 … . 𝑢𝑞𝐼 ]). 𝜎𝑞: spread or Gaussian width of the qth motion function. 

Result and Analysis 
The indoor locating system [13] offers the set of ordered 
region sequences and the position data of a customer to 
association rule mining system and motion recognizing and 
recording system, respectively. Motion recognizing and 
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recording system (motion system for short) is a central 
server which collects motion data from phone sensors of 
consumers. Then it studies motion data to generate 
quaternaries (time window length, region id, consumer id, 
motion tag). There are two databases, association rule 
database and customer motion database. Association rules 
and quaternaries are stored in them, respectively. The final 
quaternary (time length, region id, customer id, motion tag) 
will be produced using quaternaries in record and kept back 
into the database. The forecast system uses the data of two 
databases to do location and motion prediction. 
 

 

 

 
 

Fig 1:Different Minimum Support 
To prove the validity of prediction system [13], we design a 
shopping simulation of a consumer who has a specific 
shopping habit. The shopping simulation is showed in Fig. 
1. In Fig. 1, a circle with a number is a region of the 
shopping mall. Region 1 and region 2 are two entrances of 
this shopping mall. And region 3 and region 4 are two exits 
of this shopping mall. The red path and the dark blue path 
are two main paths the consumer often passes through. Paths 
with other colours are those that the consumer not often 
passes through but actually does. The number of paths is 
totally 100 for simulating shopping activities that basically 
happen about two times a week in one year. For the 
convenience of the presentation of experiment results, we 
only use two motion types in this simulation. One motion 
type is not moving, and the other motion type is walking. 
The meeting-point region, region 8, region 9 and region 15 
are attractive to the consumer, so we add the motion of not 
moving into the synthetic simulation data of them. 
Therefore, in experiment results, the motion tag of not 
moving is much more likely to appear in those three regions. 
The final results of simulation test are showed in Fig. 1. 
The simulation results show that the location prediction is 
very accurate because the actual results of location 
prediction are all the same with the expected results except 
the second experiment that only one future region can be 
predicted because of the insufficient confidence.  

 

Fig 2: Habitual shopping paths of a consumer in one large 

shopping mall 

The simulation results show that the location prediction is 
very accurate because the actual results of location 
prediction are all the same with the expected results except 
the second experiment that only one future region can be 
predicted because of the insufficient confidence. For 8→9, 
when the number of regions for forward prediction (forward 
prediction region number) is 1, the system considers region 
15 as the future region with confidence 0.610. Because red 
path 8 →9 is a main path, the consumer is more likely to 
reach region 15 along the red path 9 →15 
When the forward prediction region number is up to 2 for 
path 8 →9, due to the low confidence that is not greater than 
minsup, it can only predict one region not two regions in 
future. So the prediction result is still region 15. 
For sequence of recently passed regions 8 →9 →10, 
because the consumer has passed through the light blue path 
9 →10, the system then considers the light blue path 10 
→11 →3 as the result with confidence 0.987 when the the 
forward prediction region number is 2. 
To test let me take a customer passed regions 13 →8 →9, 
the system does not give out a wrong result of location 
prediction, region 15, through the red main path, but 
successfully give out a correct result, region 10, because the 
consumer has passed through a light blue path from region 
13 to region 8 and he/she is more likely to pass through a 
light blue path again from region 9 to region 10. 

IV. CONCLUSION & FUTURE SCOPE 

System used the indoor positioning[1] method to generate 
ordered region sequences, and use AprioriOS to mine out 
association rules [2] from them to do location prediction of 
consumers in large shopping malls. A special tree structure 
for storing association rules is specifically designed to meet 
the need of the location prediction method. The WPS or the 
RFID method can be used to recognize motions of a 
consumer and then the system stores them into the database 
as historical data for later motion prediction. The whole 
location and motion prediction 
System can effectively predict the future path of a consumer 
in a large shopping mall, and predict the motions that the 
consumer may have in corresponding regions. The 
AprioriOS is aimed to mine ordered and consecutive 
sequences of regions and also can be used to mine other 
ordered and consecutive sequences in other work. 

Indoor/Outdoor IPS. Outdoor positioning systems will 
merge with IPS in a seamless way to locate a person with a 
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Smartphone anywhere. This means that while current IPS 
systems involve specialized equipment and applications, 
future IPS systems will be part of the Smartphone operating 
system and leverage its sensors so any location-sensitive 
Smartphone application will use indoor or outdoor location 
services as they are available. 

Consideration of Privacy and Security Issues in the 
Development of IPS. From the analysis of IPS, we noticed 
that the privacy and security issues regarding the user’s 
location are only addressed in very few projects [7, 8]. 
Nevertheless, some authors provide evidence that these 
factors may influence the adoption and use of the IPS [12, 
10] or argue that the system must give the users the 
possibility of deciding whether they want to share their 
locations with others [9]. Though privacy has been a 
concern since the very beginning of the development of IPS 
systems, in the future, this will become one of the main 
considerations for the adoption or choice of specific IPS 
systems.   
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 eht htiw krow tegrat a taht noitamrofni eht
 eb nac erusaem citardauq a fo tnemhsinup
 ygolodohtem ruO .yltcerid dedargpu

non a otni erusaem VTR eht setaroireted -
 ehT .mret citardauq a dna mret tcerid

isop elbarovaf  eht htiw eussi eht taht si noit
 degnahc eb nac ,ylgniugirtni ,trap raenilnon
 noitidnoc tcerid fo noissergorp a gnilttes ot

er evitareti ekil htap a ni ,skrowemarf -
 .serauqs tsael dethgiew  

x eht tuoba klat tsrif eW -  .erusaem esruoc
y ehT -  eb nac mret gnidaeh  deganam

sa tnemhsinup eht worg eW .ylbarapmoc  

)4(  
er yB -  gnipuorg dna smret eht gnizinagro

 (| niatnoc taht stnemele

 

niatbo ew ,|q)S x ∂  
 

)5(  
 

 1 mhtiroglA  noitcartxE erutcurtS rof VTR
 erutxeT morf  

 :1  :tupni  , σ retemarap elacs ,I egami
 retemarap htgnerts  λ  

2  :noitazilaitini :  0S ,0= t

 

 I←  
 :3  rof  2:0=t  od  

 ,)7( ,)6( .sqE ni u dna w sthgiew etupmoc :4
 )01( dna ,)9(  

 )41( .qE ni metsys raenil eht evlos :5  
 :6  rof dne  
 :7  :tuptuo  S egami erutcurts  

 esuaceb etamitse na si )5( ni enil dnoces ehT
tatneserp eht fo  laciremun rof s ε fo noi
er ehT .htgnerts -  smret eht fo nalp emag

 ( mret citardauq a otni erusaem eht syaced

 

 ∂

non rewsna dna noitseuq 2)S x -  trap thgiarts
yllaudividni era yehT .q xw ,q xu  

)6(  

)7(  
 rof xu taht setartsnomed )6( noitalucitrA

laer lexip yreve  epols gnirobhgien snioj yl
 si σ G .yaw retlif laitaps ciportosi na ni atad
 .σ noitaived dradnats htiw retlif naissuaG a
 dna yvvas tnenopmoc si )6( ni noisivid ehT

∗  tsuj si xw .rotartsinimda noitulovnoc eht si
lexip eht htiw deifitnedi - .noitanilcni esiw  

 
y eht sserpxe nac ew ,ylralimiS -  lanoitcerid

sa ytlanep  
 

)8(  
( erehW

 

y citardauq eht si q 2 )S y∂ -
 q yw ,q yu dna evitavired laitrap tnenopmoc

non eht ylralimis si -  era yehT .trap raenil
ylevitcepser  

 

)9(  

)01(  
 

mrof xirtam eht etirw nac ew dnA  
 

)11(  
 

erehw   S fo layartrop rotcev eht era Iv dna Sv
 ztilpeoT eht era yC era xC .yletarapes I dna
 srotartsinimda epols etercsid eht morf sdirg
 yW dna ,xW ,yU ,xU .tsartnoc drawrof htiw
 ot renroc riehT .sdirg renroc ot renroc era

u=]i,i[xU yletarapes era smeetse renroc  ,ix
.iyw=]i,i[yW , ixw=]i,i[xW ,iyu=]i,i[yU  
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 euqinu a srewopme )11( ni erutcurts ehT
 eht fo esuaceB .metsys gninilmaerts evitareti

non eht fo noitaroireted -  dna thgiarts
 sseug ydaets yllaciremun a ,strap citardauq
 derevocsid saw hcihw ,nettog yllamron si

cxe  ot slairt ruo ni lufsseccus yllanoitpe
 ecafrus dna erutcurts eht eguag yldipar
 sa si erudecorp tnemecnavda ruO .serutcip

 .gniwollof eht rep  
 erutcip erutcurts detaulave eht morF :1 egatS
 erugif ot tcerid si ti ,sisahpme tsap eht ni S

a u fo snoitamitse eht  no tnedneped w dn
 erutcurts hcihw ,)01( dna ,)9( ,)7( ,)6( .sqE

.)11( .qE ni W dna U fo skrowten eht  
 ,yU ,xU fo snoitamitse eht gnisU :2 egatS
 ot nwod semoc noitaziminim ,yW dna ,xW
 ni krowemarf thgiarts a gnidneherpmoc

sa sisahpme yreve  

)21(  
a si 1 erehw   TC= tL dna krowten ytilanosrep

 eht si yC y tW y tU y TC+ xC x tW x tU x
 no tnedneped deretsiger krowemarf thgiew
 eht si )tL λ +1( .S tv rotcev yrailixua eht
 .dirg naicalpaL etinifed evitisop cirtemmys
 hguor ot noitcnitsid drawrof eht ezilitu eW

s etercsid  ytnacs a ni stluser hcihw ,sepol
evif -  srevlos tneiciffE .dirg naicalpaL tniop

 dna ciportosi eht htoB .ti rof elbissecca era
 yteirav tuo lla eht fo snoitacidem ciportosina
 gninilmaerts eritne ehT .detcennoc eb nac

.1 mhtiroglA ni degdirba si ssecorp  
 

NOC .V NOISULC  
 rof krowemarf rehtona decudortni evah eW
 .ecafrus morf noitcartxe erutcurts tnatropmi
 oT .dlofowt si tnemtimmoc yramirp ruO
 yteirav levon desoporp ew ,htiw trats
 dna erutcurts fo aedi eht hctac ot serusaem
 eseht dessessa yldaorb evah eW .ecafrus

em  a tuohtiw era yeht taht refni dna serusa
 fo sdnik owt eseht ekam ot gnizama tbuod
 .emit eht fo hcum elbahsiugnitsid atad lausiv
 gninilmaerts rehtona demrof ew ,dnoceS

non tsrif eht egnahc ot nalp -  a ot eussi tcerid

t relpmis tol a era taht seussi bus fo tol  o
 gnizilitu snoitacilppa wef A .yldipar mohtaf
 erew snoitartsulli dna serutcip eseht

 .desoporp  
 ecafrus reilrae eriuqer ton seod ygetarts ruO
 emos hctob ,senil eseht gnola ,dluoc tI .atad
 ffo eht no ecafrus sa serutcurts fo noitrop

tuo era yeht taht ecnahc  evitarapmoc yldraw
.selacs ni  

 
SECNEREFER .IV  

 
 denibmoC“ ,iL gnemgneM ,gnahS gnagihZ .]1[
 erutxeT ni noitceleS dna noitcartxE erutaeF
 no muisopmyS lanoitanretnI ht9 6102 ,”sisylanA

 .ngiseD dna ecnegilletnI lanoitatupmoC  
 ,gnoS nibihZ ,naH nuK ,uiL gnoruhS .]2[
 noitcartxE citsiretcarahC erutxeT“ ,iL gnehsiM
 erutcurtS dimaryP no desaB segamI lacideM fo
 lanoitanretnI O102 ,”mrofsnarT televaW
 dnA ngiseD retupmoC nO ecnerefnoC

 .snoitailppA  
pneW ,refeahcS ttocS ,nuS gnijuY .]3[  ,gnaW gni

 0L aiv laveirteR erutcurtS egamI“
 .EEEI 6102 ,”noitaziminiM  

 erutaeF nrettaP fo dohtem A“ ,uW gniY .]4[
 7102 ,”erutxeT gnihtolC rof noitcartxE
 dna stobor no ecnerefnoc lanoitanretnI

 .metsys tnegilletni  
 araw asraH ,irtuP iwD ,haysnainamhaR .]5[

p  erutxeT dna roloC“ ,idrahiW ayaY ,awabar
tnetnoC no noitcartxE erutaeF -  egamI desab

 no ecnerefnoc lanoitanretnI dr3 7102 ,”aveirteR
.ygolonhceT noitamrofnI ni ecneicS  

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



41 ht  ytiruceS & noitacinummoC ,gnitupmoC tnegilletnI detargetnI no ecnerefnoC lanoitaN  
 
 

TIBJS ,ESC fo .tpeD  CIICN - 9102   egaP 951  
 

tnemnorivnE gnitupmoC duolC ni SDI no yevruS  
 

A ihtoyJ ayvhB  
)ENC( hceT.M  

TIRSM ,ESC fo .tpeD  
urulagneB - 45  

moc.liamg@11ihtoyjayvhB  
 
  

tcartsbA —  gnitageled si gnitupmoc duolC
 deldnah era taht smetsys egarots ot atad
 eb osla nac tI .srodnev ytrap driht yb

snoc  egarots krowten ro ksid a sa deredi
 .krowten eht revo elbissecca eb nac hcihw
 yrev s’elppA dna evirDenO s’tfosorciM
 .selpmaxe nwonk wef era duolCi nwo
 yb tlaed si noitamrofni s’tneilc eht ecniS
 sesiar duolc gnizilitu ,redivorp ecivres

tnedifnoc dna ycavirp  snrecnoc ytilai
 ssecca evah lliw redivorp ecivres esuaceb
 semitemos dnA .atad eht lla ot
 ro ti lievnu yllatnedicca ro yletarebiled
 rof ti esolcsid ro ti esu neve semitemos
 na si ,krow sihT .sesoprup dezirohtuanu
 cisab dna snrecnoc stneilc no noitanimaxe

ni  ytiruces esrevid eht tuoba noitagitsev
 tnereffid ni desoporp secived dna sledom

.srepap  
 
  sdrowyeK –  ,ygolotnO ,gnitupmoc duolC

 .SDI ,seussi ytiruceS  
 

NOITCUDORTNI .I  
 dna secruoser fo tes a era gnitupmoc duolC
 eht hguorht dereffo era hcihw secivres
 sti .dlrow eht hguorht lla ,oslA .tenretnI
 sertnec atad morf dereviled era secivres
 sti setatilicaf gnitupmoc duolC detacol
 secruoser lautriv gnidivorp yb sremusnoc

retni aiv  duolc fo elpmaxe lareneG .ten
 elgooG yb dedivorp ,sppa elgooG si secivres
 ni elcatsbo niaM .tnioPerahS tfosorciM dna

 .ytiruces fo ecnesba si duolc ot gnitpoda  
 
 

 
S D ihskalayaJ  

rosseforP etaicossA  
TIRSM ,ESC fo .tpeD  

urulagneB - 45  
ude.tirsm@sdimhskalayaj  

 
 

 ytiruces suoremun yb dednuob si ti dnA
 dna ,atad gnitacitnehtua ekil snrecnoc
 eht yb duolc fo noitazilitu eht gnitcepsni
 ytiruces eseht lla rof nosaer niaM .rodnev
 si srodnev dna stneilc eht rof segnellahc
 sihT .noitpada ediw dna moob sti fo esuaceb  
 snrecnoc stneilc no noitanimaxe na si ,krow
 esrevid eht tuoba noitagitsevni cisab dna
 ni desoporp secived dna sledom ytiruces

.srepap tnereffid  
 
  ,ygolonhcet noitazilautriv revres no desaB

 duolc nwo yrev sti desaeler nozamA
saeler nozamA .ecivres gnitupmoc neX de -

 ,)2CE( ™duolC etupmoC citsalE desab
 atad erutcurts dna )3S( ecivres egarots tcejbo

 6002 ni ]21[ )BD elpmiS( ecivres egarots – 
 beW nozamA eman eht rednu ,7002
 sti fo esuaceB .]9[ )SWA( ™ecivreS
 ti ,SWA fo ssenildneirf resu dna dnameDnO

oip eht emaceb  a sa erutcurtsarfnI fo reen
 si elyts s’elgooG .redivorp )SaaI( ecivreS

euqinhcet no desab -  wef A .xobdnas cificeps
 yb detubirtsid erew taht srepap hcraeser
 sa mroftalP no detartnecnoc hcihw ,elgooG

1[ )SaaP( ecivreS a -  ot desaeler elgooG .]5
 nwo sti ,cilbup  a sa segats dnik a fo eno

 ppA elgooG dellac ecivres a sa mroftalp
 si ]01[ ™eruzA tfosorciM .)EAG( ™enignE
 swodniW sesu hcihw ,8002 .tcO ni desaeler
 gniylrednu eht sa )HAW( rosivrepyH eruzA
 eht sa TEN. dna erutcurtsarfni duolc

reniatnoc noitacilppa  
 
 
  

 .II SCISIRETCARAHC  
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 era duolc fo scitsiretcarahc tcnitsid evif ehT
: ]1[  

nO )1 -  secivres sedivorP :ecivres dnamed
 dna noitacilppa ,krowten ,liame sa hcus
 resu eht nehw dna sa seitilibapac retupmoc

 .sdeen  
 ehT :noisnapxe ro yticitsale dipaR )2

na gniloop ecruoser fles d -  ti ekam ecivres
 yllacitamotua nac redivorp ehT .elbissop
 loop elbaliava morf secruoser etubirtsid

 .duolc ni yticitsale edivorp ot spleh hcihw  

 dradnats gnizilitU :ssecca krowteN daorB )3
 eb nac seitilibapac gnissecorp ,smsinahcem

n eht revo dessecca  dluow hcihW .krowte
 ro niht esrevid yb dezilitu eb ot elba eb neht

 .mroftalp tneilc kciht  

 nac redivorp ehT :gniloop ecruoseR )4
 morf secruoser etubirtsid yllacitamotua

 loop elbaliava  

 gniretem a gnizilitU ecivres derusaeM )5
c yllacitamotua duolc ,ytiliba  dna slortno

 .secruoser eganam  
 

 
 

 duolc fo scitsiretcarahC .1 giF ]1[  
 

 
 
 
  

SLEDOM ECIVRES .III  

 dezilitu era taht ,sledom ecivres fo weiv nI
 eht ,sremotsuc duolc eht ot ytiliba evig ot

 :dezirogetac si gniwollof  
 fo esu eht sa hcus snoisivorp duolC ehT)1
 ,egarots sa hcus erutcurtsarfni TI cisab
 era yticapac gnitupmoc dna krowten
 ecivres a sa erutcurtsarfni aiv dedivorp

 .)SaaI(  

 naht rehgih snoisivorp duolc ehT)2
 eht rof secivres level erutcurtsarfni

rp era remusnoc  a sa mroftalp rednu dedivo
 sti srewopme duolc ehT .)SaaP( ecivres
 rof snoitacilppa detarapes ngised ot stneilc

 rieht  
 emitnur a htob ni sdeen laudividni nwo
 detamaglama na dna )ETR( niamod

 )EDI( tnemnorivne tnempoleved  

vres detargetni na sevig duolc ehT)3  eci
 noitadnuof duolc eht no tnedneped krowten
 gnolA .)SaaS( ecivreS a sa erawtfoS hguorht
 / erawtfos fo sesnepxe ’senil eseht
 TI eht fo peekpu dna sesnecil tnempiuqe
 eht yb deraps eb nac yllanoitidda noitadnuof

 .sremotsuc duolc  
 
 

SLEDOM TNEMYOLPED .VI  
 

lC  sa dedivid era secivres gnitupmoc duo
 cilbuP smrof erup owt eht otni swollof
 etisopmoc a dna duolC etavirP dna duolC
 rieht no desab ,duolC dirbyH eht ,mrof

 .ledom tnemyolped  
—  nevig yllareneg era erawtfos ro stessa TI

beW eht fo snaem yb relles duolc a yb  ni ,
 ralimis a erahs stneilc wef A .duolc cilbuP
 emas eht edisnI .duolc fo epyt siht ni duolc
 s’tneilc eht ,erutcurtsarfni lacisyhp
 revewoh llewd noitacilppa dna noitamrofni

 .yltnereffid detacolla era yeht  
—  ot dekaewt era erawtfos ro stessa TI eht

en eht  era dna tneilc yratilos a fo seitissec
 ,rodnev duolc a yb tneilc taht ot ylno nevig
 ,duolc cilbup ot tsartnoc nI .duolc etavirp ni
 ralugnis ot nevig si ssecca etelpmoc ereh

 .krowemarf duolc laudividni rieht rof tneilc  



41 ht  ytiruceS & noitacinummoC ,gnitupmoC tnegilletnI detargetnI no ecnerefnoC lanoitaN  
 
 

TIBJS ,ESC fo .tpeD  CIICN - 9102   egaP 161  
 

----  elb fo egnar ediw a stsixe erehT  dedn
 sa nwonk sepyt gnitupmoc duolc dexim
 dna cilbup ,owt eht neewteb ,duolc dirbyh
 stifeneb eht etadilosnoc esehT .duolc etavirp

duolc etavirp dna cilbup ,htob fo  
 

 
 erutcetihcrA ecnerefeR duolC TSIN .2 giF ]1[  

 

 
 STAERHT FO YMONOXAT .V  

 
 staerhT fo ymonoxaT .3 giF ]4[  

 

 
 sa dessalc eb nac staerht gnitupmoc duolC
 dna secneulfni )staerht drah ro( lacinhcet
 htoB .secneulfni )staerht tfos ro( namuh

 .htaenrednu snoiger eht ni desserdda  
 :secneulfni namuH )1  

greme taht ot etaler secneulfni esehT  morf e
namuh -  a esimorpmoc taht seitivitca nevird

 staerht eseht fo weF .krowemarf duolC
 senilediug tnemnrevog htiw detaler eb thgim
 ,noiger ro noitan ro tcirtsid modnar emos rof
 dna ytiruces noitamrofni fo ecnesba eht

ettimmocnu noitacol emos ni ycnetsisnoc  d
 fo llaftrohs ,gnireenigne laicos ,saera

 neewteb ytniatrec fo noisnemid ,lacinhcet
 .srentrap duolC rehto  

 rof yliramirp era srotcaf namuh owt esehT
 ,stneilc dna srodnev duolC  

♦  ecnailpmoC  
♦  ytiruces cimanyd a era ,ecnetepmoC dnA

 egnellahc  
 dradnats ffO  eb thgim ygolodohtem

 ytiruces ot scitcat eracs dna ,dettimrep
 si ereht fi neppah yam )yletomer ro edisni(
 ,sreenigne ,stneilc eht llA .ecnailpmoc on
 doog etartsnomed srodnev duolC dna
 stneve detnawnu yna gnitneverp ni ecitcarp

eforp TI fo ecnetepmoc ot eud  .slanoiss  
 krowten eht edisni duolC fo noitazilitu ehT
 hcihw ,txetnoc laicos sa dellac si
 tnereffid htiw detailiffa si yltneuqesnoc
 laicos ticilpxe dna tsurt ,elpmaxe rof ,srotcaf
 ytiruces detaicossa namuh gnireenigne

senlufdnim fo ecnesba ,sa hcus ,seussi  ro s
 ro ssenlufhctaw fo ecnesba ro ,gniraperp

 .snoitartsinimda duolC gnizilitu nehw trela  
 a stneserper nac taht pihsnamstfarc llud ehT
 ,ytirgetni ,ytilaitnedifnoc ot drazah suoires
 txetnoc laicos era atad fo yticitnehtua dna

gnireenigne laicos detaler dna  eb nac dnA .
 laitnedifnoc ot eertne niag ot sa detacramed
 sevitcejbo ehT .elpoep gnicneulfni yb atad
 ereht fi ,dehsilpmocca eb nac tnaliassa eht fo
 duolc eht ni ecnetepmoc fo ecnesba si

 .tnemnorivne  
 tnemssessa luferac sdeen gninoisivorp ALS

eht fo esuaceb   duolC fo ytixelpmoc
 seruliaf ,oslA ,serutcetihcra gnitupmoC
 egreme nac gnitupmoc duolC ot detaler
 ,ALS eht fo snoitaterpretnisim fo esuaceb
 .ytiruces duolC eht secneulfni suht hcihw
 eb tsum tnemtimmoc ,senil eseht gnolA

 dedivorp ALS eht ot erehda ot edam  eht yb
 si tnemtimmoc fi ,ylirartnoC .srodnev duolc
 fo kca ot dael dluoc ti ecalp ni ton
 rof tnatropmi si tI .ALS eht fo gnirotinom
 ot duolc fo srodnev dna stneilc eht htob
 ti tahw dna setats ALS eht tahw wonk

 .sedivorp  
 :secneulfni lacigolonhceT )2  
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 esehT  gnihtyna morf desuac staerht ot refer
 .secneulfni laicos ro namuh naht rehto  

 siht otni llaf htaeneb detsil seirogetac owT
 yrogetac siht rednu ksir  

erawtfos suoremuN -  segreme ytiruces desab
 ,elpmaxe rof ,noitazilautriV fo esuaceb

uoremun ,ecivreS fo laineD  ot sedapacse s
ssorc ekil rosivrepyh -  ,lennahc edis MV

 epacse rosivrepyh  
 

 ytiruces ot seitluciffid syad eseht yliramirP
 ti ,secivres bew fo esuaceb decudortni era
 ssorc a sa laitnatsbus sa eb yam llew yrev
 PTTH sa elttil oot gnitpircs egapbew

itilibarenluv  ekil sesac ni neve ,deednI .se
 eb nac snoisufni LQS ,ytiruces XAJA fo ssol

 .ksir yhtroweton a sa deredisnoc  
 dna lareneg rof snaem nommoc tsom ehT
 elibom si syadawon gnitupmoc detubirtsid
 gnirB ot srood denepo sah tI .gnitupmoc

m yltneserP .eciveD nwO ruoY  yad itlu
 si dlrow elibom ni ytiruces ot seitluciffid
 .nrecnoc rojam a eb ot tuo denrut

krowten dna noitacilppA -  era staerht desab
 .gnitupmoc elibom ot eud decudortni  

 :erawdraH )3  
 lanretxe woh ekil .are duolc s’yadot nI

,staerht ot tnecsa reffo nac srotcaf   ylralimis
 .oot srotcaf edisni ynam era ereht
 si stnenopmoc erawdrah etercsid gnieesrevO
 si dna gnilggob dnim ylevissergorp gnitteg
 ehT .stiolpxe dna seitilibarenluv ot elbail
 eb nac siht dniheb esoprup latnemadnuf

 laed ot ytilibatciderpnu eht ni esaercni  htiw
 laitnetoP .stnenopmoc erawdrah eseht
 fo esuaceb egreme nac serutpur ytiruces
 ,tsurt ,stnenopmoc eseht fo nwod gnikaerb
 niatrec ,srodnev duolc yb stnemeerga ALS
 gniliaf ro gninoitcnuflam ,slocotorp krowten
 nac nosaer rehtO .stnenopmoc krowten fo

bmeser  cificeps ot ssecca devorppanu el
 etomer ot teg ot ,strepxe troppus yb stessa
 eht fo gnitubirtsider ot euD .stessa duolc
 ,sredistuo ot snoitartsinimda duolc
 elpuoc etelpmoc nac laudividni dezirohtuanu

stluassa redisni fo  

 
 

METSYS NOITCETED NOISURTNI .IV  
 sA  htiw neve ,noitces suoiverp eht ni nees

 llits redurtni ecalp ni sllawerif eht htiw nevE
 hguorht gnikaerb yb krowten eht kcatta nac
 noitceted noisurtni eht erehw si taht ,ti
 a sa gnitca yb ecalp ot ni semoc metsys

evo lortnoc ssecca dezirohtuanu rof reirrab  r
 ro smetsys noitceted noisurtnI .krowten eht
 yeht :stseggus mret eht sa snoitcnuf SDI
 srotinom tI snoisurtni elbissop tceted
 yna rof yliramirp skrowten ro sretupmoc
 yna ro ,ytivitca yrtne dezirohtuanu
 esiwekil nac ti hguohtlA .elif noitacifidom

ezilitu eb  taht ni ,ciffart krowten neercs ot d
 gnieb si metsys a fi gnihsiugnitsid yaw
 ,elpmaxe rof ,tluassa metsys a yb desucof
 a ni SDI na ecalp ot gnitpmetta nehw

 emoh a sa deweiv eb yam SDI na ,krowten - 
 hguohtlA .metsys mrala ralgrub dellatsni

nereffid noitcnuf  na nehw esnes htob ,ylt
 ni dna ,elbaliava si feiht/tnaliassa/redurtni
 ro )s(langis noituac eussi ,rennam siht
 ot era SDI gnizilitu fo stifeneb ehT .)s(trela
 yna ot tcaer dna ,tceted ,rotinom

.noitca dezirohtuanu  

 
noitacifissalC SDI .4 giF  

 
 

            IV  YEVRUS ERUTARETIL .I  
 skcatta laitnetop tceted ylesicerp ot ,]2[ nI
 tnereffid gnizilitu metsys a depoleved yeht
 tserof modnaR ,eerf noisiced ekil seigetarts
 eht fo tnemidepmi eht reuqnoc oT .NNK dna
 siht ,skcatta 6VPI tceted ton dluoc taht tsap

oporp repap  ehT .euqinhcet wen des
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 4vpi gnizingocer edisgnola metsys desoporp
 tneiciffe detacidni esiwekil stluassa desab
 suoiraV .semoctuo evisserpmi dna
 ,noitceted fo ycarucca sa hcus sretemarap

 .derusaem erew .cte ,noisicerp  
N dellac ylamona levon tceted ot ]3[ nI  ,CE

 yltneiciforp eb nac DDK dna gniretsulc
 ssel dna etar noitceted hgih reviled oT .desu
 ylamona desivrepusnu na ,etar evissap eslaf
 seod hcihw ylamona eht dnif oT .dezilitu si
 na si siht ,tes atad dellebal a deen ton

 LSN ehT .yaw etairporppa -  9002 DDK
ad  .metsys eht kcehc ot desu saw tesat

 laer eht otni setubirtta lla fo noitamrofsnarT
erp yb enod tesatad desilamron dna rebmun -

 stluser detaciderp eht dna ,ledom gnissecorp
 eht ta derapmoc era stluser etarucca eht htiw

 .noitaulave eht fo dne  
yevrus a ,]4[ nI   noisurtnI no detcudnoc saw

 enihcam dna gninim atad ni noitceted
 oT .ytirucesrebyc eetnaraug ot ,gninrael

tekcaP atad level lenrek dna skrowten hcaer -
 desu era redaeh tekcap wolf ten dna redaeh
 ehT .metsys noitceted noitcurtsni eht rof

uoirav dna smhtirogla  gninrael enihcam s
 tcepser htiw ,dessucsid era seitixelpmoc
 sdohtem gninim atad/gninrael enihcam
 repap sihT .metsyS noitceteD noisurtnI
 pleh hcihw airetirc noitalerroc fo tol a sevig
 ,dezilitu devorppanu hsiugnitsid ot

tilomed dna noitacifidom ,noitacilpud  fo noi
 .krowemarf atad eht  

 dnapxe ot dna noitceted devorpmi rof ,]5[ nI
 rof ,desu saw ygetarts delleporp ,ytiruces
 eht fo secart gnirevocsid dna gnizingocer
 ,dedulcni ygetarts wen sihT .rekcatta
 gniknar ,gninrael peed ,gninrael enihcam

retsulc ionoroV dna  suoirav ,gniretsulc ,gni
 seetnaraug esiwekil tI .seuqinhcet tentoB
 hgih dna tes atad fo erusaem eht gnisaerced
 sah tes atad wen "TOSI" .ycarucca noitceted
 gnildnah eht gnirebmemer dezilitu neeb
 repap ehT .krowten elacsegral eht ni yaled

seifitnedi esiwekil   yb ,snoisurtni tentob eht
 ,scitsiretcarahc maerts metsys eht gnizilitu

 metsys eht fo setubirtta lecrap etipsed  

SDA gnizilitU ,]6[ nI -  na ,seigetarts B
ecnallievrus tnedneped citamotua -  tsacdaorb

SDA dellac euqinhcet SDI -  evorpmi oT .SDI
tnoc ciffart ria eht  CAMH ,ecnamrofrep slor

 eht gnomA .dezilitu neeb sah tes atad
 gniylf ni skramhcneb radar ,oidar tnerruC

SDA ,gniggalf enihcam -  ti sa roirepus a sa B
 era hcihw ,ycarucca noitacol roirepus sevig

rebyc eht gnizilitu SPG yb nevig eht -
tta eht tnemnorivne lacisyhp  si noitceted kca

 eht rof dezilitu syek eht edart oT .demriffa
 si metsys a ,ylefas noitaluclac CAMH
 tnedifnoc strats ertneC CTA .desoporp
 rehtona lortnoc taht s'CTA htiw sekahsdnah
 eht egnahcxe ot htapthgilf eht ni enoz

( krowemarf yek nepo revo yek etavirp  )1KP
 .snalp  

 gnisu hcaorppa na deificepS ]7[ nI
 .SDI dirbyh dellac gninim atad fo seuqinhcet
 etaerc ot desu si euqinhcet detamotua sihT
 SDI fo noitanibmoc a si meetsesiD dirbyh
 .noitacificeps dna erutangis htob no desab

ht si hcaorppa siht fo egatnavda ehT  ti ta
 llew ton si tub ,tnecrep 37 ot pu stceted
 ,atad gib ni sgol atad gib erutpac ot deppiuqe
 s'erehT .niaga dna won suoibud teg nac ti sa
 yna tuo yalp ot nosaer gnillepmoc on si
 si dohtem siht sa sisylana launam

 .dezinahcem  
capsrebyc fo eno dias ,]8[ nI  gnignellahc s'e

 ni ,senil eseht gnolA .ytirucesrebyc si seussi
 wen a ,gninrael peed gnisu ,repap siht
 a sesu taht sDI krowten ot hcaorppa
 saw gnitupmoc evitingoc cihpromoruen
 noitazirotcaF rotceV etercsiD .detartsnomed

liub oT .ygetarts siht ni dezilitu si  d
 dna %21.09 ot pu gnipuorg dna ssentcaxe

LSN ,yletarapes %13.18 -  si tesatad DDK
 hsilpmocca ot stpmetta repap sihT .dezilitu
 sezilitu ti sa ,ecnamrofrep noisnemid namuh
 fo sthgilhgih snioj ti ,gninrael peed

 .tnemegnarra noitcartxe  
ilitu repap siht ,]9[ ,nI  laicifitrA( NNA sez

 yna ezingocer ot ,)krowteN larueN
 no selibom desab diordna ni seilamona
 ygetarts sihT .metsys gnitarepo diordna
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 gniredisnoC ,.SDI ylamona wolf no sdneped
 dna yromem ,UPC ekil sretemarap tnereffid

 ot pu sreffo metsys siht ,rewop yrettab  %58
 siht gnizilitU .etar noitingocer dna ssentcaxe
 eb nac sDI elbatpada ,thgiewthgil krow
 gninrael enihcam gnizilitU .dehsiugnitsid

 demrofrep si snoitanimaxe wef snoitaluclac  
ledom wokraM neddiH A ,]01[ nI -  desab

erawtfos rof depoleved si SDI -  denifed
owten  eht gnirotinom ni pleh ot ,)NDS( gnikr

 wokraM neddiH a ,metsys eht fo ytiruces
ledom -  NNA sezilitu tI .detaerc si SDI desab

 yhtroweton a si ereht era stirem srepaP .SDI
 teg oT .noitacilppa ytiruces eht fo tnemercni

enihcam ,tnemnorivne gnikrowten ni ksir ot  
 .dezilitu neeb evah seuqinhcet gninrael
 eb nac krowten eht revo lortnoc cimanyD

 .erudecorp siht gnizilitu dehsilpmocca  
 noitacifissalC rof ,]11[ ot gnidroccA

SIFPG( -  SFG wen a sesu repap siht ,)ssalC
 yzzuF gnimmargorP citeneG dellac ledom

 metsyS ecnerefnI SIFPG( noitacifissalC rof -
itluM no desab si tI .)ssalC -  citeneG eneG

 ni desu tsuj ton si tI .)PGGM( gnimmargorP
 esiwekil nac tey aera noitceted noisurtni eht
 ot ,dohtem noitceles erutaef od ot desu eb
 tnavelerri dna ycnadnuder atad etanimile

ana ot serutaef  esyl  
 secuder siht ,yhpargotpyrC dirbyH ]21[ nI
 sihT .daehrevo gnituor dna krowten eht
 eruces dna lufrewop erom si ygolodohtem

dnE ekil sretemarap ni TENAM naht - ot -  dne
 krowteN ,ytivitcennoC ,efil yrettaB ,yaled

 .yticapac  
ve etercsid emit laer sesU ]31[ nI  metsys tne

SP rof -  .skrowten 11.208 ni kcatta SOD lloP
 sesu hcaorppa siht ,kcatta SOD tceted oT
 .metsys tneve etercsid emit laer no SEDTR
 rojam a si semarf fo ssol hguoht nevE
 etar noitceted dna ycarucca hgih sti ,kcabtes

c noitpyrcnE .taht ecnalab ot seirt  ni egnah
SP eht tceted ot deriuqer si locotorp -  SOD

 .kcatta  
retsulC a dessucsid ]41[ nI -  noisurtnI desaB

 eht gnirotinoM rof krowemarF noitceteD
 sihT .stnemnorivnE duolC fo ciffarT

 weF .ciffart krowten srotinom krowemarf
fart noitacinummoceleT era segatnavda  ,cif

 lautriV ,noitceted noisurtnI ,gnirotinoM
 ,gninihcam  

 noitacifissalC rof ,]11[ ot gnidroccA
SIFPG( -  SFG wen a sesu repap siht ,)ssalC

 yzzuF gnimmargorP citeneG dellac ledom
SIFPG( noitacifissalC rof metsyS ecnerefnI -

itluM no desab si tI .)ssalC - neG eneG  cite
 ni desu tsuj ton si tI .)PGGM( gnimmargorP
 esiwekil nac tey aera noitceted noisurtni eht
 ot ,dohtem noitceles erutaef od ot desu eb
 tnavelerri dna ycnadnuder atad etanimile

 esylana ot serutaef  
 secuder siht ,yhpargotpyrC dirbyH ]21[ nI

dna krowten eht   sihT .daehrevo gnituor
 eruces dna lufrewop erom si ygolodohtem

dnE ekil sretemarap ni TENAM naht - ot -  dne
 krowteN ,ytivitcennoC ,efil yrettaB ,yaled

 .yticapac  
 metsys tneve etercsid emit laer sesU ]31[ nI

SP rof -  .skrowten 11.208 ni kcatta SOD lloP
tceted oT   sesu hcaorppa siht ,kcatta SOD

 .metsys tneve etercsid emit laer no SEDTR
 rojam a si semarf fo ssol hguoht nevE
 etar noitceted dna ycarucca hgih sti ,kcabtes
 ni egnahc noitpyrcnE .taht ecnalab ot seirt

SP eht tceted ot deriuqer si locotorp -  SOD
 .kcatta  

 nI retsulC a dessucsid ]41[ -  noisurtnI desaB
 eht gnirotinoM rof krowemarF noitceteD
 sihT .stnemnorivnE duolC fo ciffarT
 weF .ciffart krowten srotinom krowemarf
 ,ciffart noitacinummoceleT era segatnavda
 lautriV ,noitceted noisurtnI ,gnirotinoM

 ,gninihcam  
RESBO  NOITAV  

 yb detcudnoc seiduts suoirav no desaB
 SDI tnereffid wohs ,srohtua tnereffid
 hcihw hguorht smhtirogla dna sehcaorppa
 siht ni deyevrus era detceted eb nac redurtni
 ]8[ ]7[ repap ni taht devresbo si tI .repap
 dna noisicerp sah .%21.09 swohs ,]41[

nedi  ni ]5[ repap rehtonA .etar noitacifit
 tnuoma niatrec a si ereht krowten elacsegral
 nac ew ]4[ morF .syaled gnissecorp fo
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 sredurtni ,emit laer no desab taht evresbo
 ,oS .detceted eb nac seitivitca rieht dna
 hcus ynam ,desoporp era SDI wen a nehw

 setubirtta  lanretni ezingocer ot desu eb yam
 laer eht ni sredurtni -  no desaB .metsys emit

 yb dezilitu eb nac yduts siht ,emit laer
 rof snoitaicossa tnereffid dna s'CNM
 yb noitamrofni tnacifingis rieht gniruces

 .ylesicerp sredurtni eht gnihsiugnitsid  
 TNEMGDELWONKCA  

 eht rof edutitarg ym yevnoc ot ekil dluow I
 ym taht hcraeser dna ecnadiug ,troppus
 ni em nevig sah ,S.D imhskalayaJ ,rotnem
 SDI suoirav hcraeser ot yaw yreve

.sehcaorppa  
 

 
 
 

 SECNEREFER  
 gnitupmoC duolC TSIN fo noisreV laniF ]1[
 enilno elbaliavA .dehsilbuP noitinifeD

duolc /dsc/lti/vog.tsin.www//:ptth -
 .)5102 lirpA 30 no dessecca( mfc.115201  

 ,ieM gneF ,gnoK gnagnaF ,nehC iewieW ]2[
 desivrepusnu levon a“ ,iL oB ,nauYnigiuG

noitceted ylomanA   noisurtnI rof hcaorppA
 dr3 EEEI 7102 ,”metsyS noitceteD
 atad gib no ecnerefnoC lanoitanretnI

61 yaM ,duolc no ytiruces -  ,7102,81
 .anihC ,gnaijehZ  

 ,ieM gneF ,gnoK gnagnaF ,nehC iewieW ]3[
 desivrepusnu levon a“ ,iL oB ,nauYnigiuG

 hcaorppA noitceted ylomanA  noisurtnI rof
 noitceteD  

 
 lanoitanretnI dr3 EEEI 7102 ,”metsyS
 ,duolc no ytiruces atad gib no ecnerefnoC

61 yaM -  .anihC ,gnaijehZ ,7102,81  
 ]4[

taerhT/erugif/ten.etaghcraeser.www//:sptth -
ymonoxat - rof - duolC -

 40 no dessecca(108196803_1gif_gnitupmoC
)9102 hcraM   

 nA“ ,navahC .K kinaM ,iloK .s jonaM ]5[
 tentob fo noitceted rof dohtem decnavdA
 ,”noitceteD noisurtnI lanretnI gnisu ciffart
 ,)TCCICI( no ecnerefnoC lanoitanretnI 7102

01 hcraM -  .aidnI ,ilgnaS ,7102 ,11  

 ,arekesejiW adnimuD ,mecaK tebahT ]6[
 ,atsoC oluaP SDA nA“ ,oterraB rednaxelA -

 EEEI 6102 ,”metsyS noitceteD noisurtnI B
 ainigriV ,xafriaF ,6102 ,APSI no  

 mattU ,sirroM samohT ,naP iygnehS ]7[
 noisurtnI dirbyH a gnipoleveD“ ,irakihdA
 rof gniniM ataD gnisu metsyS noitceteD

,no snoitcasnarT EEEI ,”metsys rewop   .lov
 .5102 .voN ,6 .seussi ,6  

 nassaH ,izahglE dimaH ,iirazzE idheM ]8[
 citenegipE" ,ikidaS beyaT ,izahG lE
 noisurtnI gnimrofrep rof mhtiroglA
 lanoitanretnI 6102,"metsyS noitceteD

71tcO ,SISOCA no ecnerefnoC -  

aolgodaR .I sitoiganaP ]9[ -  ;sikitammarG
ganaP  ylomana wolF" ,sidinnagiraS .G sitoi

 rof metsyS noitceteD noisurtnI desab
 ht6 7102 ,"seciveD eliboM diordnA
 yaM ,TSACOM no ecnerefnoC lanoitanretnI

4-  eceerG ,inazaK ,7102 ,6  
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 ,omodreP .E egroJ ,yelruH earT ]01[
zereP rednaxelA - MMH" ,snop -  desaB

eD noisurtnI  erawtfos rof metsyS noitcet
 EEEI ht51 6102 ,"gnikrowten denifed
 dna gninraeL enihcaM no ecnerefnoC

81 ceD ,noitacilppA -  ,imaiM ,6102 ,02
 .adirolF  

 ,ilimeJ haraF ,rohleB meiraM ]11[
 yzzuf citeneg no desab noitceteD noisurtnI"

EEI 6102 ,”metsys noitacifissalc  ht31 E
 retupmoC no ecnerefnoC lanoitanretnI
 voN ,)ASCCIA( noitacilppA dna smetsyS

6102 ,92 -  .aisinuT ,essuoS ,6102 ,2 ceD  

 .ihsoJ atewhS ,edatawA darahS ]21[
 eruceS poleveD :KCAAE devorpmI"
 STENAM rof metsyS noitceteD noisurtnI

2 ,"yhpargotpyrc dirbyh gnisu  610
 gnitupmoc no ecnerefnoC lanoitanretnI
 noitamotua dna lortnoc noitacinummoc

21 guA ,)AEBUCCI( -  ,8102 ,31
 .aidnI ,arthsarahaM  

 ,rawruP hteknaS ,lawragA knayaM ]31[
 lanretnI" ,idnaN ramukuS ,sawsiB hsotnaS

SP rof metsyS noitceteD -  ni kcatta SOD lloP
”metsys  ,  
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laeR -  tropsnarT cilbuP tneiciffEfo noitalumiS dnA sisylanA emiT

metsyS gnirotinoM  
 

M nahtsaM 1, neeaR dihasoMdM 2 ggeB rathkAmisaN azriM, 3 litaP hsereeV .forP , 4 
1 aidnI ,urulagneB ,ygolonhceT fo etutitsnI tseW tsaE ,ecneicS retupmoC fo tnemtrapeD  
2 tnemtrapeD  aidnI ,urulagneB ,ygolonhceT fo etutitsnI tseW tsaE ,ecneicS retupmoC fo  
3 aidnI ,urulagneB ,ygolonhceT fo etutitsnI tseW tsaE ,ecneicS retupmoC fo tnemtrapeD  

4 rulagneB ,ygolonhceT fo etutitsnI tseW tsaE ,ecneicS retupmoC fo tnemtrapeD ,rosseforP tnatsissA aidnI ,u  
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tcartsbA —  daoR .selcihev gnivird elihw yrassecen era hcihw serusaem ytefas rof dohtem a desoporp tcejorp sihT
ot pu lufesu eb nac selur ytefas   ,revird ot eud elcihev ni srucco ruoivahebsim yna fI .stnedicca morf yawa teg ot tnetxe emos

 eht sedulcni egassem ralucitrap tahT .noitacificeps melborp eht htiw gnola noitats ecilop tseraen ot og lliw egassem a neht
rrucco si ti erehw sub eht fo noitacol  ehT .sub otni gniretne neeb sah ohw nosrep cilohocla tceted osla nac metsys ruO .de

 sekat tnedicca na rehtehw yfitnedi ot desu si rosnes SMEM tcejorP ruo nI .regnessap eb yam ro revird eb yam nosrep cilohocla
sem a ,ecalp sekat tnedicca na fI .ton ro ecalp  fo noitatnemelpmi eht no sesucof tcejorp sihT.noitats eciloptseraen ot og lliw egas

laeR a - )metsyS gninoitisoP labolG( SPG gnillatsni yb ,)STBTR( metsyS gnikcarT sub emiT -  hcihw sesub no secived eludom
.revieceR SPG eht no noitacol tnerruc eht timsnart lliw  .revird dnasregnessap htob rof noitacitnehtua desab DIFR gnisu era eW

I .noitats erif dna renwo eht ot noitamitni dnes sub eht ni srucco erif fi sub eht ni erif eht rotinom ot desu si rosnes eriF  siht f
aen ot og lliw egassem taht neht ,srucco noitpecnocsim  ot ytefas gnidivorp yltceridni era ew ,yaw siht nI .noitats ecilop tser

.sub dna sregnessap  
sdrowyeK — laer,noitacitnehtua desab DIFR - laeR ,noitamrofni emit - .eludom SPG ,)STBTR( metsyS gnikcarT suB emiT  

 
 

.I   I NOITCUDORTN  

 .seigolonhcet SPG senibmoc metsys desab SPG ehT
 sresu fo snoillim dna snoitacilppa ynam ni desu ylediw si tI
 ylniam si tcudorp ehT .yad yreve ti yb dettifeneb era
 eht tsgnoma ytefas dna ytiruces eht esaercni ot dednetni

.metsys noitatropsnart  elcihev sihT -  eb nac ecived gnikcart
 eht rotinom ot ro stfeht tneverp ot elcihev yna ni dellatsni
 ,tsol si ro nelots si elcihev a revenehW .elcihev eht fo etuor
 dna sedutital fo setanidrooc eht dnes lliw ecived eht

v eht etacol ot pleh lliw taht sedutignol  s‘resu no elcihe
 ,syawhgih eht fo tsom srevoc metsys gnikcart ehT .elibom
 dna segalliv elbissecca eht fo tsom dna snwot ,seitic rojam
 .ytivitcennoc elibom retteb htiw saera ni yltneiciffe skrow
 ot desu si hcihw ,metsys deddebme na snialpxe repap sihT

 wonk  dna ralupop eht gnisu elcihev eht fo noitacol eht
 gninoitisoP labolG eht ekil seigolonhcet elbaliava ylidaer
 noitacinummoc elibom rof metsyS labolG dna )SPG( metsyS
 ot desoporp ti taht si ngised ruo fo erutaef niam ehT .)MSG(

hcihw ,draob tnempoleved a esu   MSG dna SPG evah lliw
 a htiw deknil ylesolc tub eludom detarapes a sa ton eludom
 SRPG/MSG orP draobGsitonaT ni sa rellortnocorcim
 .rossecorporciM 823agemTA draoB tnempoleveD 009MIS
 lliw ti taht si draob tnempoleved taht gnisu fo egatnavda ehT

s eht ecuder  rewop eht ecuder lliw ti dna metsys elohw fo ezi

 eht rof desu sgniriw lanretxe hguorht taeh fo smret ni ssol
 gnolA .rellortnocorcim eht htiw eludom SPG fo noitcennoc
 eritne eht fo ytilibarud eht esaercni osla lliw ti ,taht htiw

corcim 823ageMTA ehT .metsys  eht edivorp lliw rellortno
 eht wonk oT .slarehpirep erawdrah suoirav ot gnicafretni
 kcarT eht no kcilc ot sah resu elibom eht ,elcihev fo noitacol

 .ppa diordna eht ni nottub noitacol  
 dna emit ,noitatropsnart cilbup ot semoc ti nehW

.laitnesse era ecneitap   gnisu elpoep ynam ,sdrow rehto nI
 fo esuaceb ssol emit decneirepxe evah sesub tropsnart cilbup
 levart ot deen selpoeP fo snoilliM .spots sub eht ta gnitiaw

 .yad yreve rehtona ot ecalp eno morf  
 neeb sah metsys gnikcart sub trams ,repap siht nI

ht desoporp  DIFR eht sub otni retneregnessaP yna nehw ta
 TOI ot setadpu lliw egassam noitacitnehtuA eht kcehc lliw
 setuor sub dna ,snoitacol tnerruc sesub ,semit lavirra osla dna
 SPG .TOI fo pleh eht htiw tuo dnuof ylisae eb nac pam a no

na )metsyS gninoitisoP labolG(  rof desu era spam elgooG d
.noitagivan  

 dna tuoba noitamrofni na sah gat DIFR hcaE
 redaer DIFR na yb desnes saw hcihw sregnessaP laudividni
 stuptuo ehT .TOI ot noitamrofni gnidnopserroc eht timsnart

iW ot nevig era draob rellortnoc siht fo - DCL dna eludom iF  
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iW sihT .yalpsid -  TOI ot noitamrofni eht sdnes nac medom iF
.atad deviecer eht ot gnidrocca  

 gnikcart DIFR eht taht swohs metsys desoporp ehT
 gnikcart dna gnirotinom rof noitpo lacitcarp a si ygolonhcet

ot ecruos morf dna ot pirt rieht gnirud sregnessaP eht  
 fo gnikcarT eviL rof desu si eludoM SPG ehT .noitanitsed
 knil a dnes dna srucco tnedicca erif fi gnitrela dna sesuB eht
 ni srucco erif fi trela na sevig osla metsys sihT.ppa diordna ot

.sub eht  
 

.II  R  DETALE W  KRO  

 emiT dna noitisoP suB emiT laeR”:1 repaP  gnirotinoM
ETSJI ”metsyS -  ecneicS fo lanruoJ lanoitanretnI

.5102 lirpA ,01 eussI ,1 emuloV ,gnireenignE ygolonhceT  
 etal era stneduts ,krow ot etal yllausu era sregnessap ynaM
 sub eht etapicitna ot ediced yeht fo tluser a sa sessalc rof

em ylpmis naht rehtar  etanretla rehtona gnisu yler
 hcihw bew eht no nwohs egassem elbairav A .noitatropsnart
 fo emit eht gniwohs sub eht gnidrager ofni emit laer eb lliw
 fo yteixna eht kcab elacs thgim pots sub ralucitrap a ta lavirra

evda eht htiW .sub eht gnitcepxe sregnessap dna SPG fo tn  
 elcihev emit laer ,krowten ralullec suotiuqibu eht osla
 emoceb sah tnemeganam tropsnart rehgih rof gnikcart
 ecnayevnoc ot deilppa eb nac seigolonhcet esehT .elbaniatta
 ot erehda ot ydaer ton era hcihw ,sesub ylralucitrap smetsys

it denifederp  ,smaj ciffart ekil snosaer ot gniwo selbatem
 eht dna emit gnitiaw desaercni ehT .cte snwodkaerb
 metsys ecnayevnoc dliub lavirra sub ni ytniatrecnu

laer ehT .sregnessap rof evitcarttanu -  dna noitisop sub emit
sgnola ygolonhcet SPG sesu metsys ecnavresbo emit  edi

 htiw dna egdelwonk hctef ot noitacilppa tnereffid yllatot
 tnereffid htiw no enilno noitamrofni eht syalpsid taht edoc
 si ofni siht nehW .resu eht ot etuor laiceps a no sesub
 enilno ro aidem sseleriw ro deriw yb relevart eht ot derrefnoc

,aidem tenretni   dna ycneiciffe htiw emit rieht esu nac yeht
 etanretla ekat ro ,sevirra sub eht erofeb ylpmis pots eht hcaer
 neve nac yehT  .deyaled si sub eht fi tropsnart fo snaem
 ekatrednu yllaer yeht erofeb gnol syenruoj rieht egnarra

lareneg eht dliub lliw sihT .meht   metsys tropsnart cilbup
regnessap dna evititepmoc -  lanosrep fo esu ehT .yldneirf

 tisnart esu slaudividni lanoitidda nehw decuder si selcihev
noitullop dna ciffart secuder nrut ni hcihw ,selcihev  

 
 
. 

laeR” ,lemaK .M .B .M :2 repaP -  desab SRPG/SPG emit
cihev  fO lanruoJ lanoitanretnI ”,metsys gnikcart el

”5102  .guA ,ecneicS retupmoC dnA gnireenignE  
 noitamrofnI regnessaP dna gnirotinoM suB emiT laeR ehT
 metsys noitacifiton elbaiv a sa evres lliw ecived gnikcart sub

am ni snairtsedep tsissa ylevitceffe lliw taht  noisiced eht gnik
 a si ecived sihT .klaw ro sub eht rof tiaw ot rehtehw fo

laer eht yalpsid ot dengised metsys enoladnats -  emit
 lliw metsys ehT .ytic iabmuM ni sesub eht fo )s(noitacol
 ,sesub eht no dellatsni eludom rettimsnart a fo tsisnoc

 sdraob reviecer  deddebme DEL ,spots sub eht no dellatsni
 dezilartnec eht ta setuor noitatropsnart sub TSEB eht fo pam

 metsys noitamrofni regnessap evah osla lliw tI .rellortnoc
 resu a edivorp lliw hcihw ,spots sub eht ta dellatsni erawtfos

idrager noitamrofni tnaveler eht  gniog srebmun sub eht lla gn
 dna sliated etuor eht htiw gnola noitanitsed ot ecruos sih rof
 gnikcart eht elbane lliw seludom eseht fo ylbmessA .tsoc eht
 lliw hcihw ,snoitacol sub eht morf atad SPG niatbo ot ecived

ortnoc dezilartnec eht ot ti refsnart neht  yb ti tciped dna tinu l
 fo snoitisop cihpargoeg etamixorppa eht ni sDEL gnitavitca
 sub sti timsnart osla lliw tI .pam etuor eht no sesub eht
 sub eht sa noos sa ylsuounitnoc seman etuor dna srebmun
 nI .pots sub eht ta reviecer eht fo egnar eht nihtiw semoc
 lliw ti ;elbaniatsus dna elbatrop eb lliw ecived eht ,noitidda
 etanimile lliw hcihw ,ecruos rewop lanretxe na eriuqer ton

gnol -  .stsoc ygrene mret  
 
 

 lanoitanretnI ”metsyS ytilibaliavA emiT laeR”:3 repaP
 gnireenignE retupmoC ni hcraeseR decnavdA fo lanruoJ
,5102 hcraM ,3 eussI 4 emuloV )TECRAJI( ygolonhceT  
 sekam taht dohtem a tnemelpmi ot yevrus a si repaP sihT
 etummoc ohw slaudividni rof tneinevnoc hcum tropsnart
 evitceffe rof ,ytic eht fo tropsnart sub cilbup eht gnisu yliad

t ti gnikam dna tnemeganam emit elbuor -  eht rof tsuj ton ,eerf
 na etaerc ot tnemtrapeD tropsnarT eht tub sretummoc
 snoitacilppa era erehT .metsys tropsnart cilbup tneiciffe
 dna etuor eht seificeps hcihw yadot tekram eht ni elbaliava

uB sesub tnereffid fo semit lavirra tciderp ,sgnimit eht  eht t
 sekat taht noitacilppa na dliub ot smia ereh detneserp yevrus
 tnacav eht tuoba noitamrofni gnikam yb pets txen eht ot ti

laeR ni sub yna fo noitacol tnerruc eht dna staes -  ,emiT
 dna levon a htiw sretummoc yliad eht ot elbissecca

ys sseleriw lacimonoce  reffo seigolodohtem esehT .mets
 yticapac eht teem ot metsys sub ni stnemevorpmi latnemercni
 fo weiver a stneserp dna seitic ezis tnereffid fo stnemeriuqer
 tropsnart cilbup yfsitas ot deyolpme eb nac hcihw seigetarts

a riehT .sezis ytic tnereffid fo sdnamed  a dliub ot si mi
 sub elbailer dna elbaliava ylisae ,elbatrofmoc ,elbixelf
 ot selcihev etavirp morf tfihs egaruocne yam hcihw ecivres

 .tropsnart cilbup  
 

.III  M YGOLODOHTE  

 na poleved ot si metsys desoporp siht fo evitcejbo ehT
ivorp ot pleh lliw hcihw noitacilppa  .selpoep rof ytiruces ed

 sub trams eruces fo sutats eht kcehc ot snoitaler swolla sihT
 suoirav edivorp lliw metsys desoporp ehT .toI gnisu yb
 tnedicca ,noitceteD eriF ,evird dna knurd kcehc ekil seitilicaf

cte tnemeganam citsigol ,nottub cinap ,seicnegreme  .  
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margaiD kcolB:1giF  

 suB .desu neeb sah rellortnocorcim oniudrA metsys siht nI
 MSG dna srosnes tnereffid ,redaeR DIFR fo stsisnoc tinu
 rieht nehw stnerap ot segassem trela eht eussi ot eludom

ecalp eb lliw rosnes eriF .sub eht sevael ro sdraob nerdlihc  d
 yb segassem trela seussi dna erif tceted ot tinu sub eht nihtiw

.TOI gnisu sub eht fo noitacol eht gnivig  
 fI .tnedicca erif eht tceted ot desu si rosnes erif metsys siht nI
 lacisyhp a seviecer srosnes eht ,srucco tnedicca erif yna ereht

msnart dna langis  ehT .eludom ifiW a ot langis latigid a ti
 fo pleh eht htiw snoitaleR eht ot dnes eb lliw egassem trela
 htiw gat DIFR laudividni na fo tsisnoc regnessaP hcaE .TOI

.TOI ,gat DIFR fo pleh eht  
 ehT .redaer DIFR yb daer si gat DIFR fo noitamrofni ehT

nart redaer  si gat DIFR .noitamrofni gnidnopserroc eht stims
 ,nosrep a fo noitacol eht ekil egassem trela na dnes ot desu
 dna snoitaleR evitcepser rieht ot sub eht fo deeps

 .stnemtraped  
 yalpsid lenap talf a si yalpsiD latsyrC diuqiL rof sdnats DCL

ylnommoc ygolonhcet   .srotinom retupmoc dna sVT ni desu
 ,spotpal sa hcus ,secived elibom rof sneercs ni desu osla si tI
 latsyrc diuqil ni thgilkcab ehT .senohp trams dna ,stelbat
 sihT .neercs eht dniheb ecruos thgil neve na sedivorp yalpsid

ah ylno gninaem ,deziralop si thgil  senihs thgil eht fo fl
 era slatsyrc diuqil ehT .reyal latsyrc diuqil eht ot hguorht
 eb nac taht ecnatsbus diuqil trap ,dilos trap a fo pu edam
 kcolb yehT .meht ot egatlov lacirtcele gniylppa yb "detsiwt"

r tcelfer tub ,ffo era yeht nehw thgil deziralop eht  ,neerg ,de
.detavitca nehw thgil eulb ro  

 )USP a dellac ylnommoc( tinU ylppuS rewoP CD A
 a smrofrep ylppus )enil( sniam CA eht morf rewop gnivired
 level eht )secuder sesac tsom ni( segnahc tI :sksat fo rebmun

ol eht gnivird rof elbatius eulav a ot ylppus fo  tI .tiucric da
 CA ylppus )enil ro( sniam eht morf ylppus CD a secudorp
 ylppus eht ta gniraeppa morf CA yna stneverp tI .evaw enis
 devorpmi yltaerg evah semit tnecer ni seilppus rewoP .tuptuo
 ylbaredisnoc eldnah ot evah yeht esuaceb ,tub ytilibailer ni

hgih  yrtiucric eht fo tsom ro yna naht stnerruc dna segatlov re

 fo eruliaf ot elbitpecsus tsom eht netfo era yeht ,ylppus yeht
.metsys cinortcele na fo trap yna  

 ot desu metsys noitagivan etilletas a si SPG
 SPG hcaE .tcejbo na fo noitisop dnuorg eht enimreted
 s'etilletas eht sedulcni taht egassem a stsacdaorb etilletas
 reviecer SPG A .emit tcaxe dna ,tibro ,noitisop tnerruc
 etaluclac ot setilletas elpitlum morf stsacdaorb eht senibmoc

.noitalugnairt dellac ssecorp a gnisu noitisop tcaxe sti  
 

oM suB desoporp ehT  sa era seludom xis sah metsys gnirotin
  :swollof  

 
ONU oniudrA .1  

 eht no desab draob rellortnocorcim a si onU oniudra ehT
 golana 6 ,snip tuptuo/tupni latigid 41 sah tI ,823agemTA
 a ,noitcennoc BSU a ,rotallicso latsyrc ZHM 61 a ,tupni

 PSCI na ,kcaj rewop  onU ehT .nottub teser a dna ,redaeh
 eht esu ton seod ti taht ni sdraob gnidecerp lla morf reffid
 nailatI ni eno snaem ”ONU”.pihc revird laires ot BSU IDTF
 .0.1 oniudra fo esaeler gnimocpu eht kram ot deman si dna

rA BSU fo seires a ni tsetal eht si onU ehT  dna sdraob oniud
 nac onU oniudrA ehT .mroftalp oniudrA rof ledom ecnerefer
 rewop lanretxe htiw ro noitcennoc BSU eht aiv rewop
 CD ot CA na morf rehtie emoc nac rewop lanretxE .ylppus
 lanretxe na no etarepo nac draob ehT .yrettab ro retpada

2 ot 6 fo ylppus  ,revewoh ,v7 naht ssel htiw ylppus fI .stlov 0
 yam draob eht dna stlov evif naht ssel ylppus yam nip v5 eht
 rof yromem hsalf fo BK 23 sah 823agemtT ehT .elbatsnu eb
 fo BK1 dna MARS fo BK2 osla sah tI. edoc gnirots

es a sedulcni erawtfos oniudrA ehT .MORPEE  rotinom lair
 eht morf dna ot dnes eb ot atad lautxet elpmis swolla hcihw
 hsalf lliw draob eht no sDEL XT dna XR ehT ,draob oniudrA
 dna pihc laires ot BSU eht aiv dettimsnart gnieb si atad nehw

.retupmoc eht ot noitcennoc BSU  
wolla yrarbil laireS erawtfoS A  laires rof s

 oniudra eht ,snip latigid s’ONU eht fo yna no noitacinummoc
 C2I eht fo esu yfilpmis ot yrarbil eriw a sedulcni erawtfos
 hcihw ,erawtfos dna erawdrah ecruos nepo si oniudrA .sub
 ,esnecil cilbup lareneG ressel UNG eht rednu esnecil era

 si hcihw  dna draob oniudrA fo erutcafunam eht gnittimrep
.enoyna yb noitubirtsid erawtfos  
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rellortnoc orciM 823agemtA:2 giF  

 morf erutaef fo tcelaid a gnisu demmargorp era oniudrA ehT
 gnisu ot noitidda nI .++C dna C egaugnal gnimmargorp

c loot relipmoc lanoitidart  edivorp oniudrA eht ,sniah
 no desab )EDI( tnemnorivne tnempoleved detargetni

.]1[ tcejorp egaugnal gnissecorp  
 

 
 

:ROTOM CD .2  
 eht evird yllacisyhp ot desu era srotom CD
 ehT .erawtfos ni dedivorp tnemeriuqer eht rep sa noitacilppa

 oT .v21 no skrow rotom cd  cd a deen ew ,rotom cd a evird
 elbapac si revird rotom cd sihT .D392L dellac revird rotom
 cd eht tcetorp ot redro nI .emit a ta srotom cd 2 gnivird fo
 elihw rotom cd eht yb detareneg FME kcab a morf rotom

rd rotom cd eht ,noitator fo noitcerid eht gnignahc  evah revi
 kcab eht edivorp osla nac eW .tius noitcetorp lanretni na
 snoitarugifnoc edoid 4 gnitcennoc yb tius noitcetorp FME

.rotom cd hcae ssorca  
 

 :ROSNES  .3  
 eht morf noitamrofni rehtag rosneS SMEM
 ,lamreht ,lacinahcem gnirusaem hguorht tnemnorivne

loib  ehT .anemonehp citengam dna ,lacitpo ,lacimehc ,lacigo
 eht morf devired noitamrofni eht ssecorp neht scinortcele
 tcerid ytilibapac gnikam noisiced emos hguorht dna srosnes
 ,gnitaluger ,gninoitisop ,gnivom yb dnopser ot srotautca eht

,gniretlif dna ,gnipmup   tnemnorivne eht gnillortnoc ybereht
 desu si rosneS SMEM .esoprup ro emoctuo derised emos rof
 si enihcam eht rehtehw kcehc ot ,sekauqhtraE tceted ot

.ffotuhs sag dna ton ro ylreporp gnikrow  
 yfitnedi ot desu si rosnes SMEM tcejorP ruo nI

elcihev eht rehtaew   etavirP .tnedicca na tem ro edis efas si
 SMEM hcatta lliw eW .srotautca sniatnoc sesuB levarT
 si roivaheb srotautca eseht nehW .srotautca siht ot rosnes
 lliw rosnes SMEM neht eno enituor morf tnereffid tahwemos

s sutats gnidnopserroc eht dna detavitca teg  ot seog lliw langi
 .ONIUDRA  

 
 :ROSNES LOHOCLA.4  

 lohocla gnitceted rof elbatius si rosnes lohocla sihT
 nommoc ruoy ekil tsuj ,htaerb ruoy no noitartnecnoc
 .emit esnopser tsaf dna ytivitisnes hgih a sah tI .rezylahtaerb

o evitsiser golana na sedivorp rosneS  lohocla no desab tuptu
 si sdeen ti lla ,elpmis yrev si tiucric evird ehT .noitartnecnoc

0 a eb dluoc ecafretni elpmis A .rotsiser eno -  .CDA V3.3  
 eht rehtaew ,stceted rosnes lohoclA tcejorp ruo nI

 etats cilohocla ni si revird fI .ton ro cilohocla si revird  neht
 nehT .ONIUDRA ot sutats siht sdnes rosnes lohocla
 TOI ot egassem rorre gnidnopserroc sdnes ONIUDRA
 ecalp sekat gnikcehc lohocla sihT .eludoM IFIW hguorht

 .drac DIFR gnipiws retfa  
 
 

 :)noitacifitnedI ycneuqerF oidaR(DIFR.5  
 

oidaR -  noitacifitnedi ycneuqerf ( DIFR  esu sseleriw eht si )
 fo sesoprup eht rof ,atad refsnart ot sdleif citengamortcele fo
 ot dehcatta sgat gnikcart dna gniyfitnedi yllacitamotua
 .noitamrofni derots yllacinortcele niatnoc sgat ehT .stcejbo

wop era sgat emoS yb dere -  morf noitcudni citengamortcele
 tcelloc sepyt emoS .redaer eht raen decudorp sdleif citengam
 a sa tca dna sevaw oidar gnitagorretni eht morf ygrene
 ecruos rewop lacol a evah sepyt rehtO .rednopsnart evissap

rdnuh ta etarepo yam dna yrettab a sa hcus  morf sretem fo sde
 ylirassecen ton seod gat eht ,edocrab a ekilnU .redaer eht
 eb yam dna redaer eht fo thgis fo enil nihtiw eb ot deen
 rof dohtem eno si DIFR .tcejbo dekcart eht ni deddebme

 .)CDIA( erutpaC ataD dna noitacifitnedI citamotuA  
 sgaT )1  

t DIFR yrotcaf a gnivah sga -  rebmun laires dengissa
 ,etirw/daer eb yam ro ,esabatad a otni yek a sa desu si taht

tcejbo erehw -  eht yb gat eht otni nettirw eb nac atad cificeps
.resu metsys  

 rof tiucric detargetni na :strap owt tsael ta niatnoc sgat DIFR
 dna gnirots  dna gnitaludom ,noitamrofni gnissecorp

oidar a gnitaludomed -  CD gnitcelloc ,langis )FR( ycneuqerf
 dezilaiceps rehto dna ,langis redaer tnedicni eht morf rewop
 eht gnittimsnart dna gniviecer rof annetna na dna ;snoitcnuf

derots si noitamrofni gat ehT .langis  non a ni -  elitalov
 .yromem  

 sredaeR )2  
 noitacitnehtua rof desu si gat DIFR ,tcejorp ruo nI
 epiws ot evah ew ,metsys eritne ruo etavitca oT .esoprup
 eht ni stsisrep sliated gaT fI .redaer DIFR raen gat DIFR

swolla rellortnoc orcim neht ,ONIUDRA fo esabatad   eht
 dn2 gnihcaer retfA .etagllot ts1 hguorht elcihev ssap ot revird
 ta niaga ecno gat DIFR emas eht epiws evah ew ,etagllot
 lliw snoitats owt neewteb ecnereffid emit ,ereH .2 etaglloT
 erom si snoitats owt neewteb ecnereffid emit fI .detaluclac eb

oh1 naht  si revird ,snaem tahT .melborp on si ereht neht ,ru
 morf nekat emit fI .deeps efas htiw elcihev eht gnivird
 taht dias nac ew neht ,ruoh1 naht ssel si 2etagllot ot 1etagllot
 emas eht siht ekiL .deeps revo htiw elcihev gnivird si revird

 rof detaeper ssecorp  ,siht fo esuaceB .ecnatsid mk001 yreve
 .gnivird elihw peels ton seod revird  

 
 :eludoM DCL .6  
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 rof sdnats DCL L  diuqi C  latsyr D  si DCL .yalpsi
 tnemges neves( sDEL gnicalper esu daerps ediw gnidnif
 DCL eht fo esuaceb )sDEL tnemges itlum rehto ro sDEL

 rof sdnats L  diuqi C  latsyr D  ediw gnidnif si DCL .yalpsi
 rehto ro sDEL tnemges neves( sDEL gnicalper esu daerps

aceb )sDEL tnemges itlum  :snosaer gniwollof eht fo esu  
 yalpsid ot ytiliba ehT.2 .sDCL fo secirp gninilced ehT
 ot tsartnoc ni si sihT .scihparg dna sretcarahc ,srebmun

 .sretcarahc wef a dna srebmun ot detimil era hcihw ,sDEL  

.1  :trahC wolF  

 

mhtiroglA gnikcarT suB :1 mhtiroglA  

tupnI : 

     :seirtne elbaT gnituoR  

    :DI edoN  

    :edutignoL  

    :edutitaL  

:tuptuO  

    trats:1pets  

     eludom SPG gnisu seulav edutital dna edutignol teG:2pets
        ot ti dnes dna    rellortnocorciM  

     MSG ot noitamrofni siht dnes rellortnocorcim:3pets
.eludom  

    .ecived elibom ot egassem siht dnes eludom MSG:4pets  

    .pots:5pets  

rosneS eriF :2 mhtiroglA  

• :tupnI  

 :erutarepmet emalF  

 :erutarepmet tnemnorivnE  

:tuptuO  

• trats :1 petS  
• )tE > tF(fi  :2 petS  
•  ecilop tseraen ot egassem dnes dna no mrala  :3 petS

   dna noitats          hguorht latipsoh
.eludom MSG  

• pots :5 petS  

.VI  R  DNA STLUSE D NOISSUCSI  

 .ylfeirb dessucsid sgnidnif tnatropmi edulcni dluohs tI
 serugif dna selbat eht no etarobale ,yrassecen reverehW
 ni sgnidnif eht terpretnI .stnetnoc rieht gnitaeper tuohtiw
 siht no seiduts tsap ni dna siht ni deniatbo stluser eht fo weiv
 fo dne eht ta secnetnes wef a ni snoisulcnoc eht etatS .cipot
 eb osla nac shpargotohp deroloc dilav ,revewoH .repap eht

.dehsilbup  
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 rof sdnats DCL L  diuqi C  latsyr D  si DCL .yalpsi
 tnemges neves( sDEL gnicalper esu daerps ediw gnidnif
 DCL eht fo esuaceb )sDEL tnemges itlum rehto ro sDEL

 rof sdnats L  diuqi C  latsyr D  ediw gnidnif si DCL .yalpsi
 rehto ro sDEL tnemges neves( sDEL gnicalper esu daerps

aceb )sDEL tnemges itlum  :snosaer gniwollof eht fo esu  
 yalpsid ot ytiliba ehT.2 .sDCL fo secirp gninilced ehT
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